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1. Information-theoretic Learning
and Novelty Detection



Data Mining Issues

Mining from large amount of dynamic and heterogeneous data is a critical issue I
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Information-theoretic Learning and Data Mining

Structural changes from dynamic data are discovered using stochastic complexity minimization
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2. Theory of Dynamic Model Selection



Concept of Dynamic Model Selection

Issue: How do you track changes of statistical models
under non-stationary environments?

Data Xl caa Xt 1 Xt cae Xn

Model 1 time

Model M1, ....ccocvinnnen. ,M1, M2, ..iiinnnennnnnanns ,M2
=) Selecting a model sequence that explains the data best

—

B Discounting Learning
Methodologies- EMWindowing
B Dynamic Model Selection(DMS)




Ex.1: UNIX Command Pattern Analysis

| Tracking changes of the mixture size leads to detection of a new pattern |

1 cd 1 cd 1 emacs 1 emacs
2 s 2 s 5 make 2 c¢p
il 3 emacs 3 emj 3 Jaexe 3 bash
command 4 platex 4 plat : ./a. 4 perl
sequence _ 5 . 5 .
5 5 .
Probabilistic model v
(Mixture Model) D
V ~
Pattern 1 Pattern 1 Pattern 2
Cis)uCed (> QDG

#patterns: time

12



Ex.2 Curve Fitting
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Related Work

e Static model selection

AIC [Akaike 1973], BIC [Schwarz 1978],
MDL [Rissanen 1978], MML [Wallace & Freeman 1978]

— Under stationarity assumption
* Tracking the best expert [Herbster & Warmuth 1998]

Derandomization [Vovk 1997][Cesanianchi Lugosi 2006]
— Best model (="Best expert”’) may change over time
— Cannot track the sequence of best models itself

MDL-Based Dynamic Model Selection under non-
stationarity assumption [Yamanishi and Maruyama 2007]

-Switching [Ervan, Grunwald, Rooij 2008]
— Convergence as with MDL and convergence rate as with AlC

-Changing dependency detection [Fearnhead& Liu 2007]



MDL-based Information Criterion for DMS

Evaluating goodness of model sequence from the

Minimum Description Length (MDL) Principle [Rissanen 1978]

:Ifn — 1" "Tnp Data Sequence

e — ]{;1 - kn Model Sequence

n . in Code-length required by A to encode x”"
€A($ K ) and k" under prefix condition

Z 9~ =" k") <1 (Kraft’s Inequality)

T
™k

- Minimize w.r.t. k" for given x"

Batch DMS

= Sequential DMS



Predictive Distribution

Dynamics of model changes is described using predictive dist.

Class of probability models

Pr={P"|0,k): 0 €0} (n=1,2,---)
dim O, < --- < dim Oy, < dim Oy < - -- k: model

Predictive distribution of x; given z'=%:

P(z |z k) = P($t|ét_1 s k) (plug — in dist.)

B;_1: m.le. of § from 't = x1...., 241

P(z |z k) = /P($t|9)P(ﬂ|$t_l : k;)d0 (Bayes predictive dist.)

P(6|x*=1): posterior prob. density of € from x'=!.

Pz, - 271 0(z, - 281) 1 Ky)

P(z |zt : k) = -
> . Pz -x7Y0(x - 2t=1) 1 ky)

(SNML dist.)

SNML: Sequentially Normalized Maximum Likelihood



Switching Distribution

o " =117y data sequence

m: § of change points

e t; (i=0,..., ,m): the ith change point I s =
(to =1, tmy1 =n+ 1) 2
I
e k; (i=0,...,m): the ith model value ko
o 5= (to, ko)(t1,k1),..., (tm. km ) model sequence ]
tp 14 Lo

Switching distribution associated with s:

. m =2
P[:L‘”;l‘ ko) o=t <i;—1

P[:r:_g|;1‘_ k1) 1=t <ia2—1

P,5‘1-1-'[.T¢|;1‘E_1 t8) = 4
P(zi|zt ' i ko) to<t<ts—1

Psw(x |f:.} HP,511 :L¢|1 }



Description of Model Transition

Model
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Change point
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Z —log p(xi|z* ! : ki) Z — log prq (zilz ™" ki)

Predictive code length Predictive code length



DMS(Dynamic Model Selction) Criterion

Assumption: model probabilistically transits ‘

Model transition probabilityP (k, =k | k'™, ), a . parameter

-

1-q, if k =k_ andk_, #1 K,

Pk, |k, : ) :41—%, if k, =k_ andk_, =1K,

%, if k =k, +1

DMS (Dynamlc Model Selection) Criterion: ‘

I(X":K") = Z—IogP(x XL k)+2—|ogp(k k', Q)

— _

'
Predictive code-length for data Predictive code- length for model seq.

Input:  x"=x,,....X, ¢ :estimate of &
Output: k"=k,,.... k., minimizing £(x": k")



Coding Bound for Batch DMS for Switching Dist.

Theorem 1: [Yamanishi and Maruyama IEEE Trans IT 07] There exists
a batch DMS algorithm (DMS1) for switching distributions that runs in
time O(Kn?) and the total code-length is upper bounded by

m tijy1—1
. . T N m 1 ~
min min E —log P(x; i1 ki) +nH (—) + —logn+m + o(log n)
M (to.ko)w (tmikm) | 5 L 2 |
i

t=t; ) | }
Y Y

[ Data complexity for'switching ] [ Model seq. complexity ]

POINT 1: Optimal path search based on Dynamic Programming
POINT 2: Krichevsky and Trofimov Estimation of model transition probabilities

R Ng .t +%
O
t
—Q At each time, at each state
. select an optimal path
_@ from path sets selected
at the latest time




Sequential DMS Problem

[Yamanishi and Sakurai WITMSE 2010]

Sﬂ = {5 = {t[}. .IEC-[}} ..... {f--;r”. -If-;r”_] X fl::l = ]. < e o=l T;I'”_ < Ti.
km e {1,..., K}, m e N}

model sequence set

Sam={s€Sn: a<ti<b(i=1,---,m)} model sequence set restricted to (a,b)
B > 0: window size t Lt
At each time ¢, si=P-1 S @
Input: o : f :
Given: s~ c Sy, _p_1). /\{/\: R
Output: s;_; € Sy_py 1 -t-B t

so that the DMS criterion is minimum: _ _
Window of size B

L t—B-1 . 1 i t—B-1 . 1 3
— log Paw (z°|s] T s, p)+ sy DS )

A A

[ Data code-length for switching dist._ } [ Predictive code-length of model seq._}




3. Applications of DMS to Data Mining



3.1. Masquerade Detection

Tracking the emergence of a new pattern leads to the discovery of a
masquerader’s behavior

|
1 cd 1 cd 1 emacs 1 emacs
2 s 2 s 5 make 2 cp
Computer 3 emacs 3  emi 3  bash
Usage 4 lat 3 /a.exe 4 erl
Logs 4 platex P 4 : | . P
5 : Jj]5 1 5 : /X '
Structural time
cp **.exe
change
Information leak
Latent
Information

Program coding

Program coding




Model

[ Maruyama & Yamansihi ITW04]

Yi,--»YMm - command patterns are modeled using HMM Mixture

Wish to detect masquerade by tracking changes in mixture size

,.Vl session command session Y ;= (ps, cd, Is, cp, ...)
®| = (yy, ... Vo .
yj = (yl D 9yTJ) (y1’ yTj) Iength TJ

Time : @ P(yj |H):Z7Z-kpk(yj 16,)
k=1

Y
K:MNumber of different behavior patterns (Mixture size)

Each behavior pattern is represented by 1-st order HMM

T, T,
Pk(yj 16,) = Z 7/k(x1)Hak(Xt+1|Xt)ku(yt|Xt)
B t=1 t=1

(X ..., X,

(Xl,---, XTJ. ) :hidden states=Markov
Y, - initial prob. &, : transition prob. Db, : event prob.



Flow of Behavior Change Detection

Session Stream
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Masquerade Pattern Detection

Masquerade’s pattern is largely deviated from the normal

user’s pattern (mainly operating “remote shells™ ).
Masquerade data (t=820,...,849)
<>

Ex. User30 2 L f>

T-DMSI detects the masquerader’s

command pattern at t=820 ! /

Top 7 transitions of each cluster (k=2 at t=820) /‘{2820

Pattern 1 Pattern 2

awk—-cat
file—post
m—generic

generic—In

touch—tcsh

In—In

cat—rdistd cat—file

file—ridstd cat—post




3.2 Failure Detection

[Yamansihi & Maruama KDD2005]
B Syslog....A sequence of events collected using the BSD syslog protocol

B Includes information crucial to network failure

Yi,--Yum - Syslog patterns are also modeled using HMM Mixture
Wish to identify emerging failure patterns by tracking changes in
mixture size.

ID | Time stamp Event Att1 Att2 Message
Severity

## | Nov 13 00:06:23: | ERR bridge: | !brdgursrv: gueue is full. discarding
a message.

#t#f | Nov 13 10:15:00: | WARN: | INTR: ether2atm:; Ethernet Slot 2L/1 Lock-
Up!!

##f | Nov 13 10:15:10: | WARN: | INTR: ether2atm:; Ethernet Slot 2L/2
Lock-Up!!

#t# [ Nov 13 10:15:20: | WARN: |[INTR: ether2atm: Ethernet Slot 2L/3
Lock-Up!!




Emerging Pattern Identification

B Goal: Track a new behavior pattern caused by a network failure

Identify a new pattern by detecting the change point of mixture size

# Mixture
Co onents c
P lock-up failure |
4
a o
N hY

2 S X ,"

, "”,,

010 1010 '2’0’19»" = 2010 ‘°‘°#Scssion
______________________ A e e e e o s e e e - S S o e S
1 1
1
1 Clusterl falelala) | :
i WARIN kern:|ATM: error (un— WARN kern: |ATH: error (un >
| WARIN:gated:rt_add: interf— WARIMN :gated:rt_add: interf ' :
! Cluster3 [ ] 0 009 ¢
1 WARNkern:ILEC: UNIT=0 commaE—"WARMN kern:|ILEC: Called Pa / !
D e D e Dt T ey T T 1

New Pattern!
Messapge Trans. Prohb.
WARN:kern: 'LEC: IINIT=0 comma > WARN:kern:!LEC: Called Pa 0.954
ERR :bhridge:'brdgursrv: g— ERR ‘hridge:'brdgursrv: g 0.751
ERR :gated:krt_ifread: io— ERR :hridge:'brdgursrv: g 0.734
WARN:kern: 'LEC: Multicast— WARN:kern: 'LEC: Control D 0.691

The component with smallest occurrence probability corresponds to a new pattern



3-3. Topic Dynamics Detection

[Morinaga and Yamanishi KDD2004]
| Tracking changes of topic organization

Text Processing at Contact Center

Topic2

) I >
Topi 3' : :
Opic Topic 4 Topic B

Topic Emergence
Detection

Clustering
Activity 1 .
number Topic 5
Topic 2
Topic 1
A B ]

Emergence of Topic 5



Dynamic Topic Modeling with Gaussian Mixture

Document vector: tf or tf-idf
x=(tf (w,),---. tf(w,)) or x:(#'ic#-(wl)f":!f-'ic#.(wd))
Gaussian mixture topic model: Component = Topic

p(x|6:K):in¢(x|#i’zi)

i=1

K 1 ! .
- Zi:xi x (Zx)d’fz | Z. |U2 eXp[_E(x_iu'i)Ex’ (x— p, )]

&
wherez, >0 (i=1,---,K)and >z, =1.
i=1

Parameters:
K :number of components/ topics
7, - weight of the1- th component/ how likely the1 - th topic apears
A, 2. how each component / topic 1s distnbuted

component
p.d.f ¢: main topic
/ Online
Gaussian mixture learning
- -

2
a3 =
/.A

dot = input document Detecting emerging component

time



Topic Dynamics Detection at Contact Center

| Topic structure changes in contact center text stream ‘

Topic Activity _ TOpIC
01 - Topic “Transfer”

“Failure of service X”
0.08 -

006 -

004 -

002 -

3/23 4/21 4/12 4/22‘ 5/2 5/12  Date

Emergence Disappearance
of new topic of old topic



Changes of Topic Number

*Total number of inquiries at a contact center is 1202

Changes of number of main topics over time
50

40

30 /\

20 v\ /\/ \\’\//\ AV,
o YWY

A

2/23 3/14 4/3 4/23 5/13 time

10




3-4. Network Structure Mining

Tracking network hierarchy changes leads to new hub detection

O Time evolvi w
: ] I e
O
Emergence of Emergence of
new hubs new hierarchies

ex. SNS networks

Detection of influencers, criminal groups, new communities
Other examples:

Physical networks, coauthor network, copurchase network




Graph Structure Change Detection

[Hirose, Yamanishi, Nakata, Fujimaki KDD2009]

‘ Tracking a new graph cluster leads to discovery of a new community |

| - 0 ? _ _
e e @ Time series of
e b @ . .
T @ correlation matrix
i o S g .
o @

Time evolving

Change of partitioning Emergence of a
structure new cluster



4. Summary

e Novelty detection from dynamic data is a
challenging issue in data mining.

e Dynamic model selection based on MDL
principle is a novel method to detect structural
changes in a data stream

e Applications cover masquerade detection,
failure detection, topic emergence detection,
network structure mining and are applicable to
a wide range of areas.
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