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Privacy and Disclosure of Personal Data to Third Parties

D N ational Institute of Informatics N" B
Privacy legislation:

»Privacy is the claim of individuals, groups and institutions to determine for themselves,
when, how and to what extent information about them is communicated to others.*

(Westin, 1967 = regulations of Germany/EU, Japan and HIPAA)

User Services

DP = Data provider
DC = Data consumer

d, d’ = Personal data

\ J \ J
I

I
Access control No usage control for the disclosure of personal data

Haas, S., Wohlgemuth, S., Echizen, I., Sonehara, N. and Mdiller, G., 2009
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Agenda
D National Institute of Informatics N" B

1. Shift to a new Scenario

2. User becomes a Target

3. Usage Control by Data Provenance

4. DETECTIVE: Data Provenance with Digital Watermarking

5. Safety of Data and Liveness of Services
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1. Shift to a new Scenario

(e.g. Electronic Health Records, Gematik in Germany)
e National Institute of Informatics N" B

o i

Examination

Laboratory
- Pat

i

Current scenario

Dentist

Hospital Pharmacy

Patient’s data is stored in
many medical systems.

All data about the patient stored in one location:
A central EHR

Each medical system is in
charge of patient’s data.

Patient is in charge of this data.
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2. User becomes a Target

(e.g. Patient)
National Institute of Informatics N" B

Patient “inherits” responsibility and risk.

Dishonest parties may modify or disclose
personal data to 3" parties without
authorization.

» Privacy Problem
How can the patient control the

disclosure of medical data
to 3" parties?

Examination

Different data protection

legislations
(e.g. EC 95/46/EC, Japan, HIPAA)

Pharmacy Employer

Haas, S., Wohlgemuth, S., Echizen. |, Sonehara, N. and Mller, G., 2009
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3. Usage Control by Data Provenance (1/2)
I  National Institute of Informatics N" B

- Enterprise Privacy Authorization
Policies Language (EPAL)
- Extended Privacy Definition Tools

(EXPDT)

Mechanisms &

Methods

/ \
\
/ . ;
, Preventive - Reactive
. 1 :
: Before the During the : : After the |
I execution execution | execution |
I
| I 1
| - Process Rewriting - Execution Monitoring | | - Model Reconstruction '
| - Workflow Patterns - Non-linkable Delegation| | - Audits / Forensics :
| - Vulnerability Analysis of Rights I | - Architectures for Data |
S _7 “_ Provenance ,'

Muller, G., Accorsi, R., Hohn, S. and Sackmann, S., 2010
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Usage Control by Data Provenance (2/2)
e  National Institute of Informatics N" B

- Data provenance
— Information to determine the derivation history

- In an audit, data provenance can be used to restore the information flow.

Example

ID
Drug maker Laboratory Advertiser Drug maker
Medical Medical Medical Medical
Data Data Data Data
Patie!’\t Patie_nt Patie_nt , Patient
Advertiser Advertiser ~Advertise Advertiset
Laboratorly LHaboratory /
F Data |
] Provenance |
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4. DETECTIVE: Data Provenance with Digital Watermarking

D  \ational Institute of Informatics N" B

Watermarking is a method to bind provenance information as a tag to data.

The EHR/Medical system must enforce that
— disclosed data is tagged with updated provenance information
— provenance information is authentic.

4) Deliver tagge

| EHR/Medical system 3) Appls: Fag |

4) Deliver tagged data

| EHR/Medical system [ 3) Appls: i::ag
: - - . 4) Deliver tagged data Y
Steps of a disclosure: |EHR,Med.ca. stem " 3) ppiy tag |—
, = Feji"a“' 4) Deliver tagged data er
‘ EHR/Medical SyStem [ 3) Apply tag ?jl‘i 1) Acce;s quest Data consumer
. RE— .
Watermarkin I l i
2) Fetch data > g Data provider
| Service
Data _IJ( 1) Access request Data consumer
J
| (e.g. Laboratory)

Data provider
(e.g. Advertiser)
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Digital Watermarking and Disclosure of Personal Data

e  National Institute of Informatics N" B

Patient

Advertiser

Drug make

Both service providers have same digital watermark

= No identification of last data
provider
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DETECTIVE: Digital Watermarking Scheme
Dl  National Institute of Informatics N" B

Data provenance information
— Linking identities of data provider and data consumer with access to personal data.

Detection by the patient via delegated rights (privacy policy) to personal data.

Data provider Data consumer Patient Data provider Data consumer
. Patient R .
Advertiser Laboratory (rights) Q* Advertiser Laboratory
&;'.5 B
.
| 2
Laboratory Advertiser
Verify Tag
'}."5 Patient
ol Advertiser
)|
- Laboratory
Laboratory Advertiser .
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DETECTIVE: Protocol Tag
el National Institute of Informatics N!I B

Data provider

1: pkpp com fOr commitments

Commitmen
t
to identity of
DC

4: CornDC_BLIND(kDC) 2

»

signaturepyc(compe g o (Kpe

S
S

)

<
<

\
5: verify/signature,. <

6: blind [comy,(Kyp): Q
. ComD _BLIND(kDP)
Taggingand cpnfirm by signarure,

g:‘SCIer S:‘;'E;%a mmitments to d:
P tag’ :F embed,  (anonCredentialy,
data w K K q
ComDP_BLIND( DP)ComDC_BLIND( DC)’ )
8: tag’, signaturep,
Revealing

tag

>

Data consumer

2: commit to k. & blinding:
CorT1DC_BLIND(kDC)

3: confirm comp.(Ky.):
sighature.

(ComDC_BLIND(kDC))

9: reveal tag :=
tag’ / blinding factorg.



DETECTIVE: Protocol Verify
el National Institute of Informatics N" B

User CA Data provider Data consumer

Sglceonastti:)l;lf]Ct ! | 1: request anonCredentials (rights.)
-9 for delegated rights

chain | |« >
2: request compy, g noep(Kpp), PKpp cows @Nd signature.
53: ComDP_BLINDED(kDP)’ FkDP_COM’ and SignatureDc
4: request open(compyp| g npep(Kpp))

ety 5: blinded kg,

enforcement

A

of embedding _
- verify comp, g npep(Kpp)

> verify signature,.

> extract comy.(ky.) from tag

© 00 N O

: check correctness of com.(k,.) by zero-knowledge proof




DETECTIVE: Proof-of-Concept Implementation

D  National Institute of Informatics N" B

Case study: Telemedicine — Consulting a clinic abroad

HR Provider
File  VYiew Actions Help
Electronic Health Record
Patient Name D ate of Birth

’;atn, Hanakn

194410803 |

Patient Information

Patientld 1259 |
Date of By 12/12/1950 |

Address |
Postal Code | 35208 |

Haoustan

Adding Data Prove

File Actions Help

EHR (Foreign

ce Information

Adding Data Provenance Information

Finish

Data Center)

com_DC_Blinded k_DC | 10:09710:453:20:50:13:00

Signature_DC

Blinded Digital Watermark

Signature_DP

00:10:32:01:83.20:30:17:80

Phase &

100%

Domestic Medical Clinic

com_DC [k_dc]
com_DC [b]

com_DFP [k_DP)

com_DP [K_DP]

00:93:00:88.77:66:55:83
14:02:10:89:20:90:11:80

00:10:32:01:89:20:90:17:80

10:05:10r 43 20:60:13:00

Complete
10:09:10:49:20:50:13:.00
00:10:32:01:89:20:90:17.80
Complete

W,

king Key |10:0910:43:20:50:13.00

Gender Male[] Female Courtry
Age :BD | Blood Group A |
Health Infarmation
Disease |Chionic Coughing Pain iSevere ]
Medical information [past or present]
Asthma High Blaod Pressure [ Cancer ] Hemaphlia
[ Hearth Disease Diabetes [ Malaria [ Convulsions
Immunizations
[ Tetarus Polio  [] Mumps [] Rubella [ Measels [] Pettussic [] Diptheria
#eray image
Lung [ Hard [ Leg
Current Medications
Antidepressant [ Asprin [] Chematherapy
Test Result
Red blood cells 14
‘whhite blood cells 4 600
Urinanalyzis 1.010

w king Text

10:09:70:49:20:50:13:00)

Complete

Next
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5. Safety of Data and Liveness of Services
DAAD E’;‘;m mmm;%‘:mmm_ National Institute of Informatics N" B

Safety: Authorized execution Liveness: Reachable states

Provisions: cover the time up to the Obligations: cover the time after the
access (“past and present”) access (“future”)
Provisions .
< Obligations
I >t
request access

Transparency by Policy Enforcement Mechanisms (e.g.
DETECTIVE)
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