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D2.5 - Consolidated report on the socio-economic basis
for trust and trustworthiness. 20154

 [rustin a system is defined as a property of a

initial trust (i.e.
concern) parameters

threats to user
trust (i.e. concerns)

impact of threats
on behaviour

wmoFP7nI0Y 12 o2y PTET &

trust (concern)
parameters

v~ f\
,\

Trust
Update

activity of threats
to trust (i.e. causes
of user concern)

stakeholder (known as the trustor) reflecting the P !
User attributes on prior trust
strength of their belief that engaging in the system Surveys X ,
for some purpose will produce an acceptable > '”'t}fhz“’r
outcome. ] / Calculation
SEE atributes I
e IZAFTAICXTITDB SR R (Trust in a system ) I3, D Firtlles :T
BRIDEOICI AT AICESIDCET, 5 TEDHEE I
MEENDEFEUDRSERILULC AT —DRILY — oovaort¥ |y | 1reworth
< trustorc‘_’_@lafné) @"T’%TEC‘: btﬁ%énéo Information iness Model
\ , )
* [rsutwhorthiness on the other side is a property of {cmiﬁed}\ InitiaTPrior /V\

the system. A system is more trustworthy if it is able awibesormerics
to produce an outcome acceptable to all trustors.

> Trustworth-

iness Est

prior likelihood
of primary threat

activity

Design Time

« —F3. Trustworthinessld¥ X7  ADEFM4 (property) T
D, INTDtrustoriC2ITANSGNDBEREELHI CENT
=NIE. IZATARBEKD RS R ETED,

Behaviour
Analysis

Trustworth-
iness Update

threat }
activity

Run Time

** Executive Summary® BHENDXE

Figure 1. OPTET WP2 Modelling Approach
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HH . RFC 9334, Remote ATtestation procedureS (RATS) Architecture
https://datatracker.ietf.org/doc/html/rfc9334

« BRX
« Amongst other things, this document is about trust and trustworthiness,
* [rust is a choice one makes about another system.

- Trustworthiness is a guality about the other system that can be used in making one’s decision to
trust it or not.

« This is subtle difference and being familiar with the difference is crucial for using this document.

« Additionally, the concepts of freshness and trust relationships with respect to RATS are elaborated
on to enable implementers to choose appropriate solutions to compose their Remote Attestation

Procedures. ﬁ
. R Freshness(#fE) (&, always (verify) CEI=
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« =5IC, RATSICETDEE E SR MEROMTRICONTEFLUIGHB L, EEEDNJE—HFPTRAT—IY3VF
M ZBA T DIEOICELEY ') 1 —Y 3 VZEERTEDXRDICT D,
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