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1) Fairness and accountability with
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2) Rules for robots in social life
(healthcare robots, entertainment
robots)
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O % 4 + V:DATA-DRIVEN ELECTIONS IN DEMOCRATIC SOCIETIES: EARLY
LESSONS FROM THE CAMBRIDGE ANALYTICA SCANDAL
REFFRMADCHT 27— WEALEE: v T ) vy - TFI T 47 AF
YVYEALDPDLFERI L
OSummary:The recent scandal concerning Cambridge Analytica, Facebook and Aggregate
IQ have brought to global attention the wider question of how personal data is
being used by political parties and candidates in contemporary elections. There
are various trends: the use of integrated platforms for “voter relationship
management”; the move from mass messaging to micro-targeting, especially
through social media; and the use of mobile applications for local voter outreach.
In this talk, Colin Bennett will discuss these trends in the light of recent revelations

and discuss the implications for personal privacy and other democratic values.
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Cours ol
O : Ugo Pagallo
O£ 4 b The Hard Cases of Al & Robotics, and their Legal Governance
O®E % : Much of the 2013 book

on The Laws of Robots has to do with

prospective trends in the field of
robotics. Five years later, we could dare
to affirm the book has aged well. Most
of its forecasting on the hard legal cases
of robotics, from new forms of agency
and accountability for artificial agents
to innovative schemes of intelligent car
sharing through self-driving cars, have
stood the test of time. Should the

conclusion be that nothing new has
appeared under the sun of legal
robotics over the last 60 months? Here, we should mention a possible misunderstanding and
the role of the secondary rules of the law. On the one hand, in today’s debate on the legal
status of some smart robots and Al systems, scholars and policy makers alike often confuse
the legal agenthood of these artificial agents with the status of legal personhood: This is a
mistake that we should resist. On the other hand, as it is said in the preface of the Japanese
edition of The Laws of Robots, should the author rewrite his book from scratch, he would now
follow Japanese thinking and put more emphasis on the role of the “secondary rules” of the
law. Forms of legal experimentalism, procedural regularity, and also federal competition
among legal systems, can help us understand what kind of primary rules we may wish for our
Al robots.
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1. The World Beyond: Global Privacy Priorities Outside the GDPR,Global Privacy

Summit 2018 (201843 H30H) (14 : Hifk)

2. APEC CBPR Regulator Discussion, APEC Cross Border Privacy Rules Workshop
(20184:3H27H) (04 : HifR)

3. The Principal Japanese Al and Robot Strategy and Research toward Establishing
Basic Principles, Artificial Intelligence & Regulation, LUISS(20184E3H2H) (34 : #r

)

4. The legal and business risks of inconsistencies and gaps in coverage in Asian da
ta protection laws, ABLI Data Privacy Forum (20184F2H7H) (FHY : fH:. #rfd)
5. The Enforcement of Data Protection Rules in Foreign Countries: Examining Vali

dity and Practicality, Asia Privacy Bridge Forum, Yonsei University, South Korea (20174
1138H) (Y - k)

6. Al, Robot, plus 10T and its relationship with Data Protection and Privacy, The 6
th APSN International Conference (20174-9A27H) (124 : Hrfx)
7. Japan's New Data Privacy Regime and How it Will Enable Cross-Border Data Fl

ows, Innovation and Privacy Protections in the Modern Information Age, Centre for Infor
mation Policy Leadership, [El<igdeit (B2 B) (2017425 11H) (FHY : )

8. Domestic Data Breach Incident Regulations and Remedies, Asia Privacy Bridge F
orum, Yonsei University, South Korea (20174F6H27H) (1Y : HH)

9. Act on the Personal Information Protection in Japan, ASEAN-Japan Workshop on
PIl Protection and Related Issues, Singapore (2017457 H27H) (1Y% : f13)

10. Facilitating International Data Flows for a Secure Digital Economy, Personal Dat

a Protection Seminar 2017, Singapore (20174E7H27H) (#1345 : HH)

11. RAYDOF =T FRFCBNT, Al B Ry MECET 2 h~—R 7 — 1%
Bad, (P14 : FrfR)
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1) Fairness and accountability with algorithmic decision making
2) Rules for robots in social life (healthcare robots, entertainment robots)
3) Privacy and data security issues with robots
4) Determining fault when robots and automated technologies injure people

(manufacturing robots, automated cars)
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- This symposium focuses on the deepening of the understanding of society which aims to
develop Al and robot use as a part of an Al and Robots Co-Existence Society. Thus, we will
be discussing some changes in the legal environment in relation to Al and robot use.

Furthermore, lectures and panel discussions will be organised by the experts in the various
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related fields in Japan and the international academic community. The organisation structure

is as follows:
organised by the RIKEN AIP Information Law Team, by JST RISTEX, (the ‘Law,
Economics, Management and Co-Creation Project of the Future of ~Social Systems by
a Dialogue with Al - Robot Technology’) ;

the Third-Generation Al Boom : we should exclude unrealistic system design and

excessive future-oriented discussions but deliver an appropriate message according to

the current situation and reality to the participants.
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Critical Issues of Artificia |Jesse Woo
| Intelligence and Foreign P | (Kyoto University, Fulbright Scholar, Atto
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Regulating Al in energy & en |Maciej M. Sokolowski
vironment (University of Warsaw Department of Adminis
trative Law and Procedure)
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How to address the Al govern |Yihan Goh
ance discussion? Views from | (The Director of the Centre for Al and Data
Singapore’ s Al comprehensiv | Governance (CAIDG) at the Singapore Manage
e strategy ment University)
12:00-13:00 | B{AEE —
13:00-14:30 [/SRILTARAY LI ETL—% : RFFE Hideyuki Matsumi) (In
(RISTEX) dependent Researcher)
HEELy 3y (RRRER) Yihan Goh (Singapore Management University)
Maciej M. Sokolowski (University of Warsaw)
Jesse Woo (Kyoto University)
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Do Flo. BRINENEHCHIPTIL, FEAMEE R 7 LORANEOMRE L EHERBERERT L0 L
LTH, AT —ZOLBIZE L TEAD T T A N —DOEFIPRIES D Z L Z R LT
W5, BHHEREANT—Z OBz OV T, HAFROZ LB E MR T D 2 &0, %
FREOEIIRD LOBZIIESE  HEEOEBMEORIN, d T4 ROl —E
ZDOMMERE ST OMRE BT OTARERH DL L LTS, ZRHDRIZONT, AR
O MENIEREERIEE ] & ORI FEERZEE 2 7= LT, B EU MO AEO M2 EA
T — 2 B X D P OREEED T2 O ORI R D BTz,

b) BEARBREEOWIE (BEILREL) ~DEMBDER

(DRE
JRER D BARIINE
AN EOWIE (3ETEREL) ~OWIFEROER

ZAEH -
A NG EOREE03E © 2 B A & 0 2 R E IR EEE
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HTF
AN A NG I FTHE (A EHIRERE 25, AR RE
B2 DIEHATHEIR 2 B2 72 W IR o A A S

WL B RN -
FHlEIcowTiE, AT o REFTHR L U7zl AR BEkEREE 0 281k % JLiE 2 72
TS B DB 2 B I E W 72 AR AT R & LT TS EROREEEIRIES 1 2 Seic ke
S [ZHEC L ofmat ] HEICOWCOE R 2R

H=H o FIH R REE T H X, BUERYI O AT - FIF 7% ¢
#5105 [l HAfRHAERZ RS (BRUTES H 17 H () 10:00~11:30)
https://www.ppc.go.jp/aboutus/minutes/2019/20190517/
HEL2 ke 2 R HE R
Gk 4 iR LA I ERE

% 106 [l HAfHHAELZ RS (BRUTES H 21 H (k) 10:00~11:30)
https://www.ppc.go.jp/aboutus/minutes/2019/20190521/
R 2-1 AR AENR AR

(2) & - R

TE G RAREIEMEIEE 1 2 RICHES L 2R T E ORF FHEICOWTOBEREZIRRL
77

[T AN — (R L NT — % OEBEREICOWTOH A KT 4 1ZB4 5 OECD
HEMEE ] 2 0 1 3FELUEBIMFEE E A AROE A FERIRELE OSSR I DWW TR %
1T9 2 & TR ZRIEYUEIC B W CHERBSFEA R S D Z L ITHIRE L 720,

i s A HE 845

[FaamA$IH]

EAERREGEDDH Y S5

HEWHFIZHIT D — 5L AR NG ROMEIE 2T & 1

RATE « RAFED 2 ME N E R ET

T8N OMEFIF IR RE R D 3 F 0 (T3 T 5 k) DRI 7 i L

H ¥R 727 — 2 O BB Hm 2 /i & U7z [EERAY 2l A\ ERIRGE~ DB fL A D2
BUWEDRELDOHY S

RiAT# ZAEZ TITRL [ZHETLORE LLTORELOSHY S

AT OY R ZRiHEE U EAEHROBERBR O LA % FARE 2 7o A8
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[#FmA =]

1 AANTERIRHES B S OMER K OFTEFHIZ DN T

ENEREEET B OPITHERR D& % REES AR OCAREMHOR G LT5Z &
OECDT I AN —TIA R4 %DM EERR 228 NG SERE R iz v
T, H-THBEOPITHERRIIE R 2x5 L LT 5%

BB & ORI A Crrn X 5 A A TR 2 8092 2 & S
EAERERE BT, BRIRICESAFEBAEROBERNIIR D FHEEEDH T2
B EOBATHEIRIL, TTEHEEE . MNATBOE NS, HUT AR, G MSZATEE A
T OME NG S Bh FEE 2 OO FEEE ZBECHZ L LT D
HRT7—ZERHEEO T | EA TR - I TIEREZILICO LT D EROM
— (b M

ENERIREE B S DOWHERDOILT

BT, i EHTE O R Lk

TEAEHORGE TS OIEE (BURIE, EH 755 1 HOBEICE S MEAEROMHRE IR
THHEATE 1BV T, HEEMNMTOHBOMIIPAR L LT, [SHEENE NG R#
EHHET D ETOB X HRHE (Wbwd, TIANRN—RY) — T TAN—RAT— A
VNE) BRE - ARTDHI L] BIRERTVWEDR, )
@A%ﬁ%%%%ﬁ%&?é%ﬁﬁﬁ@ﬁ%

A NTE IR Z B I CREE M 2 3R E L7 ARIHIEE & L CoEM

OECD 7'IA N —HA RTAVIWEDDL T TA N —« xXTP A~ Turs7
L, BB, TR, 77 A NS —REEN & W BT D 7o O OHEFE A~ D XFIS
GDPR(ZHSL v— T a7 T A GRREHIE) & O AZRGEE

TTA N T — R O E i

2 EEERRRIISIZ DN T

B DIRS 55 F

AT O NG AR ZE B2 OMERITEE OPEFENT L D IEBUT & Ol Bl & o S 5h
FaEE 2 SMEEER T L D NG RORGEIEER ~ OB ] 0O S MR R

BT — % ORH# LTI - EEERE

WS T — & O & R FEHE D 7= 50 O iz 22 EE IS DR R L RS
APEC®OCPEA (BEHITH IBWED) 1234475 TOECD T 7 A v —{ki#
EBUTICH T 2 BB )BT 2 Bl i) (2007) 1z, APECOCBPR
(BBE 7 7 A N——V) IZ3ENT D827 TOECDHA RIA V| OEREETT
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5 2 EIC &Y BEET — Z s Ot & BEEHIT i (R - SERES A T LA OREEEE

Hr &

A ARYL & 9 2 FRRER A0 D)

3 EAfFHRIEFREORBEOLE L
EADHEF GERMEE) OHY I

WA W#EOEBLOT
ARG & IR DAV FRO YL

[EIBRAY 22 kA AR GE] BE OREEE (1 M7 B0 A7 0 [E BRI 72 B

JISQ 15001 DFEBFEBRAIC AT 7= FR At 5 2 & (HEEERE L L To#RE (1S01k) )

FROEIZ K DA ITHE L ZRWFHREEITHEBLUE O i
BIRBEDORIR L2 DRAENT — 2 OB _(6 » H ZiF) i

GUFINAY EPNERE- L 36

EANT =4 - R=2 VT 4 FERDT=ODER S % I RO

ARMNIARNGR D K S556 DN~ DI FEE O H#iPH

T 2O SR e x5 BRI o0

[FSAN—FRELEAT—2OEEFEICOVTOHIESAVUIZET 5 OECD BELE)4 1201
SEWIEEMEEEAXRDOEANEFREEEDOR IR

201 3FLEICIBMEN-FHFE

TE NG BORFE L OISR

O FIA R —m T HIEEOHIE

AN:TIFAN—RBEEEOEMNE LTIHRELT

[1.¢),190)] VAR
@ TIAN—HITHRBORBE A ARG L 2o TV

[1.d),19.0)]
@ RKIOHHEOBE [3.b)] O:ET7 6 RICLVFEHBRINED STV D (HGE,

i)

@DF FTANRY ==V A 7T [15.a),15.b) ]

X KX

OF — X EHEOFL-DOWFR [16]

(TS HEE LV HOBRITAOTORY (ALK
BB EEE)

©tx= VT o ZE@EmM [15.0)]

A BANT—ZDRAVEOERNBRE L BEZED
RRAMTONT (ERR 29 EEAEBRERRSETRE
18) TEILF

DEFE 2T T A N —# S8 [19.0)]

O+ BAFEHT L HIE

@FFH - W MIEIE, 7T A N — RS Om 1[19.9) ]

BE R
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WFERRRAR T a7 b B THEE

Y RIESE 156 15:1H6 5 (RERITE 2EHLT
& 5E)

TTA N RN B 1 25 3HDOZFET LR
ELIC &Y ETEOME 23T D BROMEHER

OF — 2 EEREUNDOE DRI & &E [19.h)]

A TF—FEEE LV OHOBERITAV T RN (BAR
BWRRBEE)

OERRA 7 AH EER - FHEfEE OB % [22]

A AN RORE LR B S PR IV TEBER A
HEASORD A ONTIIFELH Y
PEMIEEE ORRZ ¢ Rxb

2% : OECDTIFANY—HA RFAL v

DT FGANY— =RV A b« FusFn (15)

I3 EIEOBT

15. FT—FEHHEIILUTOZ LICEEEHT 5,
A UFDTIAN— X VA - TrT TN
0]
(i)
(iii)
(iv)
(V)
(vi)
b)

=

==AN

Bl oAl B,

TR — e JRT

BEEROA T v b ~OXEETE 2 S0,
e =421 7 L Em

c)

BEHTIZHITRTOMAT =T D04 RT A4 o &2FEf L,
T T 4 ET AT E T,

A D < D e PRaE R E 2 FEM L.
T INT o AARHI~ DI AR & NEBEEE A 1 = X L ZHESL L

TG AZZE LI RE LA RS2 L,

T TANY— X TRA N - T a7 T APREIICERINTND Z L EZIENT2HHET L2 L,
KR, HERZAT 57 T A o —HUTHEE 34T BN
DY Pesb DT 2R SE D ECTEEZ AT D ZDOMOMEEN S DRDITIEC THIGT 5 Z &,
AT =2 BERFTER e 2V T 12
XU OB EEBIIC BT S 2 &, Bkt Fa Y T A RENT —F EECARRERET LB SN 5E
X, T F EEEEARRR A D T — 2 ERICES LR TR 520,

EMET DL,

=

FAELNIAKRTA FIA IR N 25 2 5 0 L[R5

ENDoIGE

MBEIIR U TT T A R —HYTHEES

@H]E - WRIEF, 77 A N —fRidiiom £ (19.9)

19.9)
% FAED LRI % fit

HEROERFER, RRIARL N T T A N — R a (et 3 2 Bl E om Lo &, iz s e

2%  OECDTIA R —HA RTIA

OERA 720 BER - FEm RIS OB % (22.)

22.

I EIBRAIC e T & 2 R FEAR o0 PR 7S 2 i

MRENZ, 7IA N —=ROMAT — 2 OEBHBICE S 2 BORRE 7' vt 2 TR e 24 5720

101



FE BAFTERE 56

TANEEHROT 3> 27 A HFIERRER

ME « B8 - BE & AL vl y bEINOXFEEC & 2 ROt E O ILAl)
WFERRFE 7 v = 7 b EfRE TGS

2E OECDTIAN—HA RTA v
®tFx=Y T ¢ IREmA(15.0)
) AT —ZICHBERTTERREX 2V T4 RERbTHE, REIE U TT 74 N —HYTHRS

IO @M T 5 2 &, YLt F 2 ) T A RENT —F ERICAFIE 2 KET L BB Sh 2 5E
3. T EREIARRE D T — F EEITER LRITER S R0,

DIl #5245 5847 ]
1 BREEHIECEAIZONT
[AARTEATNETIERN ]

- GDPR (121, #IELESEM LS, Z<OMERHD (BEEEIZH),

ENFHROBANC L - T, BRI, EAFRIRSES 1T, JHFE, BERE, B
D OEHEER L BRI+ 7l a2 =0 T2, HERID BEVEICHE 2T, fil#kes
BATDHZ Lid, WlFEk LTS,

+ GDPR @ X 5 il EZBEAT UL, o720 EDDIAVERIZE - T, ¥EEE
EIZIBVGATL Z & 3D 70 < & B EERIIZIZRE L 72 D70, RES~DFEMNFIT
ERAebDOED,

- ANERBIZB ST L HMEEHE Tl 47 LAY 722H7 @%@i# HEyE ShTw
LT TIERVERINTND LD THLHN, TOHMEZERICREIETGE 1T
BT K 2 AR EEABRIR 7 < TR 5 ATREME DN 8 5

c L L AICEE R AMEIZZ S AFET D, 1200006 T, EAGEHRIRED R 5%
WTHEMRBAHTH 5, MOMEFIREICH LT, EBeHlE L2 EAT & L0 )
N ) BY AVAS AN

T TAN—RENANMETH D Z L%, FEtEETIE kDN 2 H3 | B NIEHREORGE
MAMETH D & HMEIZIR-> T2 DIX EU EZM‘E% (EU Charter of Fundamental
Rights) & 8 & L2 WD TIERWIEA I D (b A A, EAERIRGEN T T A N
—HEICRIRT 2 Z L2 OV TIEHE L E L TVRVLAY),

2 BANER - $UTICONWT
TEJF L)L TITH T EMARARETIZ AW &S BRI A2 0T, 9, BREL~L
TORRAZRET RE TH D, Lo T, BATHSEH OBUE O EICFEMRE) T 5~
XTI
+ GDPR O X 2 (ZHsMiEH OBLEZ T 5 2 L ITERRAICFIRETS LIS 23, T ORUT
E FEOBANDRVIRD LY, o, FEOANBRTRORN, SiEk E0A
T, MERHIEHELND DN D D, S 5T, HHFEOEHE CllsNE H O E D
RN EBFENT LTI TLE D,
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AEN T — H OBEBER 72 FIEIZ DUV T, Accountability D& X # M L LT (002

DEZ BN AE R ETHRE, ZOMEEIRTTETHLLITKZLETVD
7). APEC <° OECD O#sfA &R L, AR EREE I 5 X ) IcfedE+~&
Thd, ZOXD P AD S LTI, FEDOERENBFER 2RI —ERGT 2
DTIER L BBREBIRZIT Y FEFO O L, BRI AEELET L L5 Ln ) FE
FIZH L T— N Z BT 20 TH D, )i, HEHIZL > T, 29 LN
TEIIX X,

3 fEANBEBRIRERHNZONT

MERIC L —ARLETRETH D, ]

s BUEO R AR OEITIEB L2 1750 THY . 2D HH, T X TOMBG ALK
TEHNAERIRELB ZHE L TOD2MIARHTH D . o, FESPER B, &
HINTWDLEZAIT, HOIREOHBEDOBIRRIZESND THA I, T ThH,
HK RTOITE 2 A MIFEFIZTRE W, 1FEAEDOHFEHSTHU L D ikim i

WENTWD L IZBbinsg, &F i, R “HITB E WA 5O TIERWE

A9 D,

AENIERRE L VD BRI DWW T B RFRMEDR H 5 L i3dh £ 0 BbivZewn, Iz
M DRFRER DT INCAFIET H & LTH, ZADER L~ TR T E RV DR
MTRExTh s,

4 EABEBOFMIZHONT
ka@ﬁkﬁﬁ%ﬂﬁbt4y5~*ybL@@H@ﬁ%K%LI\%%Kion\
i LB 25T 5 R&ETH D, ]

bbb )f\/‘/n“\/lx/{i X, T I9ANRN—RER O EHEREFEORENREN &
DHOMNTH D Z EPDHIE S, TRAFEEMEGGLER] THhoHZ EnRkdbh

TWo, T78bb, MR ZREReklishc iLﬂ%éﬂiﬁb\@f‘E@éo L2rL., =1L
DT T AN —5ARET DHFLER, 7o & 21X, YERUREERZ 3 £ WIBHRIT A1) LT
RIS AR T ) (BRAUIRESCRBNIFIET D). FFE B, HEHF ORI
ikl UTIHEEREER LRV, a X M0 RT, BB CIXIEBLEN R F
BETH 5,

LD DITFMADEANEREDUEL, a0 X —Fy b THTEEELLTNDLEHE
FHIIR LT, BLWHHIPASETH D L2 bihvs, 20X 5 R8G50, AN
DRIEOHPEZBEEEZ 52D THY | #EMEZ L LEEOO TIXRWIEA S 0% W
DPLLBERNRPFEOND ZEND LD, TN THHIETE RN —ARAZIT 5
o, I2b 213, FAENSHREOREICEREZFOZLIZFARTH LN, Enn [
AIRDF ¢ XA NS YA R T, RFEOBHEOREFENEETHTHL ALND
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LWy Tl LITEENREL D,
< LB LT NG HRIREE OIS AR 2 5 ATREME S T & 2 O T, ARk H#ES
BESTOLMIETEDLZ & TRV LITEM L TWD,
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(ZBEED
GDPR Dl & B
1 HIFREHE OBEE

EU Ol N7 — 2 RFEHIE & LClE, 1995 Fio7 — X R AHE SN 1, RSO
H & Tl #il#4 (administrative fines) 2D E DI DWW THHEN R - 7223, MREO
ENEOZ TiE, FflIEZHMA LAIRESEEZF LT\, Ll ZOEHRLHEIZONT
X, FETELOEPHY D -7, T2E 2L, A F Y XARAAA U OHflEED EIRITERE
ThHN, V=T RABAXFTOEIMMEEHTH L Z LML TV,

ZZ T, 20184E5 A 25 ANDIE TSN TWAMBEEZ BEEERE ST 5 [—HT — 2%
B (General Data Protection Regulation, GDPR) 3TiX, Z 9 L7=&HEHM DR
ZRET 272012, BRLERICKT D filEEHELEA LT, 7725, GDPR83 4T
F. —EORLTERT 1T840 LT, fEeER TN TELIFZEDTWND, £
LT, FZ&TIE, #lEeoxigrs REREE U, AR U Clilie 2 B 25
FOENEPONTIE, FEOBESFHE (TH) L LTWD, B, fil#eld, BEEEEO
FERE IR TZ b AETH D (A

ARFRIC S HIEEHEOERZRDO L& TH D LT 2 ARIL, 7 — 2 RiEIEICE
KU T2 ARSI S Z B, 20O TRIZHI NS Z & Cf£5ﬁ>%—ﬁ®§ﬁ%

DROHNDHE LTS, filh, ABFIEICK L THIESEZF LIS LTH, £0eio
HATIFE RO L ZABETHY . TOFEPEIZZ L WETETLIRMLHDH, Thdx,
WTNDREE L 52OV TE, FEOHBNIZROND Z L LR>TWLDTH D,

W72 D GDPRGERAT &SRS L 72 5 DM2HONW T, IROEBY Th D,

(a) 1000 J7=—wm X344z s 2 ~—t o FUTOfil#Ee (4 H)
OFHE K OHHRE 12 X DIRDOELDEREERAT

-85 MHHAtE T —E AT L b DREEICK L TEM S D &4

(Conditions applicable to child's consent in relation to information society services)

<1155 FRAAEESR L2 WKV (Processing which does not require identification)

$ 255k T—HRE - A THA RO, T T b

(Data protection by design and by default)

1 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data.

2 administrative fines DEREEIC DO W TIT, FEE L WIHIRELZ D TEHIHMEK L 23, 22 TlE. HARIC
FETIHEESHE L IR R 2 b0 Clihvr e WHREEREZHAO 2T 2720, LVAVEKERD
LFEZoNIHBEOFRELZA L LicT 5,

3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC.
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- 26 & HL[AEHE (Joint controllers)
- 27 5% EU BPNITHLR 0O 722\ Vi B STl OB
(Representatives of controllers or processors not established in the Union)
- 285 Huk#H (Processor)
+ 29 5% EEAESUIIPHRA OHEIR TIZR U D ko
(Processing under the authority of the controller or processor)
- 305 HH\WT4AOFEE (Records of processing activities)
- 315 HEIEWERS L o741 (Cooperation with the supervisory authority)
- 325 BV oOtEFX= VT ¢ (Security of processing)
- 335k BEEEHEBAIH T A EANT — 2 IREF D
(Notification of a personal data breach to the supervisory authority)
$ 345 T X ERIIHT AT — FRE DA
(Communication of a personal data breach to the data subject)
- 354 T —H{REREFME (Data protection impact assessment)
- 36 5 FHiWak (Prior consultation)
- 3754 T—H{EROfE4 (Designation of the data protection officer)
- 385 T —HX{REROHAL (Position of the data protection officer)
« 395 T HXIREROEEY (Tasks of the data protection officer)
- 42 %% FAE (Certification)

- 435 RGBS (Certification bodies)

QFREEIIC X D IRD L D FREERATS
- 42 2% 3BFF (Certification)

- 435 RGBS (Certification bodies)

@BEMHIAIZ X DIRD L D EERATS
c 415 4TH ARINTATEREIER T D ERFEROED) 22 E

(41 5. Monitoring of approved codes of conduct)

(b) 2000 J7—r I FUEMT Lm 4 S—t o LT oOfilE4e (5. 6 H)
W DG DEAT 2
55k, 65k, TS, IRITBIT D, FEDORMZE T AR BRI
<12 56~22 RIZBIT 57 — ¥ EIROHEF
- 44 55~49 RITNE - 7255 = E T E BB O BUSH ~ DO N7 — Z B
< 9 EZHES T RN SN MR E O ENED £
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« BB MCES 95 58 4k 2 THIC L 2 BRI O O ARESF, XX 58 4 1 HITENM LTT
7 ADRMEBIT L2V &

2 HlERSH EORER

LLED X 972 GDPR Ofil#aHEORSIL, (o) KPME.  (b) BB, (o) Mgk
D3RICELEDDLZENTE D, bbb, BHIRERITA OIS TIAPL UAPLME)
ThY., TONELBEKRTH D (BERME) 4, 12T, TXTOEAT —X OB T 5
TRPEIREONG L2 0EL L, Fo, BEMICMEZ2THEBEN B S D DR
2z b2, ol 2E, AT — % OFEECBURE (X, BEME LW Lk
RHIRNEIINTWDDS (B15R) | BB L W &V D 721 Tl £ DT A& R
TARHAETH 5,

Fio, T HREERNHoT2GE, FHE O BEEHEST — 2 RERRICEDE
BIBEMTLREDNHLD (3355, 345%) . ZORBHLLT LML LOTIE R, &
WHDL, EEEA~OENIT, TORFIZL o THRAOHEFUIBERIZKHT DU XY
MAETZEITRWEEERS Lo T DAL THD, 20U A7 2RI, mEER
FHERAENB S NS 5, [FEEC, F— 2 RENEBAOHRLOHBICH LTRY 22 %
SIS LEL2HE, 7% ERA~EHRRBEMFT O TS, 20U X7 BEWVOIME
WDDNT DN TOHEr 23R UE, @R RSN SNGED 6, R0z &%, 7741
e N T AL T TANRY— e N - T4 T F IV NMIOWVWTED D 25 KR EIT
DNTHWNI ZENTEL D,

ZH b BT, I DORBKITER T UL, 1000 F2—nr (1 =2—n81 120 [HCiHET
DL 1248M) UXEHFAERTE LD 2 %DOW S mkire 5 a2 RE & L CHlEe 2 R
SND, EHIT, BIHIRWHERN (17 5%) 12OV TIE, £ % GDPR 283k s 7z
Z LI DR EEATWD N, T OHERIZ IR L2\ MT 2125 LCTid, 2000 = —n
(1 =2—nv 120 HCHET 5 & 24 EH) UTEMFERTE EEO 4% DWW NomEmbars )5
EIREL LTHIZBENRI SND, L ZAB, WhRDEAICT — 4 R0 5 OHIBREEIC
i U DMITONTIEL, RIRE L TRER R RN Z W,

4 [FB. Sebastian Golla, Is Data Protection Law Growing Teeth? The Current Lack of Sanctions in Data
Protection Law and Administrative Fines under the GDPR, Journal of Intellectual Property, Information
Technology and E-Commerce Law (JIPITEC) Volume 8, Number 1, (2017) 77.

5 GDPR70 4 1(g) Tl BRINT — 2 (#5205, 3356 1 HTED 2 FHE L IIBUREMAN T — 2725
DOEMEERINBFHEORIICBEAL T, #4 F 74 v, BREKRCHRREED] (best practices) #NET 3
TlelhhoTHY, CNICK-o T EDEMEWRINDZ L ILREES ), EREOHEATIR, Thrn
RKINE T, FAFERZHAICHBEE BRI LidmnLHicEbhd,

¢ [Afkic. GDPR70 5t 1(g) Tld, BINT — X RFERGRDS. 34 5 1 HITED 2 HIRADHEF] KL O H Hic )
T2V AZBRAELGZMAT —2RBEORWICBAL T, #4 V74 v, REMFRREAZ LT 2
Tl oTnd, £D%D, FHELFEKOZ ERFE X LD,
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LR, 77— 7 VERE T, T 10 kM 2B 58 E > TRV | )i 10
KM D 4% &35 Lixm 400 B £ TOMBEEEZRT 2L braEE D, O UEDD L
RE2H>TUND 2000 HTxr—m (24 fEH) EZATREARVWEHEZRTZLNTELOTH
Do FEBRIZ, 77 AT —HREKBETH S TEHRLE K NEHIZEET 5 2EZEE S

(Commission nationale de l'infromatique et des libertes) | (CNIL, 7 =—/) &%,
201941 H, 77— /ML TR &Lz 62 @M b DfFEEER LIz D,

boL b, GDPRIER D H-7-88, HlEezRF G2, VWA 21 148K T 83
Rt TR SN D, T7o0b, RBRAOEMTRAICK LTELIZ, fil#EezfdLn
D S T — Z BEEREB N D 72 S T TR,

Ut A 21148 O 2 X TIE, R BRAER OLE, & L <& B ah o filEern
Bt stz HRANIZ G2 5 AT O @V Ea IciE, #il#e TIER s 0

(reprimand) NHINDHZREXTHDHEEO LN TWD, Fio, 835K 1HETIL, #lFHLD
HRFRZY. Ry (proportionate) . 2Ny (effective) . #MIEHIZNEEZH T2
(dissuasive) 72 H D TRITIUIRLRNVEED HILTND 8,

Z LT, WEFEEERITOHEDERFT DI L COMGEIHIZOWTYH, VA 2L
148 K OF 83 4k 2 HTREMICHIZE SN TV D, 7o& Z1E, 83K 2H(@)TIE | AT —~
B oOME, #EACER, BEBZZ T o7 —2 RO, WD, #0138 2%
DFEFEZ MR LT M5B8 RATAOME . EARMER ORI, Mak8RAT 2 ONGE SUTIE KD
B EE2BETREL2oT0D (WETHK) o ZOXIIT, HreRFEHEZBEL T
HlER A E BT DG NI OV TIRE LT IUT R RN L2 > TV D,

" In order to strengthen the enforcement of the rules of this Regulation, penalties including administrative
fines should be imposed for any infringement of this Regulation, in addition to, or instead of appropriate
measures imposed by the supervisory authority pursuant to this Regulation. In a case of a minor
infringement or if the fine likely to be imposed would constitute a disproportionate burden to a natural
person, a reprimand may be issued instead of a fine. Due regard should however be given to the nature,
gravity and duration of the infringement, the intentional character of the infringement, actions taken to
mitigate the damage suffered, degree of responsibility or any relevant previous infringements, the manner
in which the infringement became known to the supervisory authority, compliance with measures ordered
against the controller or processor, adherence to a code of conduct and any other aggravating or mitigating
factor. The imposition of penalties including administrative fines should be subject to appropriate
procedural safeguards in accordance with the general principles of Union law and the Charter, including
effective judicial protection and due process.
8 o3, EURER OFMFICE W ONBEIC X o TR E 2 #ll e fil#8 i B 3 2 W a1k S i
(European Court of Justice) DFEIBICIKILL 72H D TH 2 L g T3 (Sebastian Golla, 75),
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TER, TR L TWD, Flo, AT LRI ONTEN RV EDLWE VWD IS
13720, GDPR OZLOERIE, #RE LTl TR TR L TH D, Hil#ks:
HIEE DIEANS 1 & VD72 D ST OMNITHONTIE, #ED FRITE RVIRBLIC /2> T
W5,

EDZ, Tyv—27 LA N=T OEHIEIL, ABAITED 2 Hl# 428D TR,
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h=7 Tl BRI L o> TRIEFROPSHAIC W CEIeR’ B s (Va1 21
151) .

L72i3> T, WZ LT EU MEEOM T, —BM0H 2O & N 7cguTi8FE83 50
%, WO TREW LRI TH 5,

[ HEAFE L &) ]

AN TEHRRER B2 OMROHPHICOWT, B %‘Tﬂ:l@go)ﬂ?ﬂﬁ i3, JESRIC R 5 & 19604F
REXY, BERNGICETZKEDa v v a— 2 QUIc X 2 EERBEICNIET 5 2 & TF
L CE RGN DH 5, NHFRFT~ L & %%%@%@%Wﬁ?é & T, L RIERFEA
TR OREFIEE DER ., S R FMTARRICE D CEOEM 2 AR L 72 0 | B R — R 7 ik i
DETHILHRTE S,

fth7, BIRDOENEHRRE R B X DOMER T, FAFRORE BT 2 EH, ~4F v —
EUANCTIZ R A TB R E WS RARD 5, EUR O DT ERENRE ST TH 5 2 & 2B
F 25, BEEEBOHEIR DO HPH OILRIIMETRIHIC 2 5,

FEARF AN, FEIMECIHRE A% IT TW 2 LW R B 5, NGRS OEH 1XE
FRBAfR L 3YI VB 2 e, ES DO BT X VB L 2 WIkHIE 2 Hif 2228
H %, EMNENICS, 20034FHE DO ANHHRIREE Tl UHIDERICHERFTR2A - T
7o AR ZED 72 LT, 2z BRMUT 5 720 OFE B 2T T 2 e H, T—

9 29 &EEH S 1X. GDPR ofillEic X v, BRI T — 2 {f#F#%% ] (European Data Protection Board)
I AEARCR & 172,

10 Guidelines on the application and setting of administrative fines for the purposes of the Regulation
2016/679 (WP 253) (Adopted on 3 October 2017).
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Py, FHEEHEL 2L T LEEZED TR LT 2 ko bh g,

PO BE 2 5 | HATERO FZW AR HTIE S HET 2 081D 5, Fil 21, HAER
LTI, ARG EOR L EOGH TRSERERB I LT 5, {7, GDPR%Z 2K
T2 & DIRHEBI AT 5 A OBINELE LR S, Bk ORI Fic b 2Ntk
BHL TV, 22T, NtEolas obr L, ZHaE A IEROFIH % 580 2 4xh % st
L CABMfEIXD 2 D TiEdn v,

ARSI CE L CHEE RV B 20870774 ) v Th b, FIFELOHE L
F YA I id. TR ORIRZ S 72 6 THERIT AN L T RADBEE RV LEFELZBERS
NdEoICFdre sy, Tu7 74 ) v INIGO—EE hN—F 5 Lichb, A
Z7AV VIR L TEMEEELT 2 LicownTld, HANRGEELORHELIEE D
B COMBI B ETH 5,

B DB AT OV TIE, FIEERE 2T T 2 0B H 5, bR ERIc B 2 e
BT, AYEHELEEFOD LICEI A VWE WIS L I1T, ZBilkoEEHERT 5.
ThbLERITADTIICH: ) AR E AR S ¢, ERTADO TR ZTMT 2 £ v o
T EIRERPEINTNDE LI TH S, 29 Th 270, HAIEREELDFIC DI
EHEDDLI LD, BT LIRBEOBMEICK T 2D TldhnwT s, HL, S
RIEBAT D EWBINERE DY KE WV, 20720, HEHOFMEHIFE & L, Gk E 2 H
WA B RE DD 5 DTlERVd, HRTHEEZ AN & LCTh ., @REHH L 26 72w
KT 0 ENRD L, /-, WHEAOEMFICHBIE L, EAOIT2A HARICEERICFH
ROBBERITT L 22 0EPZHLLICTRETH S,

T—H AR —=Z VT I LT, BAREOHE E{bE 70T 2 2N T LHRE T
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(2)¥EF - B
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it MO, FIFIATREZ63% - B, 7 7~ 75 & OWRO I, iEHE S0
ALz &)
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OECD ® A THIREICBIT 2 FAEE & L COFAREOLEMRE Ok & LT,
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Practicality, Asia Privacy Bridge Forum, Yonsei University, South Korea (2017 £ 11 A 8 H) (34 : /i
i)
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COWTiE, FifROREF & L TTRORF LIRS RINT VD,

Israel, Japan, Canada talk keeping up with the GDPR<https://iapp.org/news/a/israel-
japan-and-canada-talk-keeping-up-with-the-gdpr-2/> (2018.3.27)

2. APEC CBPR Regulator Discussion, APEC Cross Border Privacy Rules Workshop (2018
FIA2TH)  (GHY R

KEFHE - FTC BffR#E 232 M$ % CBPR
Workshop I WT, 774 Ny —{R#ICRHT 72
YA ICONT, BET T4 —(RED-D
DA TH B CBPR IcHo < HUY A4 % it
% 7 Ot Eh L 7z,

3. The Principal Japanese Al and Robot Strategy and Research toward Establishing Basic
Principles, Artificial Intelligence & Regulation, LUISS (2018 3 A 2 H) (HY : Hifd)

RN CiZ, 2014 SEICRRME A 23 FP7 i1 2 U0 fHA D —Br & L T/AFK L 72 Robolaw

Guideline ZiZU®» & LT, Al BXUuFRy %20 3ENEEICO T O BET
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The legal and

business risks of

inconsistencies and gaps
in coverage in Asian data
protection laws, ABLI
Data Privacy Forum
(201842 H 7 H) (H
MR BT
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5. The Enforcement of Data Protection Rules in Foreign Countries: Examining Validity and
Practicality, Asia Privacy Bridge Forum, Yonsei University, South Korea (2017 % 11 A 8 H)
CEERPI )

K7+ —FL1F, FEE, ~L—v T, BYIAARLOT VTHE - Hilg» S 7540 —
MOHMRPETVERELRT LI b0TH D
25, ABECIZ, AT — 2 OEERN BN T7 — < T
BHotztzo, BN BT BT — X {REHI T O Tk
B O G Eic DWTHFEK L 72, EU @ GDPR 2884156 F
BT 2REEZA LT3 -0, FED R0 EET
DHEZEME &, WHAICHEDOMAT — X R#EZMNZ LB TE 201D WTERR
Banii & iz,

6. Al, Robot, plus IoT and its relationship with Data Protection and Privacy, The 6th APSN
International Conference (2017 49 H 27 H) (1H24 : Hiff)
WET—~<ld. Al 2D CHENREE 77 4
v — R R C MBI O W THKED HIFEE A
SR LTRSS I NT,
ATy =7 b ot iR IREL e R
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7. Japan’s New Data Privacy Regime and How it Will Enable Cross-Border Data Flows,
Innovation and Privacy Protections in the Modern Information Age, Centre for Information

Policy Leadership (2017 4E 5 H 11 H) (3% : HH)

K7 —2 v ay 7Tk, “How does Japan’s Amended Privacy Law Enable Cross-
Border Data Flows, the Data Driven Economy, Innovation and Protection of
Personal Data” D+t v v a v ICEh L, HAROUIEE AEIRREEICBE T 25imz 7L
XV T—vavlik, "2 VR LORTIR, FEORMMEITEZRAIC, v 7T —X,
IoT, ATRRICHR Y E) FED0 b 720 T REEZ T DD, 41 /=Y aver—2ifll%
WITHE L T Ay FRIC, RRALFRIE Q4D LTI 0w Tz 17 - 7.

8. Domestic Data Breach Incident Regulations and Remedies, Asia Privacy Bridge Forum,
Yonsei University (2017 £ 6 A 27 H) (HY : H53)

K7 =2 vay7CiE, @E, YVvAHAR—L, vL—vTORRYRPLEDHIT, T—
ZZEL Z DEHROCHFEWIGICOWTOHEREIT o 77, HERFA WEORENSE L
WG, I R, REEEREICNA, 7 22RFEWANME L R D58, Thick ¥
o T AL FOEMFRICH S 7' — A IS D B ICB - 2 BERAH 217 o 7=,

9. Act on the Personal Information Protection in Japan, ASEAN-Japan Workshop on PII
Protection and Related Issues, (2017 467 H 27 H) (3HY : 53p)

K7 =2 ay 7Tl F—/ — PR —h—L LT, HEADOUIFENIEHREEE L %
DEREMIHL 72, FESME D S 13, EHE S EE X TuwE S & o T R #E
~OREP R PRICOWT DAL H o 72, T bic, REFFAD» LI, HAD ICT 5734¥7ic
BT D77 A0 —(REICET 2 BUHHHA N & 4, 85 OB CALIE SR O R I A
Fa—ViICX 3T 3 ) R7~Ax P Ay VEICET 2B E T 72,

10. Facilitating International Data Flows for a Secure Digital Economy, Personal Data
Protection Seminar 2017 (2017 4£7 A 27 H) (HY : &4

AR IF—TiE, 7 —ziulfeEicm i 2 Blic B3 2 BRI Tb iz (B 13,
7V¥y b a— Fath st v A —RERE) . BT - 2EcBET s E€x L
WA I DWT, ToT 0 Al 72 & OEiFEE & BRI IO O IR 2 1 £ 2 7o E A
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B R EE S RN HEA~OR Y HAD H Y Hic oW T B IC YD X 5 75 kT
RLEmT 2 ENTELIDD, ~—RA 7 — LOME K OGEEZE L CEITHICT S
TEMTE,

A 1%, <https://summerschool-itlaw.org/index.php>

12. The 2018 Uehiro-Carnegie-Oxford Conference on *Ethics and the Future of Artificial
Intelligence,” May 16-18, 2018 (35324 : H1{#)

Session I: Moral Machines iC¥1} % % » ¥ 2 ~ (Can machines be programmed with Al to
make moral choices? For example, how do we think about responsibility in the driverless car,
or ABOUT automated financial services transactionS? Can Al be used to improve human
moral decision-making?) IZ¥&\\CT#HE %217 72,

Julian Savulescu, THE Oxford Uehiro Centre for Practical Ethics on “Moral
Artificial Intelligence’

Wendell Wallach, THE Interdisciplinary Center for Bioethics, Yale University
on ‘"TBA®

Fumio Shimpo, Keio University, ‘Ethics and Emerging Technologies’

Carissa Veliz, THE Oxford Uehiro Centre for Practical Ethics on "What would
it take for an Al to be a moral agent?”

K ICEBWTIE, vRy P ORI PHIBEOZER K E kD b2 F:fl
CHMIET 27201k, vk y FEHERSCE T 3 ERECHESHEDOS Y HFicownT
FEZBHILICH DL HHRIC, BFORBESCENEE R LICBWTh, vky M %
O - EEICB T 2 Em I, R0 NT XA Ly 7 PSRN 7 bidE IS 7 B AlRENE
BHDLEEZTNWLIEER L, BRy MICATHIBERHD 5 Z LIk > THEMIC
BET 20Ky A, ABEOERICEEICHE> TEET 20Tk <, BEN» 2 HEIN
KBNS R A FPHTE RV ETHIEE, ZRICX > TET 2 ENRED PHETE R WEHES]
DT LVREMDH 5 L 2T 2 ERDH D 2 L B L T2,

Ry PRI DH T LI XD PRI IR & A i T AR AN HERR & B L ok
KBRAENE, ATrAy PR ARICRD > TR A RIBEICRERE T 2D X %
EFEZOLNDED, NHIPEE 25V E2EZCELET Lk zliz 272010, £33,
Al LuRy b ORI CHBELRERFRORN 25X LD X TH S Z & Likm
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L7,

13. CPDP 2019 - Panel on "How adequacy mechanism works: Progress in EU's governance of cross-
border data flows?" (1 : %)
Brussels, Belgium :  Wednesday 30th January 2019, at 4 p.m.
Abstract
The GDPR's modernised 'adequacy’ test in Art. 45 has sparked a hot debate among scholars and
policy makers. The European Commission's communication from 2016 'Exchanging and
Protecting Personal Data in a Globalised World' has shed some light into the procedure of
adequacy assessments. It is still far from clear whether Art. 45 effectively guarantees the rights of
individuals, or whether the mechanism can be interpreted in such a way, that it becomes more
efficient. Whilst the European Commission has recognised Japan as having an adequate level of
protection subject to several important restrictions, we may wonder whether the first application
of the new catalogue of requirements in the GDPR's Art. 45 can represent a model for other
countries. This panel promises a topical discussion in light of the pending Court of Justice's rulings
and post-Brexit data flow arrangements.
Bullet Points
" What are the implications of the adequacy finding in relation to Japan for other countries?
Is the adequacy regime the bottleneck or the procedure?
How can the EU adequacy mechanism become more efficient so as to protect individuals'
rights and support the global flow of personal data?
Given the turn-around, how can the Commission re-assess all existing adequacy findings in
the four years after the GDPR enters into force?
Speakers
Fumio Shimpo (Keio University)
Jos Dumortier (TimeLex)
Ralf Sauer (European Commission)

Kristina Irion (University of Amsterdam)

Moderator

Bojana Bellamy (Centre for Information Policy Leadership)
Chair
Ugo Pagallo (NEXA Center and University of Turin)

3—3. SBORRDOIEH - BERIZMIT /=R
AK7aYz 7 MicB I 3MEFEREOEHAIZ. Al LU a Ry % 3 EE B
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