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(1) Implementing Shared Data Management

Value—Sensitive Design (VSD) is a method in technology design, that takes
stakeholder values into account in a structured and comprehensive way. It covers the
conceptual phase for identifying values between different stakeholders, the empirical
phase on the evaluation of the values through socio—cultural norms and converted into
design requirements, and the technical phase on analyzing the technical limitations and
capabilities of the technology itself and how they support or limit the achievement of the
stakeholder values. This analysis is not conducted once but repeated throughout the
design process in order to fully assess the impact of any changes and to assure that any
new stakeholders, values, design requirements or technical limitations are discussed
through the prism of all three phases, until all phases align. The benefit of VSD over
other design approaches is the inherent consideration of all stakeholders’
values/requirements and the requirement of iteration—until-alignment, that provides all
stakeholders more chances to have their opinions considered during the design process
(and sometimes into the usage lifespan of the product).

In this academic year, we used VSD to setup the initial process for HRI empirical
experiments on data management, which includes (1) Survey on living lab concept and
implementation, and (2) Design a HRI experiment on embodiment and privacy. First of
all, the concept of living lab in this study is not only to consider the construction of a
testing field for risk evaluation. It will be used as a regulatory sandbox for HRI. In other
words, how can we use it for quality control and problem shooting to data protection
laws and regulations is the focus. Our initial step is to design mobile robots which can
collect several different types of sensing data for legal validation purpose. We chose two
Turtlebot 3 Burger with additional stereo camera, 360 camera, and wire controller. The
objective for legal validation of mobile robots shall be able to achieve tasks such as
shared object detection/location, privacy—enhanced remote communication,

privacy—enhanced remote control, and privacy—enhancing object tracking. Second, we
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use VSD to design a HRI experiment on embodiment and privacy. Through the analysis
of VSD, we surveyed seven methods that can be used to evaluate embodiment and
privacy. They are (a) Identify stakeholders - primary user, (secondary user), third
parties, regulators, designers (roboticists and experts from other relevant fields), (b)
[dentify all intended contexts for use (i.e.) Use data from use—case analysis, (c) [dentify
the goals and values important to each of the stakeholders, identify value dams
(conflicting values; values that some stakeholders strongly protest). (d) Identify
risk-mitigation and value—balancing approaches (based on values, norms), (e) Develop
prototype, (f) Conduct context-relevant testing, (g) Evaluate acceptance, accuracy and
impacts. Based on above survey outcome, we used them to design two different HRI
experiment scenarios on embodiment and privacy.

Finally, as to our milestones, survey on living lab concept has been completed. The
implementation we finished the initial part of design two mobile robots for legal validation,
the latter part of conducting the legal validation shall be realized in the next academic
year. In terms of the second milestone, we had completed a survey on seven methods
from VSD to evaluate embodiment and privacy. Then we designed two HRI experiment
scenarios on embodiment and privacy. The experiments will be conducted when our
testing facility be finished in June 2021.

(2) International Standardization

In terms of the standardization, 1 will seek a strategic collaboration with IEEE
Standards Association (IEEE-SA) on creating a study group, which is a prerequisite of
establishing the formal working group for standardization. On 2021 March 22nd, we had
an online meeting with the IEEE-SA program manager Mrs. Christy Bahn on our
willingness to create an international Al Ethics standard. With her instruction, we had
successfully submitted our application to IEEE-SA. Now we are waiting their approval
for the creation of our study group.

Additionally, we had surveyed current key Al Ethics related standards, which covers
BS 8611: 2016, ISO 9241-11: 2018, ISO TR 23482-1: 2020, ISO TR 23482-2: 2019, JIS
Y1001: 2019. From these standards, we summarized key issues which relate to our
project. These issues are: Loss of Trust, Deception, Privacy and Confidentiality,
Cultural Disrespect, Overreliance on robot, Misuse, Robot Overreliance on Operator,
Environmental Hazards, Informed Consent, Informed Command, Unpredictable
Self-learning Behavior, Infringement of Human Dignity, Discrimination. In order to
verify the usability of applying these concepts into ethical evaluation, we chose the issue
of Misuse and applied VSD method to propose an analytical framework for the ethical
evaluation to robots.

The ethical hazard of Misuse refers to (1) The users or third parties can not cause
unethical behavior through modification of the robot, and (2) The robot notifies the user

or other relevant parties of unethical modification. Based on VSD, the flowchart below is
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the analytical framework we propose for the ethical evaluation to robot misuse. The
flowchart uses a swim lane diagram layout divided into three lanes. The lanes are: 1.
External (project, technical) steps - this lane describes steps in the robotics project that
are not directly related to the ethical risk and misuse assessment and is meant to
provide context to the steps in the other lanes and to show the source of certain data. 2.
Ethical misuse analysis steps - details the proposed steps necessary for conducting an
ethical hazards/misuse analysis on a robotics project. 3. Data required for ethical
misuse analysis - details the data (and data interconnections) required for conducting

the ethical hazards/misuse analysis.
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