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ILEBTFPGAIZA Y O—KRLEIREAI—hEE 5. KRTAMYRZRANT, 1IBEXAX—LOFHE
HEEToT-

Source
Program

0

- W FUE T L2 T4FH
@%ﬁ'ﬂﬂéhf:(}level CO%
N—RYz7
« Analyzer R4y C
YIRS T E S @
C-level
|
7R-AALIRH EE | may—
BRAZIY
I I VHDL
))\\ \\\\\\\\\\ HDL 32 %
o B R

X1 EHEAEIESINED=H DT AR

42 WHEERRERRAF—L

RIZ C BEOY—RI—RhOIFIEEREEHT 5= DFIEEHEIILT-. HEKD C LANJLER
FPY—ILTIE, C LRILDY—RI—FREE5ZHEFREERBREERHT HDY, BEEERRTIEF
FATEE S — A EML CHUERED E LITHUDFEIENTELRL. —H, N—FIzT7i
WMAD C LARNLEETY—ILIE, WG EREREERTH-ODOFENABRINATNS. fix
X, "par TALITAIEIRET DL, par XIHLKTAVIRDAT— AU A FHEEEEELTERK
SNB. 2T, WV—TEEM®% FITLCETARSEEFEIC par TALOT4 AT HIEIC
&0 T, WINLEERMBEEERT 2FEERHRL:. TALITATHRADRE, #HEEDY I+ 7 B
FMETRAVNSN TELHMERETY—ILOE HZSBLELS, BRERICHDELRT(LIT4T
AT S.

4.3 FYIEEERRPETES OO MF LB LFiE

TS LADEITHNLSHERIREELTY, REEREICEHRAHDIDT, SRoNT-ERE
DHEEATRLDIRMICAIET SBENHS. DFY, HINEL THEEEEDIENA D ALIEE
ERELOHREARENIIDOAIIEEZET H—7A, 5L T HLEBENKEIEMNT HEZ (TN
BRER EORADLEVEDFLFIEZECT 5. TOTSLDOBRIOLINEERET 510
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DFERZEHSHNLT=. WINFEREFUTDFIRTITES.

Step1: /\—F{EERS D:ER
BAIYIRDIT7ELTTOTSLEFRTL, BEIEICETHBOEISERDD. COHHTL
ERRZEZCHET HEHIESNTEED, N—ROz7HIUED TR ELD.

Step2: ZFRhR THEITERE/MEFETT
LB AFIEEZRES SH. a—RFTOT77(5EANTITS LORTHRERDHS. 171 D
ETHEZE T(,1) LB TORYDEIHITITES, 2 D2BD5IHIELIFIET, FRRED THFIE
(T 1 &7, Ff, MRELGSTVSEHEARDEITHMZE Tseq LEL. CLAILEEHY—ILEAL
T, BXRROBEHE HEE R REAL B O FEFARERREZERD, Aseq LEL.

Step3: FITHIMFNEIZ KD T—RUNLE
TiZzHHMFNEPtTIHFEL, FRRRELXFHET . CORORERIREE AGP_t) &BELL,
Tio 15 YIcES SRERREFIRATIRRTES.
) = (A, PY) - Aseq)/(Pt -1)

Step4: 5L D EITHFRE/EIEDHEE
INSDTERETTIC, FTDMFLEDOETHREEBEEHET S. 1Ti% Pi 5 TERELHFOD
HEEEITHHE T(,P)B L UEHE AGP) TR THET 5.
T(i,Pi) = Tseq + T(i,1)(1-Pi)/Pi
A(i,Pi) = Aseq + 1 A() -Pi

Step5: #thD 170D EFih
Step3, Stepd D FIBEMDITIZDOWNTHEAL, BT EDAFIEDINRERDHS.

Step6: 1T LD EREMFIEDIRE
SEREEZCHET AT ML RO RTHMEMBOHERLRELY, EDTEME
ST 5NN RBELEDMNKDSD. ChnlE, ZJ A®) -Pi + Aseq = Achip DEHETT ZT(i,Pi)
ZwR/NTTBHPIEROBIEITEST, RITS LD B LFMFIELZHHTES.

44 IGRELTEFENLEHT LT X LADEA

A FMEEEFEDERAVLRGRELTELERTEFENLRETOS S LIERAL, tHhEm L
EHENDT-. BFEMLIE, TOAIEERMOZIEERECTED FIfEZ ATRES T H1iiEL T,
IEEFESNTOSEHTITHAA, CPU ZRALVUETIE+AHAERENBOLNELEENDS.
ZIT, AARDMFIULFiZFEEALT, EFEMLIEHE LI LS =/ \—F Oz 7RKEL TRE
L, BFEL LR RED K@@ L it 1=,

BFBENLESMIE, ZEEOFERTE DEVRSIE ABNMETELVKSICTOAILEEEYIC
BHIAGL HETHD. BEFENLOBRBICIEIHALETILT) X LIRESNTNSH, AEEBRTH
L\f= P. Bassia (2001)5I2&3 7L XLl TATSLADLFENERIZEL, KAEFEFE
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[CKBDKIEERIEDEIFTED.

RIIAFEICF O TERLI- IR B ERORTEREZRLIz. COFITIE, 44.1KHz T
PCM &3 71= 20.4MByte D wave 77 LD EF v R ILICENLEIEDIAA, COBET7AIVE
ARNELEBOBRBEEEHMEL-. VI I TICRDBRHETIE, EHLOEEOKFIL—TE4#
ViIRTHENH D=8, BENLDOEEIENT HEBHEENMET TS, ThiTHLTHN—FD7
WML -AREBEETIE, BHLOBENEZ TH, ThEADOELLDOTHDREEEE, Fv
TRISHRILzHFERIEEELTERSN, SOOI RIFICEIET 20T, EHLOFEENEZ TH
BHIREIFETLALY. 50 #iFIDBEMNUBHERRIE, VIRII7ICHARTELZ 150 (EOBHERE
EEMTELIEN DI D, R212IE, BRI ERBOFERY— 2, FyvTLOLS—MIxT 3
FERTY—FEDEIE, BLUVITAHIVIIRARETY. AN zEE C SETRBRIN TS
N, +HEAMLZREE CRETETCNSIELNDNDS. VT HILNRERE, BEROBIERED
EETHA. EHIN-EROMREL, /ERDEREFFTTTEHON TS AN REELI-EIREIC
HARZERLTELIFHEWND, VIR 7LD MIERRERDBEZELENS R THIEBRIZL
EA%.

F1 ENLOREERE EEERHRR

N—FT 7 VIh I T
RHEE | AREERE | R | REERE
25-1fi5#&H | 500ms | 326.4Mbps | 38,181ms | 4.2Mbps

50-itiFj#&H | 500ms | 326.4Mbps | 74,351ms | 2.2Mbps

Fx2 EEEED)T14HILISR

& LUTs & @Eﬂi{i{;ﬁ Critical Path
==k ] =
25-fi 5% H 29,485 31% 24.727ns
50-ifi 5l H 53,660 57% 24.867ns

5 BC&H:

AR TIE, VI 7ROERLEFIMEBIZSIEHL, KREIET S VLS RICERIESHEE
BEERL, BXT HmERRANIBREDM LICHEUNDITEHI LT BIEICHMREITE o . BAZA
RELT, INFETOBIFILEFMOBIFTEFALT, IL—T &I LI ERICH IR HHE
Pt FREASN AT — AU M IESHLERERREL TERT 5=HDMILIERITORAE, &
KUAFIEDREEGEZASMNLI-. BIZ, ERWGT I r—av Qe &ETHE>T-&
25, C SETRARSINEFENLEETIILTYXLMNESICHFEEREL TEETE, TOE
BRIXV IR L7 [CHARTHATREE{HIEMNTE.

LWL DONBIBREZ LB TITHESIFETHo1A, NIBEFEDO—F TR FE IR

165



Y— )L FPGA =Y — )L DEMEIRIEDE S £, £EBEMAERTETLVEL. LML, Thibld
FEOBETHY, MRELTOIFHEERRERFETEAD BIERYBon-tDEEALNS.

SHEOFELLTIL, RERBOILSIEEZRDZ-OIZFEIZRIEHEET LHBENHEIDT,
FAICEDHIEREZDREEFTEL TS, BIC, BEFTOYVSLBEHMOEREIREMEL
STLSD, EFRAFEIN TS 7ILEA LEZTBMAARET NI RAZALNIL, VIO 7 DORE%K
BT EOERBIRKRICTHIENTELDT, INLDFHT /NI RAZANTUEDEO—BOR L%
HADFETHS.

6 MIRHLEDRE:

BEDN—F 7 EMOESIZEYVLSIOS — M RERICEERLTLSD, ZhoEEa
[ERT AT 2ICITFELISNTUVEL. FOKROMEL, VIR 7 O—EHEEE/N—FD
7T BHILICKY, BRGETEITHLELIETEHLDTHS. CEETRBINIZY I+ TE
HRICLT, BWINEDHMRDBLIL—TEEDERF®, I/ (FADHLEFHET LI T+ THRAIZ
LBIFUEDIETLREZELY, WHEDBFPGAEARHTHAXDHEEITo-1DTHS. Bl
PELFINIBOT=H DT AR DEE, WHHLEBEERRAF—L, FYIEBEEENERT i
FUEFELRE DAREITILREFIC, EFEHULRET LTV X LIGEDEFIZRLTZDHEE
EE; BT BALEDHREZELITTINS. RIEMAAA AT LEEADICALTHIZRADZEDTH

), SBREZLLELBMDIEMNIFTELTRWNIFHMETESMETHS.

FRMXEF:
EHHK' OBERFE
) mﬁ B, #0 ZE, ‘FPGA ZRAWV=F—TA4AEFELNLOESERRL", EFFMEEFS
&5 DI ("#ﬁ?ﬁi/ﬁﬁ)

2) M.M. Hafizur RAHMAN, Yasushi Inoguchi and Susumu Horiguchi, “Modified Hierarchical
3D-Torus Network”, IEICE Transaction on Information System, Vol.E88-D, No.2, pp. 177-186,
Feb. 2005

3) Y. Inoguchi, “Outline of the Ultra Fine Grained Parallel Processing by FPGA”,

Proc. in IPSJ and IEEE, High Performance Computing in Asia Conference 2004,
Workshop on Reconfigurable System for HPC, pp. 434-441, Jul., 2004

4) #0O ZE’FPGA ZRAV-EMAELFEOME", EFEER, F£—E JarIJrFv>T L

FTL H/XE, pp.1-6, Sep.18, 2003

T

1) #A =, MR BL, "EFENLBREEE, ThERNET SHHREE, XU, BEFENLEHT
%, ¥5FE 2004-230360, 2004
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WFZeERRE A T

1 HIRRER:
RIBICERREFED X T L O BBREHRMT: ZE 1t - EHEERNT O

2 REKS:
R A

3 HIEMHLLN:

A= VD &7, DRIV T—YEHREFBECTORIEICENTIE, BEIICELEEDTH
BORENDLERD, TITIEHWONIKWESEO L HIC, BELEEZREROPTELLE
MLTESERMNBETHS. BIZIE, ERDEBETSH) T —2ZBMAITLEYTELT, BEEHT
HDEEREICAFEINDLSTIE, LHIZHLNIKWESZEFEALTLTE, T—20MENE
JEOZLIFTELL. DFY, BEREICAFLTHEBIEIN T —2EAFINILRE LS K EE
BB DOEMNEFEIND. BEFIEOLREMERERT HLIE, BEIREBLESLEES
BT HEMEFMIDLDTHA. GEHED, MEDT—IEEHLLTREBIEZALHELTE, IF
BRICITEEENDT HY SELENEREBR LT —2EHABNEGLY), EEILDOFZLRESRIC
BADDENDHD. COEEIZ, BEELICEELSMNIVY (ZLDIGEIE, ) FERYShELKSH
BIEFIBNLELLD. CCTRIBELLDDE, THRYTELILEDBEDE=ENLDBEHRL
THRILENWIEEEDESIZLTHENMNDDZDNTHS.

AMETIE, FHREPICETEEBEMECALT, BFHROATLOREHERIIT 50D
M DOVTHART . ERRDENZTLV) BLUY)—F—T b DRI K DB RS F
BESET, UF7ITA4ITVRTLDRENE BEMICIREIIT 21 OEHZFREL, ERIC, BER
FEV IR ACTAS ZMERL, VIR I 7 OMEEHEZ BT IILTIXLOHRE, EREDE
RETOENERWLZBIETHD. 61T, ERNGHEDOTOERERET, —EORFEEH R/
AZIVRKICERL, AR —XOREENTA-OTHNIE, BERMHEREIBONEEZS.

4 HRRAR:

FHARDE—DEMIE, TBEMEDRRZIEGHTIC, RELGRBNEZTLA-EEEDHLHE
TIVEEEZ D BEREREEFRETHIL1THS. BSTOMILOFIITHLTIE, KYBELIFR
DESEETArILEBRLERBICEYETIVEL, ZEMEBEMICKRIIT 5, JENERMILL
5. LWL, BAEEEROERTIEI—MRMIC, TKYBRHDLGR|NZROLLE, BEMEOFRITED
NBILEDNTEY, ARROERIERTHD Y —A—FILUITDONTH, COZEENETIE
FHEMET L. LELD, EDV)—F—bTLTlE, BEIRIHCEL-EEZEBRNICESRT
5280, REOREH EMBEMETHLETEDN, ZORBARFBITLH+HTHDEEE
ZIEW. BIZIE, x =y D&%, BEAEXO (BRYLED)BEMEERTTHLERETHS. F
=, ZHRAI( x+y=y+x )OFESEI( x+y)+z=x+(y+2) )ERET DL, ZFEEZOREM
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(teLhdt=siblE s € L)BKRHOnD TITAHMETIE, REDOV)—F— %
HRERL = 5= A THAER Y —F — b Z RIS RICLT, [RBAHIZOVLTORR
RIETBHFHEIC OV TOHEIZEITof-. FIEDOHETIE, ZOHLWEEMEETILICONTD
FaEESLVREMEDERELz. BEOHMETIE, FXHV)—F—FI o ZERELT, )
TIOTATORT LD D BMREEAFEEEEL, RENGRETEEMERIET 5007 /)LT
X LOBERES, EUEHET LTI X LORREGE DHAFEEIToI-. LD TIE, ARRITODT
IETHRON-HRBRROBEIC OV TERS.

4.1 RBITOVTOHE
%9, 2001 FIC, HRIZSENFTIERFV)—F - Tbo 1 VS BRI ST EHL-. S
) —F =k, ZBAOHESRIZREL THLRESEORASMERSZLETHEL. LHBRER
DI)—F—bTboDELIIZ:
o () HIEMBARERRETHAH &
o REEELOESEHFITOVTHALTLGIL
MNELDIZFETRYILDEAIEWNSF A H o=, AAETIE, BARBELTOHEERARSZIL
&Y, FXIV)—F— o DFFEEBRALN T S LZE BiELT-.
AREDIZBON-HAERRO—EXZREOR 1 LR 212FEDHS. (1)KHRA-FEAERET S
», FBEBDOAERET 50, 2)EAGEBBRADAZEELDELRET 5, ERAIEBRRNICMR
THiFA%: (monotone) 1 7L OV ERIRAIZEDLRET HH, DIFBENFICKY, £ELHRBEAICE
WEEMNDT-. BRSO EH LD RBROBEESN TV, TRANESBIFEERY ) —F
—hk< k> (monotone AC-tree automata) IZDWVTDUTDEEEEITI=ZEM, AT —ITDRK
DHARBERTHOT-.
KRAFES AT BV —F—h b D RBEED USRI,
1. NBRAESATERY ) —F— N OREEENDISRE, HEIZAELTNS,
2. #HESOEHEIZTDOULTEHLTLVELY,
3. AZEER(S) DHEMEINRERARETHS.

WIED, ERXMY)—F— U2 &5 BEREID FIREMEZ BRI R AT (T 51021, 22
EREINREAREITIE DD DT R EHRERRDIEN, —DDEELRHX LS. TILTIXLE
HO=OIZIF, ZHEDHEEZTAETHLLNETHD. THED, HEEMITEELNOTHL
LMEETHOTH, IBLHIEENHIMNEIDNERETTT D LITKY, B0 EKRWTIRELFIZF AT
BHELATHEICES. AR TIE, Lil(1)EQ)DIFGERTDTRATHRLT, FHEIZTOVWTOERE
f1of=. ZLCCOBEREELLIC, EERIETIBIE ST ARSI CED TELEN ST ERD R TIX W
RO BENRIEN #LL e S TU V= Diffie-Hellman #3703/l J45I Shamir DR —/
R-FORIJLIEFESEBEEFIEN, FXMAV)—F—IIrUICKDEFREIOFRIZEDHLND
CEEITRT ENTE-.
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Closure under Boolean operations

regular AC-regular AC-monotone
closed under U v v v
closed under N v v v
closed under ()¢ v v X

regular TA < regular AC-TA < monotone AC-TA

regular A-regular A-monotone
closed under U v v v
closed under N v X v
closed under ()¢ v X v

regular TA < regular A-TA < monotone A-TA

X1 J—/LEatte ) —SERE ¢

Decidability results

regular AC-regular AC-monotone
v v v
L€ L(A/AC)? (LOGCFL) (NP-complete) (PSPACE-compl.)
L(A/AC) =@ 7 v v v
L(A/AC) C L(B/AC) ? v v X
regular A-regular A-monotone
v v v
tEL(A/A)? (LOGCFL) (P-time) (PSPACE-compl.)
LIA/A) =27 v v X
L(A/A) C L(B/A) 7 v X X

K2 REFREMLHEE °

§ PRESTO i /Eon-FREIIFETRLET.
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HRPEM R RDESSITFFLVERIT AR T DY, B4R OEIMGEHMERRICOVLTIE, 3T
[CHIRERIXELTEED T, EDEEEFEMRERICTERL TS, FaF, FAAV)—F—
FRbUIZET SRS, HREMGLENYEZAETEY, ZHOMERREEHICUTOERHTEE
RIEETHREINTLVS:

e International Conference on Rewriting Techniques and Applications (RTA)

e International Conference on Logic for Programming, Artificial Inteligence and Reasoning
(LPAR)

¢ International Conferences on Foundations of Software Sciences and Computer Structures
(FOSSACS)

WIFhDEED, KA Springer-Verlag $D LNCS 1) —XELTHREN TS,

4.2 BEETEIZOVTORE

FX V)AL DEREEN LIV R T LRAKE T HIEIZKY, BREED BEMEIZDLNT
DIREIE1Tof-. AARTHELI-DIF, FEEBIZBRANTY)—F— T EANELT, HEDE
BEOHERRBOEEITIZODVATLTHD. F—r I DERMIEETHD, HEEE®
MEE (U, N), ABHEREFHIE (e, #2) DEEEEHA TSI LMD, ACTAS (Associative
Commutative Tree Automata Simulator) &34 L1=. ACTAS Tl, #£&RI#AFHY)—F—r<k
VA LESBIZIRAIEMAR 252 T, ADZEEEDR [CLIZMEa%DIET A3
Bl ) —A— R ERDDIENTES. K31, EMEIZACTAS TEMFABEHELEEICR
TRENBA U E3—T1—REETHS.

EMRLE, ERFRAOFREST, EHRAFIBOIEFXT, | >r £EL Bt SEHRAI
| > r NEZLNIZEZIZ, t DB DIRNE—UICRYFTEHHPEBNFELIEE, ZTOEHIEIL
riCEEZ 5N, COBREEREREMTS. FHt ASIEL [CEEMZ RR ICEEFNDHFATER
ZBNBEE, tog ' EB &, tH5 0 BULEOEBRZI T ICEIETHLE, to5t B &
BIZHAIT D) —F — b, FERRIBBGERRDRG Y IR EAET ENTELEMN
B, EMRLY)—F—bTUE, ERGHEMMELA K ERROMAMREEL V) —F—FTro~
AT AIELBHTHD. EEIC, Y)—F—hIbo OERIEEHECRBEAEREFALT, SHE
BEHETEHIENTE . V) —F—rIbD ADREEEZ L LRTEE, LORICKDIERZH
BEVWSDIEE, LICEEFNDIEANSRICK-TERZITHEONIELTHLLLIESR
{t|s—>g t,se L} THA SHFADDHEFHEE, —MRIFLEEERIITHEFTEG D,
ACTAS TII#EERIKBRANTY ) —F—h<br A LIESRIRBAIZBRRR F#5Z 5N EE(C, (1)
ADZEEEDR ICIHEHFAT, QADZEEEDOR ICKIERFATZETCES GRALE
#EAE), R)ADFEEEDR ICKHIEMATICEFTNIES GEALSHEAT) DLWThEHE
TN, ZBIRAREICLI-. $FIC, TBELZEITITILTIXLTIE, LKODD/INTA—FEIEET
52LT, BENGEBBCHENDRTER TIEIILNTHETHD. ERFEDELRKIC,
FIELTHALLHIECRIALFIENBERARRETH DT80, CNoDHEEEHABTDHE T, ETILEE
ZEEHLIz BE7O0IILOREHBEREI~NDERICET 2ERIE, X 2(EEMEER)ICFE
Lt BERF, ARKRDHDAM) /A RZHERBFRARES L, RALAGES TR
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L. ACTAS ~D#i&%EHEILTLVS. 5¥L<IZ, http://texas.cs.uiuc.edu/ceta/ SRS T=LN.

Emisteed

X3 ACTAS A 53—J1—X

5 BHCEH:

ARARDIRARL-ESEEFIROREEBBREEAL, YT ITATLRTLER TN D ENE
RIZHEN LD SHERIHEZITT, EORIBMEREIRENOISEZTRE T 5 IEE SR ERAT
BETHD. BEERICKIIMERNE L DR T LGEEETIVET HIENTE, ELUTILTIX LA
ZRAVKIL, HEREREDREDL AT LTH>THEIMRLRIRETHD. T, FXAV)—F—+7
bUIZBET ARIEDAERTIE, ARAREDTATTELTEFIZEEFLT, TWETIE, BELELXED
REE, BRI OV DG, TRTSLDBEMRELE, RALGAEISERT HRANEINT
W5, AARDRIT, FEHREZOMBECIREFELENDS, SHITSRIF—ROFERATLOZE
HPBEMREANERT AL RETINILITHDEEZD.

VT OT4TLRT LORKGHITHS, RITOF LMV AT LOEFTEEFDEEVAT
LIGEE, WEEBRBSETLEILABIFELSELIEAHELGL. RETREL-EHR AT LA
DEEINHRMLEEIFLL>TVAIRTE, BERICHALGREMOBIEEHEITENDH R
—XITEABDEE, SHEOARBIZELLIZL. &, KBS R TLPOIRTOFTIMIRLTIE, 8
SECHERSN-RYICKYRALEEZREGCSNBRIC, BREBH/NEHNZLZDLENH D=0,
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RETDWEARRBE TIREE CERITNITESANEVSERLHHT=80, FEEMH T E ARG
MELTUK = DEHTARMEL SRDARRETHS.

6 HRHIEDRE:

ZRIDECREHEIE, SADERATLIZESTRVEELGERTHSH, KIBROHAZILIER
FEEOERBMTHABRERRAL ORI &Y COMBEDEREEASET LD THS.
KNIFKIE, DY) —A— b EIERLE=FHLWVEXDEV ) —F— o OB ZEMBI1CE
ZL, TOERBEFAERDERFFIZ, TNICEEDNTHABRIID=-ODY—ILEEEEL, UT7IT
AT RT LD D BEHRREL AT LEFRHELIz. FXOEV)—F—FI U IXERMIZEE<ET
ffich, HLLHARLEEL TERESN TS, EFMHRIAREERICITLD, BREEEICHITHE
FRC, ERLERKSEBETORIEROFI7—, TOAYSLRELREEHD, EFEMNEHELSL.
FRICEGHETEIMETHS.

FRRXEF:
X (EERER)
1. K& A*, Jean-Marc Talbot, Sophie Tison, Yves Roos: “Monotone AC-Tree Automata”.
In proceedings of 12th International Conference on Logic for Programming,

Avrtificial Intelligence and Reasoning (LPAR'05), Montego Bay(Jamaica). Lecture Notes in
Computer Science 3855 #, 337-351 &, Springer-Verlag, 2005.

2. RKIEAL, &5#HFIZE:“ACTAS: A System Design for Associative and Commutative Tree
Automata Theory”.
In proceedings of 5th International Workshop on Rule-Based Programming (RULE'04),
Electronic Notes in Theoretical Computer Science, 124 %, 97-111 H, Elsevier Science,
2005 .

3. REAL, BEZ, BHFEF: “Recognizing Boolean Closed A-Tree Languages with
Membership Conditional Rewriting Mechanism”.
In proceedings of 14th International Conference on Rewriting Techniques and Applications
(RTA03), Lecture Notes in Computer Science, 2706 #, 483-498 E, Springer-Verlag,
20083.

4. KIFATL, BHFIFE: “Equational Tree Automata: Towards Automated Verification of Network
Protocols”.
RERKFHRARAT AR AT TR 8%, 1318 5, 48-52 B, RANKE, 2003.

5. KEAL, &HFIFE: “Decidability and Closure Properties of Equational Tree Languages”.
In proceedings of 13th International Conference on Rewriting Techniques and Applications
(RTA02), Lecture Notes in Computer Science, 2378 #5, 114-128 H, Springer-Verlag,
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6. Joe Hendrix, KIF A £, Mahesh Viswanathan: “Propositional Tree Automata” .
WX ETR, 2006. (EfF=zxfET)
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WFZEERRE A T

1 HIRRER:
KRBT LT ) X LFRFER RO Y —)LIBE

2 EEKRSL:
Xavier DEFAGO

3 HIEDALLY:

The objective of the research is to better understand the performance tradeoffs associated with
fault-tolerant mechanisms for distributed systems. In particular, group communication protocols,
such as Total Order Broadcast, are key factors in determining the performance of the system in
the absence of failures. While failure-free executions constitute the common case, the occurrence
of failures should not affect system performance too drastically, or else failures risk being
perceived by the users, thus defeating the objective of masking them. The performance in the
face of failures depends mostly on the ability of the system to detect failures promptly and
accurately, but this is made difficult by an inherent tradeoff between these two measures. Thus
the second objective is to provide a generic failure detection service, the speed and accuracy of
which can be best tuned to the specific needs of each part of the entire distributed system.

4 WRER:

In this research, we have made three major contributions.

Firstly, we have studied several group communication protocols, with a particular focus on the
problem of Total Order Broadcast (also called Atomic Broadcast) because it is an important
component for many kinds of practical systems, including distributed databases, distributed
shared memory, highly-available replicated services, etc.

Secondly, we have proposed a novel failure detection method, called accrual failure detectors,
with the ultimate goal of providing failure detection as a generic and highly-configurable service for
distributed systems. Studying failure detection is also a prerequisite to understand the actual
performance of group communication protocols in the face of failures.

Thirdly, we have developed a communication platform to provide a better support for the

evaluation of distributed algorithms.

4.1 Group Communication and Distributed Agreement

Group communication and distributed agreement are basic primitives to maintain the cohesion
of a distributed system, by allowing the participating nodes to agree on some common issues. A
very practical instance of agreement problems is a communication primitive called Total Order
Broadcast (also Atomic Broadcast). In short, this primitive allow any of the processes to broadcast
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messages any time, but guarantees that all destinations will always see (and process) the
messages in the same exact order. Among other things, Total Order Broadcast is a key
component for supporting the replication of running programs and services (e.g., web or Grid
services). Indeed, assuming that all replicas have the same initial state (i.e., value of variables,
etc.), then Total Order Broadcast is used to issue requests to the service. Because of the
guarantees offered by the primitive, all replicas perform the same actions in the same sequence,
and thus their state change in exactly the same way. The benefit is that the replicas remain exact
copies of each others, and thus the service can remain operational even after the crash of some
of the replicas, that is, provided that the Total Order Broadcast can actually tolerate the crash of
some of the processes.

srr apmawat

Lasacreadl Ll Thiudy, il

There exist many algorithms to solve Total Order Broadcast, most of which can tolerate failures.
However, they do not offer exactly the same guarantees, and their respective performance can
vary drastically. We have thus surveyed and analyzed about sixty different Total Order Broadcast
algorithms [1], and identified five basic families and a total of thirteen subclasses. The basic
families, defined on the decision process used to generate the delivery order, are called fixed
sequencer, moving sequencer, privilege-based, communication history, and destinations
agreement.

Using this classification, we have defined representative algorithms for each of the class, and
compared their performance and scalability [3] in different network environment. We have also
defined a novel replication technique using a variant of a destination agreement Total Order
Broadcast algorithm [2].
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4.2 Accrual Failure Detectors
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Failure detection plays an essential role in ensuring fault tolerance in distributed systems.
Recently, many people have come to realize that failure detection ought to be provided as some
form of generic service.

The performance of fault-tolerant distributed systems, and their ability to mask failures from the
viewpoint of their users, depend greatly on the characteristics of the failure detection. This is
especially true when it comes to group communication algorithms, such as the Total Order
Broadcast discussed in the previous. When considering a complete system, it turns out that
failure detection is required at many different levels, but often with very different performance
requirements. Roughly speaking, the performance of a failure detector can be expressed by two
measures: detection latency (i.e., how long it takes until a real failure is detected) and accuracy
(i.e., how often a running process is erroneously suspected).

In conventional systems, there is always a tradeoff between detection latency (also called
detection time) and accuracy, but different operations will benefit from very different settings. For
instance, many Total Order Broadcast algorithms will have best overall efficiency with a failure
detection latency in the order of a hundred milliseconds, even if the detection is often erroneous.
In contrast, a global system reconfiguration will benefit from more accurate detection, even if this
leads to a considerable detection latency. It is thus difficult to provide a failure detection scheme
that simultaneously provides ideal performance for both.

To address this problem, we have developed the notion of accrual failure detector, promoting a
clean decomposition of roles and formally establishing the link with the basic theory on failure
detection [4]. Instead of a binary value (trust or suspect), accrual failure detectors associate to
each process a real value representing a suspicion level. By establishing the clear link with the
theory on failure detection, we have identified minimal properties whereby the failure detection

176



scheme can be used for solving distributed agreement problems, such as Total Order Broadcast
and Consensus.

We have developed several implementations of accrual detectors and, in particular, a highly
adaptive one called ¢ accrual failure detector [7]. We have conducted extensive performance
measurements, comparing the performance of our ¢ accrual failure detector with that of other
state-of-the-art failure detection schemes. Our results have shown that, for the same latency, our
scheme could perform up to ten times more accurately in a local network. Our experiments on an
intercontinental network (between Japan and Switzerland) have shown comparable performance
in spite of the change of interaction scheme, thus effectively showing the practicality of our

approach.
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4.3 NekoLS Prototyping Platform

To conduct our experiments more efficiently, we have developed a communication platform
called NekoLS. This platform is an extension of an earlier system of us, called Neko, that allowed
an easier development of distributed algorithms, and with which the same code can be executed
either in a real network environment or on a single machine, within a simulated network. We have
made many improvements of this system, the most notable of which is a seamless integration

with the SSFNet project; a network simulator aimed for describing large and complex network

topologies.
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For describing algorithms, the Neko platform is based on a simple layered architecture. While
this choice was good for describing simple protocols, it turned out that even moderately complex
protocols were very difficult to design elegantly, due for a large part to the difficulty to prevent
deadlocks in the protocol. To address this issue, we have been working on a novel mechanism for
the composition of micro-protocols.

5 BEoEHi:

Our research focused on ensuring fault-tolerance in large-scale distributed systems. In
particular, we examined three fundamental aspects in relation to this goal: fault-tolerant
agreement, failure detection, evaluation/prototyping.

Fault-tolerant agreement is a fundamental component in distributed systems. In particular, we
have studied closely the problem of Total Order Broadcast (i.e., broadcast with the guarantee that
all messages are received by all destinations in the same global order). We have analyzed about
60 algorithms; identifying their exact guarantees, and defining classes of algorithms [1]. Based on
this classification, we have analyzed the performance tradeoffs of these algorithms [3]. In parallel,
we have used our understanding of the mechanisms for reaching agreement and developed a
novel replication algorithm called semi-passive replication, that is uses less resources than active
replication schemes while being more robust than passive ones [2].

When analyzing the performance of agreement problems, it turned out that their performance in
the face of computer failures is completely dependent on the performance of an underlying failure
detection mechanism. While most systems use simple timeouts mechanisms and detect failures
within a few minutes, our research has lead to failure detection that can detect failures in less than
a second, even with a world-wide system. In particular, we have developed several failure
detection mechanisms of which we have analyzed the performance in local, as well as wide area
networks. One such mechanism is the ¢ accrual failure detector [5]. Realizing that fault-tolerant
systems actually need to rely on several failure detectors with different performance guarantees,
we have defined formally the notion of accrual failure detectors, about which we could derive
interesting properties regarding the actual quality of service (i.e., the performance) of the failure
detection [4]. These results will provide the basis for building a generic failure detection and
monitoring system for large-scale systems.

The NekoLS platform has been very useful for running our experiments and performance
analyses, thus meeting its initially intended purpose. In addition, with the experience obtained
when building the tool and running the experiments, we have been able to find a much better
approach to express distributed protocols in general, so that they can be reusable. That approach
consists of an advanced protocol composition mechanism. We have obtained very interesting
results about this recently, that are currently under submission to a major international conference.

To sum up, this research project has been very productive in terms of scientific results, with
many important contributions to the field of fault-tolerant distributed systems. Most of these
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contributions have been published in major international conferences or journals.
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4)7F)ir—as: SPLASH2 0 LU SR(ETFIDH A X% 2048 x 2048)

187



30
e B Sync
25 g Checkpointing® Ow
ol B ESynclZ& OMiss
@ ih%) ! /_/ .Msg
w15 [ BTask
i
\C10
B _r
5
0
N-1  C-1 N-2 C-2 N-4  C-4
Nl | B8
C:Mit sk fEHEaEHY

X7 Checkpointing M7 —7/\~NyREIE

HERNIR7TY, E#hI 5. MEEETRMAERLET . 200BELTL BT ITDE(N- *)
DT BEREED L MEE DFER T, A(C- * ) D THHRIEREED H D HZEDIERTT . Msg [FAvE—
T DIEERFE. PF (XFvyl aSXDOFERRE. WC (FEEAARLZDIE—L U XEEI—RD
E1THRL. Sync [£/\) 7 RIEADEITHEZRL TLVET , THEEHEEEL DL TWSA(BRIDES S
7)TI&. checkpointing MBfEIE Sync ITEFENTLVET , EYDBEREIA Task IZHRYET, BHIK
59", checkpointing M7 —/\NYR X EEITHFHEID 10%FEEITH>TVSIENTHIVET,

5 BCFME:

EETIERADLATUVHEBICEL T, 95R2F 092t Ty FHEDEAIZKY, X
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ED, T—AEEDEHEEENLEDRMET IV LK T, <A D EHEIZ O RILRILEE
BOUVEDTLz, —A. T S3 S EEZOHIEEEDERYL. T-HHMEHETT A, BEL
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FADTEAGEE, SEEFLATOTIIVT EET, —BLSh=OroTEL T (E—HRD)
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THoLDHoHOTRIGEFUHLTHEICEITEY, SNILLADT YU TERB T HENTEEY,
ZDIEMN. DL—TAURE | SHEHIHE  BEEAVTRE T HENTEEY,

LA, e S ALTRY S LDBREERT H LT, AERETY , goto XEHEALTTRE
[ZHHAo-TRT S LD EE KKTRNFYTA 1R EERVFET A, EREICESE, E51C
FEDENERBOR/NTyT11(@ERE. VS0, #5251 MELTRWNS TR S LILERORA
BMEAHLEEEINOTT) BEEIZTETLEINTY , —A T, BEORMEGFENFD LTI,
I LHERAzAIS, DFEYDRIC—RELMALLNENEMERESNTOET . AR TIE, 0. ##
Elzdsbohnd, DWHIEETHDO RV RGO -O OBRREERBLEL-. -, TOEELICAL
LT, BIIERK (OKIERZFE, L8 2 $i4) LI, TIREMIT &K EN BB IROWE
[SONWTHRYEOEFEREREEEFE L=, TNIL, REMREBTIE, AFHEEVSEITHRIICAL G
RN D AHEITEBLI=CENRELGREGYEL =z, UTICEITFHDIE, COMEITEH>TOEE
o=, REMRRERD (EFFY) SLT HEOEXERDAERTT,

<Flshift M> = <M (A x<F[x>)> (1)

shift (AkkM) = M kIIMIZBRIZHIFLELY)  (2)

shift (Ak<M>) = shift (1 kM) (3)

et xbe KM>inN> = let x be <M> in <N> 4)
V> =V (VIXE) (5)

INBZERAVT, RERGEAL-TOTSLICDNT, 1EAIFUTOLIGERZ ALV HRE
THEMNFRETY

1+<2*(shift (A k.3+(k 4)))>
1+<( A k.3+(k 4)) (A x.<2%x>)> (&Y

= 1+<B+(( A x<2%x>) 4)> EFEY B B £Y
= 1+<3+<2%4>)> EFET B %Y
= . (5)HEXY
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TO5S L5 kiF. xh 52 * xEFROBEE(2 % [ IZDIFoN=5NILTT, COEX#ERICK
Y. T0T S LOETHEREZIELL FBARITRODHIENTEET,

Fr-. CONBRGROBBELER AL, KY—ROFEBEDRELFRAD-O0 . — kLS i-E
BRERD AR C—HEL TR TEH LB RLELT,

4. 2 BIFEDEWRR

BIRET. BEERMNGETOT S LEECCELTREICT 5. RRIGHIENEETT . AHRICKE
SDOHRT, KEIMGT —2BENDEAHENSBREEIZOVTHNT SO DERMGET
IVOERZERMALTEY AR TIE, COERDRERE - ISADT=HIRMELGN, TRVEEZFED
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BHRMICIE. COERTHUNGEREZRI-T . FL—RDEE/AFNATI E&IENLEHFE
EICRAL T, KEMEEZE AT L —REKIINDEEN BT R REBOEREEELEL -,
Chid, HEAERRMELRR GBIBIER) BV TR/ TR EREFAA - IO D —HiE
[REBLMEENDEDD ., — RO —RDEE/AFIILATII)NDILREZZADIENTEET . K
HRTIE. CO—HFREEHICKDFIHE R -EREZINSRAMENOT W IETILEERK T 5—
ARG BUEE S A E LTz, S5IT. COFENBRLGLDTHH LRI HIEL T, HHATERR
[CHEWTHIFEITOWTHRT 51O DERWETI=v I THAHAAIVEDFERIFIED . ZD+
L—RDER/AZNATIOBRBEEN S BARIZENN S EERLEL,

4. 3 HlEMEEDEEER

BEOTOTIIVTIZHENTIE, ERDFIEHEES, I THAEHE>TANGN ST EA KL
RohFY, LhL. [FEHITHAT=ESIZ, TDLIGIRREARISFRATE SR, FLFEL
FEA COFETIE AARIZFEILS. i, BYRLEBROMAEHEICET HINRZBRIC
ST AERRRIG A E 5 A TOELZ, UTFICEITFH01E. TOER/UBRN /LN, F—
BB BLOEA SO EICLDBIROTAT I LHITT,
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(* an empty type "bot" with an initial map "abort" A : bot ->'a *)

datatype bot = VOID of bot;

fun A (VOIDV)=Av;

(* the C operator, C: ((a->bot) -> bot) ->'a*)

fun C f = SMLofNJ.Cont.callcc (fn k => A (f (fn x => (SMLofNJ.Cont.throw k x) : bot)));

(* basic combinators *)

fun step Fx =C (fn k =>F k x); (*step : ((a->bot)->'b ->bot) ->'b ->'a*)
fun pets f k x =k (f x) : bot; (* pets : (a->'b) > ('b -> bot) ->'a->bot *)
fun switch I x =C (fn g => 1 (x,q)); (* switch : (a* (b -> bot) -> bot) ->'a->'b *)
fun switch_inv f (x, k) = k (f x) : bot; (* switch_inv : (‘a->'b) ->'a* (‘b -> bot) -> bot *)

(* an iterator, loop : (‘a->'a) ->"'a->bot *)
fun loop f x =loop f (f X) : bot;

(* recursion from iteration *)
fun fix F = switch (loop (step (switch_inv o F o switch)));
(*fix: ((a->'b)->'a->'b)->'a->'b ¥

ERETILOAMOS/{ON-EXE/EAT, COTATILAIH, BIREMBRYRELOED—
H—®EEEZ TS EN (REMDHIEERRD , FREF I HERICLY) FEBATEET,

AAETIE ABRKREELIC, CORMA TOBIRE. #iKs/ \SA—FDRIZERY IIDEFHEE ST
L. B M1 END, NSA—E2DBRYRN AT SERMGMEENRYII DI EERLEL
fzo Tz BIREAN D RHAA THI-T RE—HRUREZRN ., GELFHOTE25XFEL=. TD
BR. BULG—HRMEREODLETE, LISER-ERAEERETIVIE/NFA—ZIET 50 E01MH
BEEITHEZLTLAIEA LMY BERET LD REEHE . LRIORRTEA TV 10
Ao, KIBICEHES S EMNTEELT,

4. 4 SRRETOTSLEFIEREE

LUEDT—RIZDOVWTHEREFEDH TLOGBIET, TRT 53 Y EEDOFIEMEEIL. ZDFIZ(f=L
TULEERDIBID) ALLN TS, HHEDT—HRIEITEBLTHMETIDMN LKLY, ELVSTER
OIS TEELIZ, 2FY. HEHEEZ RIS LM FRWKRTRT — IR EL. T
DFEEEDAENIRN TN, ERNDN=DTT , TOIEFHMITTRT D EL T, KHAED
BF T, HEEEERAVWAZEETOT S LDEZT . [1\TAN) T RE | EFEEN 5 —HRIERE
[ZDNT, EFRICHRANFEL,

SHBETOTSLEE, FRRGT 2B TEKKIIZEMIZTOISLTT, ZITIE £
NEDTF—2EDOARIZ—YREHLYLCEKESITEINT= URSAN) vI1) SRETOS S LT
EEZDILITLET LA E URMDIBEBEZVKYRTTAT S LIE BHE DX+, BHER
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T05 S5 4 reverse &, I3\ AN) O TAREBIZE>TUT ORI MEERET-3 e hhUET,

map f
int list ———————= bool list [1 ’.2’3] > [f(1),f(l2),f(3):|
reverse reverse i i
Y v/
int list ———————= bool list [3,2,1] --------> [f(3),f(2),f(1)]
map f
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RIZEY., B, #86T, RIGIE, — LV S =ChFTICRYBA TE-REZ BAICHIET 65V

5T, TOT S LD SHEMEFEMEECEIT 5. KEMLT AT 7IZf-EYIKTEMNTEEL =, CD,
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1 MVC=Model View Control
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UM DOFERIE ActionForward 77 P VR TiREIND. TDFEREHER T 71 )L (struts-config.xml)
#SMLTHON D ActionMapping SBRI 2> T ISP ERITL, T HLREDISATUMNERE
RY. ZD Web 7T r—ar DIREVEA— M OIREEBELTETILELT-

Web A—r<rlE <View, S,1,iv,Trans, FV > &ELVS 6 DHIATRIESINS. View (X JSP [2LHT
ARHESNASEEDES, S IXViewDEEREZLERT S ISP [CEFNLIEHDOES, ([T View DE
BRICEFNDERICHRITHEHNDES, iveView (FHHIE 1—, Trans [XE 1—RDBFHEHZ,
FV cView [(TRRIREENEESE R T2 Web A—h< (& EFA(Extended Finite Automata)) —#&
THY, URL VI IZAMIKEDEHDEFHER—TEREETILIET S Web A—hIhUI2ZHIT5
View [ JSP DZEHIKRASNAEIZE>TERITES. LHL, ERD/N\I—UEZOBEA LA
BHIZITBRTHY  KEEB D/ N\ F—U([CL->TBEEARMIZHEET 52 EITE>T, ARD View
[CEOTIREVEARMIAFE DT HI LN TES.

Struts 7L—LT—I THEEIN-HEEE X T LD Web A—r b DEBT 57K 1R
T. COVRTLIE, BET—HDBRREEHEZTI. BEHETAHOICIEHoMLOEFINTI-TH
DohTAT AL NIEESIE. —EDRER, BHANRT TS View ZRIIKEBLELTER
5.

Web A—r X rUIZ& BT ANRIIAR

Web A—hrI b DISAEL T, Web A—hI b DRI ZERFIE Web 7T Ur—av DT R+
RINELTAMETANEERT 2FEFIREL. Web A —rRbUITIL—F ML THIHA View
MOEEREETHLIEE, Web A—hI b DERT D RINEERIZAHSD. ST, TRMWSAIE
Mo RBEFLIL—T#RBIGEET AL TIZRU T RANTH S EWSERIMND, IL—TZ[ES
B TRINESFEL, Web 7T ) r—2avIimd 5T ANEEZRELS-. BEDTAMTIE, JL—
T#E2E L EASTENRIIAALGNS. B10D Web A —r IR DIFEEDTARRIIDEHEZRIZR
¥ CCTIL—TRET"IZIL—T% n BRTTIRIDEREZEKRT S.

K1 EFSNDST ARSI

IW—TEHEE TO T! T2
RINDE 9 132 1947

BEIOCRETIVIZEDETILEA

2 ZCTRIBREZERICEOHEDIL, COETILORENETRT =01, TANRIIDERIISAT 5-HTYT. &=
TOERETIVELTET VLT BIRIZIERSREDO R IAEMI D EHYE L A.
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Web 4 —r b2 D ESHHHMRAIRELE Web 7T —aU D EEERT 516012, A
TTIE, Web 7T r—2avia kT BIETOECRETILEL TR SHELWSKRRERNRET S.
ZCTOBMIE, Web 7T r—LavDIREVETIILET O SLNLHEEERTH2ETHS.
MVC D7 —FTOF¥IZEDNWTENTNDERI LITEETORIBICHRL, TOFFIRE
WERLT2ADIREVNETERT 5. COEBRIILUTOFIETITS.
(1) Ex—ITxd 28R & JSP BT h—427, Y V3T BLUT4+—LAT @ XHII i
L, 7oh— U9, Id7—LDEIN—VERBENERT 5.

(2) ETIIZHT BEHER: FormBean 47UV ELTEHEL, setter A yRE KU getter Ay
FERETS.

(3) TIvhA—)LIZxT BERER: Action AT x4~ Struts-config.xml IZLT=A>TZEHT 5.
Action 7TV IME, Ea—DFDITA—LAT MoDBEIEICL>TEEISN, FHRICK>TE
1—%RHT 5.

link_search

link_search

N
search ‘

regist RegistAct

link_search ) {act,user}
CertifyAct Qact="reg] .
acifreg'/act] RegistAct
CertifyAct?user success
{act:=act}
CerlifyAct?user
link_search {act:=act,
QueryAct book_ID:=book_ID} ©
login ModifyAct i
{act,book_ID} fy failure
QueryAct
7book_D .
Book. CertifyAct CerlifyAct?user ModifyAct
Pacimod'fac] {act:=act
{book_ID:=book_ID} book_ID:=book_ID}
.O link_detai O
list detail modify
{book_ID} {act,user book_ID}
Qact="mod']

X1 WebA—r<br

ENTENOEBRTIEIUHR—R U NEAID Web A—bT bR, JERIEA  STEDEICE
3. EiA—4yh&ELT Pierce & Tumer &> TIRESN TULVAIEREIHA 1 5HE S :E Pict [Tk o=
Pict MEBRICK > THRMIZEITT 5 ENTED.

ZITIE, BT AUR=DIZEITBIIDIREN, R—UBH, T—IN—REDEEETHE
DOEABIEELTETIVEL-. &I, Pict EEDSITURATLERNT, BIERBERT 24T
DIFEiTo7=.

5 BCEHE:
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AR TIE. Web 7T r—2ar DR DRMEEEETO L ADIRENELTETIVET AT LE
BiZEELTz, ETIVEEELT Web 7S —2ar TOSSLNRED TOT S LEIFELDREA
JLTERRIREN BT AN =X LTEMEST 5L R T EREZRT N TE -, RFIR S
[Z. Web 7T/ 7r—av OBEICEWTEZDOIREVHDERDTOT S LDOET L TITEMBEL DL,
Y—RTAT S LUNDMZ I EABEEI R T NI EERE R TEROEVFISEBLT. &
YERHBIETOERAET L EEBETILET NSRS BIE A TESEER -, HitDn 770
—FELTHRMGEETO R ET I OSESFHIREVVE MM ST O F M CE DB FELH
Ttz IEZEDHDEIET. RBLVERR T HICETRBETOELRETILTITHEN T ES=0IZ. F
T HREOSVA - A ETIILETEMET IILELTERL . ThiE, BHOMEFEICTA:
DM TH oIz, COETIVESLIZO—T 42T T 5BF2T. Web 7T r—Lav DIREVE
FrRINBAATCE > THE DT ETAILZ DO BiZE KYVREICRIRTEHELVSERICEST,
D RIZDOWT, EROHEIC DOV THEHBA Y — R Z1Tofz, Web 7T —2av(ET705 5 4
KU DNERMETHEUEDERELTREBETNIELNWENRKRTE, ZTOMAEDLEITHEITS
FIFEHEL T 24T ENTHIEDNFKR TE T,

LIRELT, YIRIZ 7 DEEMTIZRL T, Web 7TV — a0 DESMNIEEIZEERTHY . EbiE
HEET IENT—TDIL—LT—IIZ DT TELEA o= RITDVWTIEREN o Tz K
TAT S LICEIRBEEES KU1 T EHREF ALETY—ILOERF5IE/HEToTL
HELHD, BITOBRIEL T, Web 7TV r—23> DX T1ETILADIGANERTHS
EEZ TS,

6 FARMIEDRAER:

WMEDFEHR AT LIE, Web YRTLELTHESNDSENSA, COBED AT LILHIED
JO—AE—DTOY S L ETRELGNIES, SEIFLTOTSLEETRRSNILITKY, £
DTANCENDEHETHLEANHONTLNS. #EFKIL, Web 7T 7r—2av DIREVEHR
9%z Web A —h<h o ELTHERIEL, ChEDEICEIERE Web 7T —2as 2% T SR EST
2f=. WebF—hrI U DERE, Web A —bThoDoDTANRIIDER, WebA—rT b A BIER
A E~AOLH, TNODTEESRATLANDBERADHARZEZITL, CORIGHANAERLEIE
%8 Web 77 r—a> DBRRFEICEECERLIZOTHY, BEHETEZOIMETHS.
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