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Background: Privacy Issue
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— By applying sensitive information (e.g., genomic data) to Al, specialized service for
individuals will be provided.
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— However, privacy violation will also be an issue.
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Background: Privacy-preserving data analytics
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— Research on “Privacy-preserving data analytics” is being world-widely studied.
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~ MPC SOLUTION

Contributor A

BU Server
(web se rvc_al_'/_ database)

Ewy
L -...

"

Analyst at BWWC
(client running web browser)

Contributor B

Analyst can
never access this data :

Public-key Encrypted Storage
only Analyst has key;
no one else (including BU)
i can read the content of this data

https://rwc.iacr.org/2019/slides/lucy.pdf
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Expectations from Society
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JST-CREST [Artificial Intelligence]
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Goal: Social Implementation of |

| outline

- 1 1 It is widely considered to apply advanced artificial intelligence technelogies to big data which are
rI Va Cy- p re S e rVI n g a a a n a y I CS collected from IoT and other advanced information systems, but at the same time, exposure of sensitive
data is a serious concern. In this research, based on the privacy-preserving data processing
technologies from the small phase of this CREST project, we develop engines for universal server-aided

L] L]
VI a I n d u St ry) secure computation and privacy-preserving machine leaming. Furthermore, we aim to deploy these

engines in society via industries which participate in our project.

Acceleration phase (2019.4-)
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Easy-to-use and practical tools for implementing various types of applications
of privacy-preserving data analytics.
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Example application: Privacy-preserving SQL-like DB operations



Demonstration: Privacy-preserving SQL-like DB operations
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Why deep Ieaming
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