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Privacy-Preserving Visual Learning with Doubly-Permuted Homomorphic Encryption
Ryo Yonetani, Vishnu Naresh Boddeti, Kris M. Kitani, and Yoichi Sato, International Conference on Computer Vision (ICCV), 2017

Introduction: Distributed Supervised Learning

1. Aggregator distributes classifier weight w
2. Users update w using own data and send w® back to the aggregator
3. Aggregator computes w,,,, = %ZLWU) and distributes it again

Users Aggregator

Whew
R @h'w =

Homomorphic Encryption for Distributed Learning
Using Paillier cryptosystem [Paillier, ‘99] for secure aggregation of classifiers

Encryption (pub-keyn = pg,g =n + 1) Computing sum over encrypted data:
1 is a random variable generated for each encryption E(x)E(y) _ g,ﬁy (Txry)n mod n? = Ex+ y)

E(x+y)

Decryption (priv-key p, q)

E(x) cannot be inverted to x without both p and q

Homomorphically-encrypted distributed learning protocol

1. Key generator issues and distributes a pub key to all parties

2. Users encrypt w® and send E(W(‘)) to the aggregator

3. Aggregator computes E(X;w?) = [, E(w®) and sends it to
the key generator for decrypting E()]L (”) to obtain }; w®

Users Key generator Users Aggregator Aggregator  Key generator "

% % E(w) TEW)
Z(wf’))

Pros: w,,,, = Z, W(l) can be computed without knowmg each plain w®

Cons: Encrypt\on time (e. g 10 mi
« s

Proposed: Doubly-Permuted Homomorphic Encryption (DPHE)

A new homomorphic encryption scheme for sparse high-dimensional data

Inout: sparse N dim cata =] <> BRI Ercoypted non-zero weights £(v0)
® (o] + ] Shuffled non-zero indices Q9 (K ®
0 Y R v s -

90% sparse classifier EE KT’ “n o® (K(i)) =pWOpg®
= 10x faster encryption! EE n
T“T nn o® (L’(wm)) can be reconstructed

at the aggregator side

Two permutation matrices for encrypting non-zero indices
P®: shared between user U®) and the aggregator | P: shared between all users but the aggregator

User UM ———— > Aggregator Unable to identify K% Computing encrypted sum:

WIPOR (k) = pOpg D) (w/ PD, @) due to the lack of P {see our paper for the detaf]
N PE(w®) = (P0) 0 (E(w®))
RN @) i i @)
Interception " User(zl)l Unable to identify I(w (Z Wu)) HPE(W(.J)
(/P ) due to the lack of P

Experiments

Implementation details
Classifier was updated via SGD with the elastic net regularization
Feature were extracted from pre-trained deep nets (e.g., ResNet trained on ImageNet)
Performance evaluation
DHPE performed comparably to SoTA methods (HZRS14, ZF13, LLWT15) while preserving privacy and
outperformed existing privacy-preserving methods (PRR10, RA12)

3 Methods Caltech101 Caltech256 Privacy Encryption time

© Sparsi Accurac Time (sec]
5 HZRS14 93405 N/A NO 0.01 89.7 620
s 95.6 88.2 62
e 7F13 85.4+0.4 72.6+0.1 NO

S g

53 PRR10 416+12 55.9%0.5 YES

= Number of users

@ RA12 83.8=1.1 68.0%0.3 YES # Users Accuracy

3 10 389

DPHE (Ours) 89.3+0.8 74.7 0.4 YES 100 85.6




