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TWISC Project 

 NSC to foster information security status, initiates the 
TaiWan Information Security Center (TWISC) in 
April 2005. 

 Objectives:  
 Boost information security research and activities 
 Promote public awareness  
 Foster partnership among government, academic and industry 
 Seek international collaborations to build a ubiquitous secure 

community. 

 Established three affiliated regional centers in 
universities:  
 TWISC@NTUST  

 TWISC@NCTU 

 TWISC@NCKU 
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TWISC@NCKU MISSION 
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Develop technologies for network threats 

detection including malware behavior, botnet 

detection, fast-flux detection, etc. 

Implement defense systems to  counterattack 

network threats 

Design an integrated network attack and 

defense platform to reproduce attack 

scenarios.   

Collect and provide datasets for supporting 

advanced research and skills training.  



TWISC@NCKU’s Research 
Teams  

 TaiWan Information Security Center at 
National Cheng-Kung University 
 Prof. Chu-Sing Yang (NCKU) 

 Prof. Hui-Tang Lin (NCKU) 

 Prof. Jung-Shian Li (NCKU) 

 Prof. Jinn-Shing Cheng (NKFUST) 

 Prof. Chia-Mei Chen (NSYSU) 

 Prof. Han-Wei Hsiao (NUK） 

 Prof. Ping Wang (KSU) 

 Prof. Tung-Ming Koo (Yuntech) 

 Prof. Bo-Chao Cheng (CCU) 
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Testbed@TWISC 

 The testbed is a platform: 
 Provide a simple web interface for user to request 

resources to create experimental topologies  

 Build network security and large distributed 
application experiments 
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Requirements of Testbed 
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Closed environment for 
security testing 
Each experiment is 
exclusive from others.  
 

Real machine 
Not simulation, 
not vm. 

Capable of recording 
experimental info 
 
Reusable images can be 
designed and 
customized 

Easy to design different 

topology for testing 

Own root 
control 
privilege of 
experimental 
resources 
 
Various 
software  
can be 
 installed 
according to 
the 
requirement of 
users. 
 

Testbed 

Scalable  Recordable 

Controllable 
Real 

Sandbox 

Isolated 
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Apr 2008 

Jul 2007 

Jan 2006 
16 Nodes  Testbed 

Got authorized Emulab software 

  82 nodes 

extending 

123 nodes extending 

Jul 2005 

82 nodes 

123 nodes 

Dec 2008 
 

 

155  Nodes extending 

16 nodes 

155nodes 

Mar 2010 
198 nodes extending 

Testbed@TWISC Milestone 

206-220 nodes extending 
Sep 2010 ~ 

Attack & Defense Platform Sep 2011 



Testbed@TWISC - 220 Nodes 
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How to do Experiments in 
Testbed@TWISC 

Centralized computing 

resource to support users 

Draw the network topology 

and OS of each computer 

(node). Then, configure all 

nodes automatically.  

 

Users can remotely access 

nodes to do experiments 
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Taiwan Emulab Testbed 
http://testbed.ncku.edu.tw/ 
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Attack & Defense Platform 

 Operating environment and network service 
infrastructure 

 Users can deploy an environment of attack and defense 
rapidly.   

 Create an isolate network for security issues.  

 Knowledge database and tools/library 
 A knowledge base for basic operation (e.g., Internet attack 

methods ) 

 Necessary attack/defense mechanisms and tools. 

 Attack/defense methodology and scenario 
 Scenario, attack/defense mechanism, background traffic, 

network topology, measurements and metrics 

 Use templates which is generated by platform or user. 

 



Architecture of Attacker and Defender 

Testbed Env. 

VPN Tunnel 



Attack and Defense Platform 

Exploits and Security Tools 

Attack & Defense Scenarios Design O.S. Environment Images 

Web Interfaces for configuration 



Attack and Defense Platform  
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Scenario 

Hacker

Server Farm

FireWall

InSide

Inside Threat

User
User

Attack Side

Defense Side

Malicious
WebSite

Create the nodes and networks 

topology on Testbed@NCKU. 
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Attack and Defense Platform  

Exploit / Attack / Defense Tools Database 

Collection Source: 

http://www.securiteam.com/ 

http://www.packetstormsecurity.org/ 

http://www.exploit-db.com/  … etc. 

Staff access only, Type: 

• Remote/Local exploits 

• Web Application 

• DoS/Poc 

• Shell Code 

• Attack Tools 

• Defense Tools 

• White Paper 

Attack & Defense Tools 

http://www.securiteam.com/
http://www.packetstormsecurity.org/
http://www.exploit-db.com/
http://www.exploit-db.com/
http://www.exploit-db.com/


Attack Scenario  -  

Botnet Combine with MS12-043 

10.10.102.1 

10.10.104.1 
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Zeus Botnet C&C Interface 
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Defense Scenario  

Firewall ACL 

Server ACL 

Update & Patch 

System Monitor 

Network Manage 

NIDS/NIPS 
HIDS/HIPS 

NIDS/NIPS 



Zeus Botnet Detection Rules 
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Snort Rules 

Snort official Rules 

Border Firewall 

Prevention  Rules 
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Future: Offensive-Defensive Cloud 
(Platform as a Service) 

 Attack & Defense 
Database 

 Fast, Customized 
Attack & Defense 
Scenario 

 PaaS 
- Offensive & Defensive 

Scene Design 
- Security testing for 

new Device 
 Develop New Threat 

Solution 
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Fighting Malware & Botnets –
Introduction 

 Develop a systematic approach to fight 
malwares and botnets including three 
workflows.  
 Data Collection:  Use honeypots 

technologies to collect malwares and 
botnet events.  

 Threats Detection:  Develop detection and 
analysis methods on threats recognition.    

 Defense Countermeasure:  Implement 
threats signatures on defense systems for 
eliminating botnets.  



Workflow on Fighting Malware and 
Botnet 



Network Threats Detection: 

 Data Collection - Bashpot 

 Bashpot is a high-interaction honeypot to 
collect bash attack events on Linux System. 
 Designed to log brute force attacks 

 Record entire shell interaction performed by attackers. 

 Commands whitelist protects real file systems 
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Commands 
Whitelist 

Protection 

Honeypot 
Events 

Bash on Linux 

Attacking 

Behavior 
Recordin

g 



Network Threats Detection: 

 Data Collection – Bashpot (Cont.) 
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Record Complete shell 

interaction performed by 

attackers 

Attacker logs into 
bashpot and download 
malwares 



Network Threats Detection: Data Collection   

Crawling & Sharing Information  
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HoneyCloudingPots on NFUST 

Data Publish-Subscribe sharing 

from The Honeynet Project 

(47 countries publish data to 

hpfeeds) 

Botnet Events 

Malware Samples 

Honeynet Logs 

Use Splunk to index and 

store all data 



Network Threats Detection: 

Malware Behavior Analysis  

 MELBED: Automated dynamic malware Behavior Analysis 
at real machines on Testbed@TWISC  

 Improved Cuckoo: Improve malware behavior signature 
summary based on Cuckoo Sandbox.  Behavior signature 
summary can increase  
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Network Threats Detection: 

Adaptive Fast-Flux Detection 

 Development of adaptive malicious domain 

detection technology can be quickly changed for 

different types of malicious Mobility domain (Fast-

Flux) for detection and tracking 

 Proposed to improve the existing Fast-Flux 

technology to detect delay  

 Traditionally, each of a FAST-Flux Detection consuming more 

than 5 minutes 
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Network Threats Detection: 

Adaptive Fast-Flux Detection (Cont.) 
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IP Extractor
Domain Name FFSN Detection 

Engine 

ASN Query 
Module

SD-RTT 
Module 

E-DPN 
Module

Weight-
Optimization 

Module Modules: 
• IP Extractor 
• ASN Feature Query Module 
• E-DPN Feature Module 
• SD-RTT Estimation Module 

 



Network Threats Detection: 

Adaptive Fast-Flux Detection (Cont.) 
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We don’t have to wait too long to get 
fast-flux detection results 



Network Threats Detection: 

Ontology Analysis on Botnet Traffic 

 In order to find out more relevance between known botnet flow, 
we use ontology to present relationship of botnet flows and 
inherent potential bots communication. 
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Ontology Analysis 

Rule Inherent 



Network Threats Detection: 

Measuring the Scale of P2P Botnet 

 Estimate P2P botnet for 

the DHT network 

architecture 

 Using Capture-

Recapture Method to 

estimate botnet size 

 Experimental 

environment  on 

Testbed@NCKU 
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P2P Botnet

testbed

Peer list收集模組



Network Threats Detection: 

Measuring the scale of P2P botnet (Cont.) 

 Peer list collection module 

 Compose by Peer list collection nodes 

 Collect information from nodes  

 Peer list analysis module 

 Analyze information from nodes  

 Calculate the duplicate nodes 

 Mark captured nodes 

 Estimate size module 

 Parameters from the the Peer list analysis module   

    use the proportion of node capture - recapture to      

    estimate the size of the entire P2P Botnet 
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Peer list收集模組

Peer list 收集節點 Peer list 收集節點 Peer list 收集節點

Peer list分析模組

規模估計模組



Network Threats Detection: 

Measuring the scale of P2P botnet 
(Cont.) 

 Research Results: 
 The figure can be found in 

the the ninth capture - 
recapture estimated 
quantity is gradually was 
gently growth 
phenomenon. 

 In this study, can indeed 
reduce to observe the 
Botnet the time, can 
quickly determine the 
number of infections.。 
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Defense Countermeasure: 

DPI System for Blocking Botnet 

 Build a Deep Packet Inspection (DPI) system based on 
Netfilter for detecting malicious  threats including 
Botnet flow and Phishing website.  

 Detect malicious traffic by multi-pattern matching and 
tracking connections for monitoring and statistical 
analysis 
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Offline Mode 

LAN

Core switch

Internet

DPI system

Inline Mode 



Netfilter Native Hook 



DPI system 



System Architecture of DPI System 



Defense Countermeasure: 

DPI System for Blocking Botnet (Cont.) 

 Mixed Matching Strategies:  
 Zero offset patterns 

 Match the payload starting from the beginning using ‘memcmp’.  

 Return at most one result. 

 Fixed offset patterns 
 Match the payload starting from a fixed position using ‘memcmp’. 

 Return at least one result. 

 Variable offset patterns 
 Match the payload starting from a variable position using ‘memcmp’. 

 Return at least one result. 

 Arithmetic patterns 
 Some data in a packet are computed to decide to which application it 

belongs. 
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Defense Countermeasure: 

DPI System for Blocking Botnet (Cont.) 

 Traffic Classification Flow Chart 
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Defense Countermeasure: 

DPI System for Blocking Botnet (Cont.) 
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The Reports of phishing site connection  The Reports of Botnet Flow  



Defense Countermeasure: 

Digital Antidote for Botnets 

 Developed Antidote for Botnet 
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Evidence Preservation 

Encrypted the evidence and sent 
back to manager thru e-mail.  

System automatically update 
the latest signatures after 
analyzed and filtered the 
infectious events of botnet.  



Defense Countermeasure: 

Digital Antidote for Botnets (Cont.) 
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Antidote deployment 

Automatic sents the latest version 

to renew whenever detected the 

expired ones 

Virus statistics:  

Manager lists the detailed 

information regarding the 

zombies 
 



Knowledge Base 
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A database to collect and 

share  

• botnet events  

• C&C lists 

• malware samples 

• fast-flux detection 

• phishing site 

• sandbox report  

• statistics 



Knowledge Base:  

Attack Community Graph 
 

 A large amount of honeypot logs from Hpfeeds 
result in difficulties in data analysis and 
interpretation. 

 This project is supported by Google Summer of 
Code 2012.  

 Construct attack graph from multi-sources to provide a 
comprehensive attack scenario. 

 “Show whole picture and tell the story” 

 Attack scenario、attack structure、and the relationship 
between attack events 
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Knowledge Base:  

Attack Community Graph 

 Automated extract botnet C&C domains to do fast-flux detection 
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Malicious hostname and resolved IPs (fast-fluxing IPs) 



Attack Community Graph 
 Collect malware samples from multi-source Honeypot logs 

 Use sandbox to obtain malicious hostnames (C&C ) 

 Apply fast-flux detection to obtain corresponding IP’s 



Knowledge Base:  

 Attack Community Graph 

 It is easy to find current active C&C domain, estimate the 
scale of C&C domain using by malwares 

Lots of malwares connected 

to died malicious hostname  
Malicious hostnames sharing 

on two malware samples 



Knowledge Base:  

Attack Community Graph 

 This graph is to display the Interlinks from landing 
site, hopping site to malware downloading 

 Green: Landing Site (Malicious URL) 

Pink: Hopping Site (Exploit Code) 

Blue: Malware Downloading (Drive-by-Download) 



Future Works 

 We had built a Testbed@TWISC with 
220 real machines 

 Now, we design and implement a 
Testbed with virtual machine 

 Using ORCA as an interface for user to 
request resources 

 Real machines & Virtual machine 

 Support LAN extension technics 
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Attack Community Graph 

 This graph can help us find the different structure of 
malicious sites. 

Single Landing site, 

complicated hopping 

interlinks to malware 

downloading  

Complicated interlinks on hopping sites 

and landing sites. 

Which node should be taken down 

first???? 

Landing site 

Hopping site 

Malware 

download 



Thank you for your attention ! 
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