.G—T- '., Cvdy =) rom = ' ."'- > 34 -“.h
ﬂ ,' ﬁ 4 ) ITEA LS SR A5~ M W
FRER W s o8

Jepan Science and Techrology Agency

Clock Skew Based Client Device

Identification in Cloud Environments
Wei-Chung Teng

Dept. of Computer Science & Info. Eng.

National Taiwan University of Sci. & Tech.




CLOUD SERVICE DEFENSE-IN-DEPTH

SECURITY TECHNOLOGY RESEARCH AND
DEVELOPMENT




Bl i EE AR

Jepan Science and Techrology Agency

Project Structure
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| Project Organization

‘ Cloud Service Defense-in-depth Security Technology T‘

2. The Study of
Software Testing in

1. Anomaly Detection

3. Cloud service security
Based on Could Clients |

event analysis
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=

Cloud Service

Cloud service weakness
analysis and detection

Large scale cloud service
penetration test

Cloud service feedback
oriented detection
techniques

Behavior Profiling

7

Anonymous user behavior
profiling and prediction

Data mining based analysis
platform

Online anonymous behavior
detection mechanism

Cloud malicious web
application detection

Cloud malicious service
scene and event analysis

Key technology of infrastructure security, data security,
identification and access control

\.

Sequence extraction and
behavior similarity analysis

J

] [Secured application example

4. Cloud application service communication security and infrastructure

protection
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Key Features

®Image-based authentication & re-authentication
©Protect users from automatic programming attack

©Protect users from account hi-jacking with user behavior anomaly
detection

@®User behavior anomaly detection
©System usage continuously monitoring for both hypervisor & VMs
@ Collect process-level information for build user profiles
©Detect anomalous behaviors which differ from user profiles
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Key Features (cont.)

@®Fast-flux detection
@ Detect fast-flux URLs from all the http requests in the cloud
@ Protect cloud users from phishing & malware delivery attacks
@®Malicious Software Analysis

© Automatically build sandbox in hypervisor for analyzing software
uploaded in the cloud

@ Protect cloud users from downloading malware

©®Prevent abusing cloud service as a malware spreading platform
© Graphic based security event correlation analysis

@ Collect security events from different sensors in the cloud

© Automatically generate correlation graphs for analyzing
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System Framework

-

Web Event Monitor Cloud Security Event
Analysis Engine

N - i
Sub-proxct 2 :

Web Apps Analysis Engine

Cloud Software Analysis
Engine

Hyperviser Embedded
Trace logger

Svystem Trace Securnty Events
Analysis Module )B

‘_‘_‘_‘_‘_‘_ﬂ

User Behavior Analysis
Engine
Process Level
Performance logger

Identity Provider '

Authenucation
Scr'. cr

Access
Module
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Why client device Identification?

Personal devices of private

use cloud services
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* Every client device has a clock (crystal oscillator), and

Quartz crystal in every device works in slightly

different frequency.

¢ Clock skew is stable under normal temperature.

¢ Basically, every clock skew measured remotely differs

with others af

- 106 second precision. (Kohno, 2005)

@ It is easy to a!
target device
time.

ter clock skew, but hard to fake one if the
change its time sync period fromyt;
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Why Using Clock Skew as Iden’uty?

¢ Clock skew is the relative speed of time passing, and

both source and target device

can be affected by

temperature, but servers inside cloud are always

maintained at stable temperature.

¢ Clock skews are measured in

background, so users are

unaware of the two-factor aut

nentication going on.

¢ legal users don’t bother to pass the 2nd factor auth.
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Let C.(t) be the time reported by the

clock of device x. Let C. and C; be the
clocks of client and server respectively. Client

Offset: The difference between the time
reported by C. and Cs.

Frequency: The rate at which the clock

ticks. The frequency of C. at time t is C.' o
(8). o=

Skew (0): The difference in the

frequencies of two clocks, e.g., the skew  t2°
of C. relative to Cs at time t is 0(t) = C//(#)

- Cs’(t).
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Measured Offsets vs. Clock Skews

The value of offset -15.55
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Flowchart of clock skew based host
identification svstem

Clients key in
username & password

1 .Register device Check if the client has

a registered device

¢ Login procedure

2.Clock skew measurement

Collecting time information and
estimating clock skew

3.pass verification or call other
methOd “ 1 skew difference

< threshold Check if the client can

pass other verification

Pass : ;
E R Register the client ,
PetiGoNoR - device or not p
and login

Calculate the Login
clock skew of
the device, then
additto
registered list
DB

v

Login
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Scenario of time information collection

. Cloud storage service
U

atabase »

¢ collected info.
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¢ client time

¢ gerver time
¢ TP address

application Client devices
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Challenges and Tools

¢ Problems when I want a quick-n-dirty skew

¢ spikes: temporary high offsets due to e.g. network congestion
¢ outliers: happens occasional (network congestion, time sync etc)

¢ jump points: change base station during mobile communication
Sess10Ns

* Methods

¢ Linear regression

Sliding-Windows Skew with Lower-Bound Filter

Accumulated Sliding-Windows Skew with Lower-Bound Fi \%’rgr\

¢ Quick Piecewise Minimum Algorithm

& ]ump pomt detectlon
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Accumulated Skew

¢ For accumulated skew, while packets sent from the
client are received by the server, the server computes
the estimated skew immediately. The estimated skew
can be represented as LR(Nj1;), while receiving ith

request from the client.

¥

Accunulated Skew
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Skew with Shdmg—Wmdows

¢ A sliding-windows
computation that only
sampling part of the data
set can prevent the effect
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fluctuated data.

(b) Skew with Sliding-Windows

¢ For sampling windows —

with size w, the sliding-
windows skew LR(N;; )
must satisty ] —1=w.
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* To disassemble the effect
caused by outliers, the
most effective method is
to filter them out.

Sliding=Hindows Skew with Lower-Bound Filter

¢ The local minimum
offset is picked for every
m packets in each sliding

window w.

¢ the amount of sampling
data for skew estimation is

reduced to | w/m|.

\(‘\{J\V“)ﬂ -___-J\“\& -J\(‘\{L\“){T -\,\"\{‘\ﬂﬁ -J\c’\g\
= = \% =Y~ =~ =
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Lower-Bound Filter

¢ Since the local minimum ot St e e toner s it
offset is useful to find the |
lower-bound skew, we
further calculate the
accumulated skews with
these local minimum
dataset. (@) Accumulated Sliding- Windows Skew with Lower-Bound Filter
¢ We find that this method can
both reduce the effect of
huge network delay and
calculate an approximate
skew rapldly Wlthm 20
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Jump point detection & handling

¢ A jump point of
offset occurs if the . Distribution of offset with a jump point.
client is performing
time synchronization
with a time server or
roaming between
different network
providers.

Offset( second)

.
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Jump point detection algorithm

1) Pick the local minimum offsets for every p packets.

2) Compute the diff between every pairs of contiguous
local minimum offsets.

3) Following detection process 1s divided into two classes:

a) If derived diffs are all positive or all negative:
o Denote the median of derived diffs as Med(diff).
o If there exists a diff that diff > k - Med(diff), a
jump point exists inside these p packets.
b) If only part of derived diffs are positive:
« If positive diffs are followed by one negative diff
at z, this z 1s the jump point.
« Similarly, negative diffs followed by one positive
diff 1s processed vice versa.
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EXPERIMENT RESULTS
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Network type  Skew estimation  Packets I[P amount

LAN -21.91 ppm 1001
-23.24 ppm 207
-22.74 ppm 13322

-21.48 ppm 5837
-21.08 ppm to -23.71 ppm. 21,08 ppm 1400

However, skews of the same -23.24 ppm 951

network type differ no more than -23.71 ppm 1027

1.31 ppm. -21.79 ppm 9810
-23.06 ppm 1470

Notice that skews of virtual -22.53 ppm 15007

machine change every time the -23.22 ppm 12922
-22.88 ppm 24120

-113.19 ppm 868
-114.22 ppm 1001
-6.40 ppm 1001
-6.83 ppm 890

¢ The estimated skews vary from
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virtual machine reboots.
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Conclusions

¢ A web based skew measuring system and related
technologies are introduced. Even the precision of
timestamp is millisecond, limited by Javascript, the
estimated clock skew is able to reach microsecond
precision after at least 1000 seconds.

¢ According to experiment results, clock skew is a potential
candidate that can be used alongside with other

properties to serve as fingerprints of physical devices.
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* skew estimation should be able to improvedﬁffther H VA

linear programming method and/or with more £ oise R
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