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New Generation Networking and its testbed

SDN

How does it help to improve cloud?
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JGN-X Network infrastructure Overview
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What is the StarBED (*BED)?

* It's an Internet/Ubiquitous

System Emulator/Simulator

* Re-configurable cluster supporting
various user requirements
* Large scale

« over 1000 PCs

Shinsuke Miwa



Concept of StarBED

» Verification using Accurate Emulation

* Verify Actual Running-Codes as in Operate, in Wall-Clock
« PC, Embedded System, ...etc.

* Large Emulation Capacity
* PC level: 1000 Physical nodes (over 10K using VM)
* Micro-sensor level: over I million nodes

» Configurable Network topology
* Flexible L2 topology configuration using Redundant network switches and VLAN
* L3 Routing emulations
» PC-based routers
* Installation of commercial routers at plug-in points

* External connectivity
« External connectivities are available for both:
« Control Path/Simulation Data Path

« Connection to:
* JGN-X (I0GbE), JAIST (10GbE), and WIDE Project (10GbE)

NICD Shinsuke Miwa
-



New Generation
Network Technology

® NetworkVirtualization

® Programability on Network

® |D/Locator Separation
® Contents Oriented Network
® |[n Network Processing

® Optical Networking

® Wireless Networking SDN=
Software Defined Network




Software Defined
Network




Software Defined
Network




Software Defined
Network

® Vnode/Corelab

Fane ® Openflow

e NSI




path aggrigation for
maintenance




SDN makes network
design easy

® SDN gives you
® programability of network design
® central control of all network device
® network virtualization
® Network Operation and configuration becomes centralized.
® Effective sharing of resources brings reduction of CAPEX&OPEX.
® Advanced network control such as
® path aggregation for maintenance

® selective use of network appliance

® dynamic path addition for scale out




Our challenge

® |s SDN possible in wide area

® Technology




RISE: OpenFlow/SDN Testbed
* A large-scale OpenFlow/SDN testbed on JGN-X

—for researchers, students, engineers, operators, ...

e Challenges

—|nitially, demonstration of wide-area deployment of
OpenFlow technology (since 2009)
* Design of under-lay network architecture (tunneling)
* Know-hows in shooting OpenFlow network troubles

—Now, development of OpenFlow testbed with ...
* User isolation that allows user-defined controllers

* Interconnection of various testbed facilities such as network
emulator, wireless/optical network testbed, cloud infrastructure, ...



N RISE infrastructure (v1.0)
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Interop Tokyo 2012 Demonstration

Malicious Traffic
comes in

Sampling
Detector
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Demonstration Scenario:

*Malicious traffic comes
in, and sampling detector
finds suspicious traffic
flow

*Detector sends alert to
RISE OpenFlow Controller

*RISE Controller copies
suspicious flow to DPI
machine

*RISE Controller drops the
flow



Virtual Cluster A

Virtual Cluster B
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DEMONSTRATIONS @ SC12



Towards global OpenFlow testbed

T o

it <Winter-connection among

OpenFlow testbeds

— RISE, OFELIA (EU), NDDI(US), and
some Asian countries.

* With OFELIA, starting from using
each other’s OF testbed by
OpenVPN

e With NDDI, RISE will inter-connect
Demonstration at SC12  utilizing OESS

RISE Controller } Inter Domain %ntroller }
Control Protocol

.

)
/

Korea
(Sapporo snow fes.)

singapore jN

g

L/

Interconnect with RISE controller and IDC
controller using IDC protocol. And transport
video stream from Japan to the venue.

14 Nov. 2012 5C2012 19



Integration of NSI and OpenFlow

Application (Flow) based inter-domain route selection is demonstrated by Integrate OGF
NSI, OpenFlow and PerfSONAR functions to realize multi-domain SDN.

Automatic path selection based on PerfSONAR performance measurement.

Run three applications (A-GOLE, SDN, Cloud IMS) at the same time.

Update Web services interface to NSI Connection Service v2.

Introduce NSI Disocvery Service v1 to publish supported services.

NICT NSI Demo-1 in SC12 Future plan
Long Distance Video Application Transfer over * NSI production service slate
NSI and OpenFlow Integrated Network .
penr gl ,795? to start in JGN-X for
L TR e N provisioning inter-domain

o 3 She A ST i ‘."’._Network Services Interface i <
NRM - Network Services Interface */NRM el S NRM

o ”
=F V3
enFlo S
A ontroller L

transport link.
e Connection and performance
verification of dynamic
...... g % provisioned network.
_avenon :  Establishment of NSI and
SDN integration technology.
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Cloud-based IMS

Research and Development of Realizing Disaster Tolerance and Electric Power Saving
based on Cloudizing Telecommunication Networkt

Procedure of Call Session Restoration and Continuity

Realize operational optimization over total network system by
in case of disaster and failure

collaboration with flow-based transport and Service Control

* Realize “IP agnostic” SIP session control by mapping of SIP
session and OpenFlow controllable flow

Data Center : Tokyo, Osaka IMS Monitor &
[Dynamic re-co.nfiguration] Even if the CSCFs* which are N verlo Control System |
processing sessions move to servers in another data center, Session Son

their sessions can be also moved to those servers by the :EEEB%&IQBJ} i

route control of Open Flow =
[High Reliability] Sessions being processed at a damaged
server by disaster or failure are moved to another data
center without any interruption

[Electric Power Saving] Improvement of operational Rgpert Session
efficiency by consolidating sessions on several servers nfgrmation
during off-peak times

* CSCF (Call Session Control Function): Function of control a call(SIP) session in IMS

€ Opensiow “

Session

Information

Switching csc{ ( . , O

SIP SessiofF 5~ o IMS Monitor & I
Control'System

: ‘
L L \ Mapping of SIP URI
aansssst tesnnsiil to fields which . ] ) o )

» | handl
OpenFlol o Openklow OpenFlow can handle @ Back up session information efficiently during a call

Network < Controller T @ Restore session information on servers in cloud environment
@ Update routes between terminals and servers at once

Session Session
Infnrma’rinn

Infnrmaﬁnn

Tt This system is developed by the national project entitled with the “research and development toward the construction of advanced green cloud platform”
funded by the Ministry of Internal Affairs and Communications

14 Nov. 2012 SC2012 KDDI 21



Collaborating with TWAREN
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Planning to connect each
SDN/OpenFlow testbed
through US academic
networks.

(As of Nov.2012 : Connected
via StarLight / PacificWave
with L2 path)




Smart X = Cyber Physical System
® |oT (Internet of Things)
® billions of data sources, large scale data
® mobility, charn

® feature as a group or a set

a new form of security and privacy




Ongoing research project:
Platform for the real-world analysis

The aim of the project is to provide a platform for real-world analysis using various data
sources such as sensors, contents of the social network services, etc.

Smart

Logistics Observations

Environmental

Marketing Monitoring

Disasters

nalyze status /
phenomenon in the real—
o

world
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Global Testbed is the field

Thank you

Presented version is here!
https://sites.google.com/site/sshimojo/talks




