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Strategic International Collaborative Research Program (SICORP)
EIG CONCERT-Japan Joint Research Program
Executive Summary of Final Report

1. Projecttitle : Formal Analysis and Verification of Post-Quantum Cryptographic Protocols

2. Research period : April 2021 ~ March 2024

3. Main participants :

Japan-side
Name Title Affiliation Role in the
research
project
Pl Kazuhiro Ogata Professor | Japan Advanced All aspects of
Institute of Science the research by
and Technology Japan-side
Collaborator Canh Minh Do Assistant | Japan Advanced Tool
Professor | Institute of Science development &
and Technology case studies
Collaborator Duong Dinh Tran | Postdoc | Japan Advanced Tool
Institute of Science development &
and Technology case studies
Collaborator | Thet Way Mon Student Japan Advanced Case studies

Institute of Science
and Technology

Total number of participants throughout the research period: 4
Partner (Spain, France, Turkey) -side
Name Title Affiliation Role in the
research
project
Pl Santiago Professor | Technical University | All aspects of
Escobar of Valencia the research in
the joint project
Co-PI Sedat Akleylek Associate | Ondokuz Mayis Investigation of
Professor | University post-quantum
cryptography
Co-PI Ayoub Otmani Professor | University of Rouen Investigation of
Normandie post-quantum
cryptography
Collaborator Victor Garcia Student Technical University | Case studies
of Valencia
Collaborator Kubra Seyhan Student Ondokuz Mayis Investigation of
University post-quantum

cryptography

Total number of participants throughout the research period:

5

4. Summary of the international joint research

When practical-scale quantum computers (QCs) emerge, almost all current public-key
cryptosystems (PKCs) will no longer be able to be used securely. This is due to Shor's
algorithm. NIST estimates that there is a 50% chance that RSA-2048 will be broken by 2031.
Although several years remain, there is a known attack that harvests ciphertexts now and
decrypts them later, and to minimize its impact, it is necessary to develop PKCs (PQ-PKCs)
that are resistant to QCs ASAP, and NIST has been standardizing PQ-PKCs. In this
research, to comprehend PQ-PKCs, we first formally specified in Maude some PQ-PKCs,
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such as Kyber and Saber, and reconfirmed with model checking that they are subject to
man-in-the-middle attacks. We next used Maude-NPA and CafeOBJ to formally specify
guantum-resistant upper-level security protocols, such as Transport Layer Security (TLS)
and Secure Shell (SSH), which use both PQ-PKCs and conventional PKCs, and formally
verified that they enjoy desired properties. In the formal verification of PQ SSH, we found
that it does not enjoy authentication properties, proposed a revised version of PQ SSH, and
formally verified that the revised version enjoys authentication properties as well as all
desired properties. We then came up with a methodology with which PQ security protocols
can be formally specified and verified. We have also parallelized Maude-NPA to speed it up,
and developed a tool called IPSG that almost automates the formal verification technique
called the proof score method in CafeOBJ. Maude and CafeOBJ are algebraic specification
languages and sibling languages, and Maude-NPA is a protocol analysis and verification
tool developed by extending Maude.

5. Outcomes of the international joint research
5-1 Scientific outputs and implemented activities of the joint research

The Japan side and the EU side (Spain), together with the EU sides (Turkey and France),
formally specified in Maude some post-quantum (PQ) public-key cryptosystems, such as
Kyber and Saber, and reconfirmed with model checking that they are subject to
man-in-the-middle attacks. Maude-NPA is an extension of Maude to formally verify security
protocols. One weakness is to take time to formally verify large protocols. To mitigate it,
Maude-NPA has been parallelized. The Japan side and the EU side (Spain) also formally
specified in CafeOBJ PQ SSH and TLS in which both PQ key exchange mechanisms and
classical key-exchange ones are used, and formally verified with the proof score method in
CafeOBJ that they enjoy desired properties. The formal verification used a tool called IPSG
(developed within this research), which automates the proof score method except for lemma
conjecture. In the formal verification of PQ SSH, it was fund that PQ SSH does not enjoy
authentication properties. PQ SSH was revised. The formal verification was successfully
carried out, showing that the revised version enjoys authentication properties as well as all
other security properties with IPSG and CafeOBJ.

5-2 Synergistic effects of the joint research

The research was successful because two cryptographic experts from Turkey and France
and two formal methods experts from Japan and Spain played their own roles. It might be
possible to form a similar research team within Japan. Because there is a big difference
between the number of researchers in Japan and the one of those in the world, however,
research will be much more likely to be successful if researchers from all over the world with
a shared goal form a team to conduct the research.

5-3 Scientific, industrial or societal impacts/effects of the outputs

Canh Minh Do, a research participant on the Japan side, was a doctoral student at the
start of this research. He took a doctoral degree in Information Science from JAIST, worked
as a postdoc researcher for the research, and finally became an assistant professor of
JAIST during the research period. JAIST and Technical University of Valencia are
world-class centers for formal analysis and verification of security protocols. Both
universities will be able to aim for greater heights in this field by working hard together.
Therefore, we hope to continue our collaboration with Santiago Escobar and our exchange
with the Technical University of Valencia from a JAIST point of view, and will also propose
new international joint research projects.
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