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Strategic International Collaborative Research Program (SICORP)
EIG CONCERT-Japan Joint Research Program
Executive Summary of Final Report

1. Project title : Organically Resilient and Secure Wireless Networks for Next-Generation 10T
Technologies to Serve Future Connected Societies
2. Research period : April 2021 ~ March 2024

3. Main participants :

Japan-side
Name Title Affiliation Role in the
research project
Pl Koji ISHIBASHI Professor The University of Distributed
Electro-Communications | secure wireless
architecture
design
Co-PI Naoki ISHIKAWA | Associate Yokohama National Secure signal
Professor University processing
design
Co-PI Koya SATO Assistant The University of Distributed
Professor Electro-Communications | machine
learning design
Total number of participants throughout the research period: 16
Partner (Germany, Spain, Turkey) -side
Name Title Affiliation Role in the
research project
Pl Giuseppe T. F. de | Professor Constructor University | Signal
Abreu Bremen - School of processing
Computer Science & | design
Engineering
Co-PI Luis Hernandez Scientific State Agency Spanish | Cryptanalysis
Encinas Researcher | National Research and trade-off
Council - Institute of analysis
Physical and
Information
Technologies (ITEFI)
Co-PI Kaya Demir Senior TUBITAK - BILGEM Post-Quantum
Researcher and Lightweight
Cryptography
Total number of participants throughout the research period: 13

4. Summary of the international joint research

In the next-generation 10T, a large number of mobile devices communicate each other,
enhancing the quality of life. However, the future development of quantum computing poses
a threat to current security technologies, necessitating novel security approaches. This
international collaborative research aimed to propose a next-generation loT technology
platform that combines three technological aspects: post-quantum cryptography, physical
layer security, and security maintained with distributed protocols.

The Japanese team, comprising the University of Electro-Communications and
Yokohama National University, contributed mainly to physical layer design and protocols
based on their expertise in wireless communications. The European researchers included a
Spanish team specializing in post-quantum cryptography and security analysis, a Turkish
team focusing on hardware implementation and analysis, and a German team directing this
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collaboration covering both wireless and security areas.

5. Outcomes of the international joint research
5-1 Scientific outputs and implemented activities of the joint research

Despite significant restrictions due to the pandemic of COVID-19 for two of the three
years, our research collaboration produced exceptional results: seven peer-reviewed journal
papers (four co-authored by EU-JP researchers), twelve international conference
presentations (six co-authored), four domestic conference presentations, and nine awards
including one Best Paper Award. Notably, at least one paper was published annually in a Q1
journal in Telecommunications. We have obtained the following three key outcomes.

Cell-free massive MIMO based on tensor decomposition: We proposed a precoding
method that improves beam accuracy for legitimate user terminals and prevents signal
leakage to eavesdroppers. This method can concentrate the transmitted signal to the
desired terminal extensively, and the precoder can be designed without prior information
about the eavesdropper. The method is applicable not only to secure communications, but
also to general wireless communications. We have shown that the method can achieve
higher spectral efficiency in general cell-free large-scale MIMO uplink/downlink with the
same complexity as the conventional method. The paper was co-authored by EU-JP
researchers and published in IEEE’s Q1 journal [10.1109/0JCOMS.2022.3167101], which
has been recognized as a popular article in the journal.

A non-coherent detection method for covert communication: We proposed a physical
layer security technique that can utilize true random numbers extracted from wireless
channels. Even if an eavesdropper has unlimited computational resources, the attack risk
can be minimized if the existence of the communication itself is not detected by a third party.
A scheme based on this idea is called covert communication, and previous research has
shown that the detection probability can be minimized when the transmitted signal follows a
Gaussian distribution in both time and frequency domains. In this research, we devised a
method to generate Gaussian-distributed signals and a signal processing technique to
enable its noncoherent detection. Compared to the conventional method, this method
significantly reduces the number of random numbers required for codeword generation and
the time complexity to 1/3 of the conventional method. The paper was co-authored by
EU-JP researchers and published in IEEE’s Q1 journal [10.1109/LWC.2022.3233619].
Acceleration of Blockchain-Based Decentralized Federated Learning (DFL): Introducing
blockchain into DFL's model management can enhance the FL's reliability. However, the
mining step raises novel problems regarding computational delays and increased
communication time. To improve these problems, we designed an adaptive selection
method for learning/clients targeting environments with biased datasets among participating
terminals. We formulated an objective function to minimize dataset bias among training
clients and presented a solver. Numerical simulations on image classification tasks
demonstrated that our method can achieve high-accuracy learning in a short time. This
result was presented at IEEE VTC2023-Fall and received the IEEE VTS Tokyo/Japan
Chapter 2023 Young Researcher's Encouragement Award.

5-2 Synergistic effects of the joint research

As the standardization of 6G begins, with discussions around ambient |oT, the academic
outcomes of our collaboration are being further developed towards 2025. Ongoing
collaborations with domestic and international companies aim to explore standardization
possibilities, fostering advancements through industry-academia partnerships.

5-3 Scientific, industrial or societal impacts/effects of the outputs

The collaboration with European researchers continues with the Japanese team
preparing new project proposals based on the above outcomes. The strong relationship
established between Japanese and European researchers will be maintained, fostering
international exchanges among young researchers and students, thereby accelerating and
advancing this research further.
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