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4. [EFRILEAFFEORE

Software is eating the world, and open source is at its heart. There is a growing
concern related to maintainers using their influence to make political stances (i.e.,
referred to as protestware). The key goal of this research is to bring together Al (Artificial
Intelligence) technologies to help detect and understand how this protestware can
impact our society as a whole. The research has expanded beyond Al, with outcomes
that include characterizing developer reactions to protestware, a framework of Al ethics
with protestware, and extensions on the impact of government sanctions on open
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source projects.

5. [EBRILFENFFE D AR

Outcomes of the research include a journal publication [1], one poster presentation [4],
and two journal submissions (1 with major revisions) [2, 3]. All publications are to the top
venues in software engineering. The poster presentation was at the flagship IEEE/ACM
International Conference on Software Engineering. The research was completed with
potential for future work.

5-1  [EEILFEMFTEDOFATR R L OEEANE

Key scientific outputs include a full taxonomy of the responses to protestware, with a
dataset that is available for future usage and potential tool support development. Additionally,
a framework for Al ethics explains why developers would turn their open source projects into
protestware.

5-2 EFRILFZEIC X D EFEZR

Starting with four members, the research attracted additional collaborators and opened
up new research avenues. Furthermore, since the partner Pl has changed affiliation, there is
potential for more collaborations with the new institution. The research has also progressed
to include other topics beyond protestware.

5-3  [EFRILFENIIERCR OB MR & 4% D RS

As evident by the media reports [5, 6], protestware has had a social impact with media
coverage of the outputs. Feedback has been positive, yet it is still unknown whether
protestware will become as prevalent as the studied cases. The term “protestware” has also
become recognized as a security threat (i.e., CVE-2022-23812).
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Strategic International Collaborative Research Program (SICORP)
Japan— Australia Joint Research Program
Executive Summary of Final Report

1. Project title : Al for Protestware Detection within Software Ecosystems |
2. Research period : February 2022 ~ March 2024
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4. Summary of the international joint research

Software is eating the world, and open source is at its heart. There is a growing
concern related to maintainers using their influence to make political stances (i.e.,
referred to as protestware). The key goal of this research is to bring together Al (Artificial
Intelligence) technologies to help detect and understand how this protestware can
impact our society as a whole. The research has expanded beyond Al, with outcomes
that include characterizing developer reactions to protestware, a framework of Al ethics
with protestware, and extensions on the impact of government sanctions on open
source projects.

5. Outcomes of the international joint research

Outcomes of the research include a journal publication [1], one poster presentation [4],
and two journal submissions (1 with major revisions) [2, 3]. All publications are to the top
venues in software engineering. The poster presentation was at the flagship IEEE/ACM
International Conference on Software Engineering. The research was completed with
potential for future work.

5-1 Scientific outputs and implemented activities of the joint research.

Key scientific outputs include a full taxonomy of the responses to protestware, with a
dataset that is available for future usage and potential tool support development. Additionally,
a framework for Al ethics explains why developers would turn their open source projects into
protestware.

5-2 Synergistic effects of the joint research

Starting with four members, the research attracted additional collaborators and opened
up new research avenues. Furthermore, since the partner Pl has changed affiliation, there is
potential for more collaborations with the new institution. The research has also progressed
to include other topics beyond protestware.

5-3 Scientific, industrial or societal impacts/effects of the outputs

As evident by the media reports [5, 6], protestware has had a social impact with media
coverage of the outputs. Feedback has been positive, yet it is still unknown whether
protestware will become as prevalent as the studied cases. The term “protestware” has also
become recognized as a security threat (i.e., CVE-2022-23812).
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Weekly Meetings since February 2023, we have Webex online weekly meetings.

Japan Team Travel to Melbourne University:

- 26/04/2023 to 1/07/2023 Fan Youmei
- 22/05/2023 to 3/06/2023 Wattankrienkrai Supatsara
- 26/04/2023 to 3/06/2023 Kula Raula Gaikovina
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