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NECOMA addresses the aspect of data collection, leveraging past and current work on the topic with the goal to expand these existing mechanisms
and orient them towards threat data analysis. Second, it addresses threat data analysis not only from the perspective of understanding attackers
and vulnerabilities, but also from the point of view of the target and victim, needing to protect itself in real-time and in the most efficient manner
possible; this will be achieved through the development of metrics that allow to measure the impact of attacks on the protected infrastructure or
endpoint. Third, it aims to develop and demonstrate new cyberdefense mechanisms that leverage these

metrics for deployment and evaluation.These three aspects will be analyzed both from an infrastructure perspective (networks and largecomputing
infrastructures) and endpoints (smartphones and browsers). The results of the NECOMA project will be showcased in

demonstrators that will highlight the innovations of the project and prepare exploitation.

Project DOCTOR

Network operators are usually reluctant to adopt new networking stacks and functionalities because of the huge initial investment costs required
and the important technical breakthrough needed to perform the migration from the traditional IP to new stacks in a single step. For example, with
Information—Centric Networking (ICN), a novel promising networking paradigm that allows adapting networks to current content—centric usage
patterns.

The DOCTOR project advocates the use of virtualized network equipment (NFV), enabling the co—existence of IP and ICN stacks and the
progressive migration of traffic from one stack to the other. This also raises two main challenges that will be addressed by the DOCTOR project: (1)
the efficient deployment of emerging networks functions or protocols in a virtualized networking environment; (2) the monitoring and security of
virtually deployed networking architectures, including the detection of attacks and their mitigation with appropriate counter-measures.
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We present trends in cryptography: quantum—safe cryptography, lightweight cryptography and homomorphic encryption.
Quantum-safe cryptography is cryptography resistant to quantum computers:

public—key cryptography currently deployed is not.

The NIST has recently announced an international competition for quantum—safe public—key standards.

Lightweight cryptography proposes cryptographic tools for the Internet of Things.

Homomorphic encryption targets cloud computing and big data, by allowing computations on encrypted data.
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