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Infrastructure Development for Promoting International S&T Cooperation

Japan — US Joint Research Program
Executive Summary of Final Report

1. Project title : Privacy-Enhanced Data-Driven Health Monitoring for Smart and Connected Senior
Communities

2. Research period : April, 2020 ~ March, 2022
3. Main participants :

Japan-side
Name Title Affiliation | Role In the research
project
YOSHIKAWA Kyoto .
Pl Masatoshi Professor University Project management
KURODA K i ical
Co-PI URO . Professor ygto . jStudymg.medlca .
Tomohiro University | informatics questions
Collaborator | Kume Naoto Progrém-Speuflc Ky(?to . jStudylng.medlcaI.
Associate Professor University | informatics questions
Collaborator | CAO Yang Progrém-Speuflc Ky(?to . DeveIoPlng privacy .
Associate Professor University | protection technologies

Total number of participants throughout the research period: 4

Partner-side

Name Title Affiliation Role in the research
project
Pl LI Xiong Professor | Emory University Project management
Co-PI AN Weihua | Professor | Emory University Studying social science
research questions
Co-PI CLIFFORD Professor | Emory University Developing federated
GariD learning solution
Total number of participants throughout the research period: 3

4. Summary of the joint project

An interdisciplinary team from Japan and the U.S. was brought together to analyze the results of
a survey on the acceptability of personal data provision in both countries and to develop privacy
protection technologies that would also enable inter-organizational and cross-country data sharing.

5. Outcomes of the joint project
5-1 Scientific outputs and implemented activities of the joint research

For the study of privacy-preserving data processing techniques, we proposed a location privacy
model with customizable and strict privacy guarantees. A prototype of an infectious disease epidemic
surveillance system was created to deal with pandemics without violating location privacy. Regarding
the research on the acceptability of using personal data of the elderly, we conducted an acceptability
study on the collection and use of personal information for infection prevention in both Japan and
the United States.

5-2 Synergistic effects of the joint research

As for privacy-preserving data processing technology, Japan and the U.S. teams have decided to
collaborate on research into privacy-preserving mechanisms that take user preferences into account,
and through the synergy of the respective knowledge of research groups at both universities that
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have developed existing technology, the development of a customizable differential privacy
mechanism has progressed, and the results have been published as two top international conference
papers. Regarding the survey on the acceptability of the use of personal data by the elderly,
researchers from Japan and the U.S. analyzed the results of a questionnaire survey in each country,
with researchers from both countries providing their respective findings.

5-3 Scientific, industrial or societal impacts/effects of the outputs

This international joint research is expected to have a ripple effect to promote the development
of privacy protection technologies that are socially acceptable. In order to actively use personal data
using state-of-the-art privacy protection technology, it is necessary to solve various issues such as
library development, development of concrete legal norms, and explanation and education of privacy
protection technology. It is hoped that this international joint research will serve as a starting point
and help to achieve economic and social benefits from the sound utilization of personal data, which
has been called the "oil of the 21st century.”
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