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Infrastructure Development for Promoting International S&T Cooperation
Japan—Taiwan Joint Research Exchange Program
Executive Summary of Final Report

1. Project Title : Reliable compromise-resilient mechanisms for managing the data

integrity and privacy of heterogeneous IoT devices|

2. Project Period : Jan., 2016 ~ Mar., 2019
3. Main Participants :

Japan-side
Name Title Affiliation Role
Pl Haruo Yokota | Professor Tokyo Institute of | Lead project
Technology
Co-PI Hieu Hanh Le | Assistant Tokyo Institute of | Implementation
Professor Technology
Collaborator | Nesrine Master Tokyo Institute of | Experiment
Berjab Student Technology
Collaborator | Satoshi Undergraduate | Tokyo Institute of | Experiment
Yamashita Student Technology

Total number of participating researchers in the project. 4

Taiwan-side
Name Title Affiliation Role
Pl Sy-Yen Kuo Professor | National Taiwan | Lead project
University

Co-PI Yu Chia-Mu Assistant | National Chung | Implementation
Professor | Hsing University

Collaborator | I-Chen Tsai Master National Taiwan | Experiment
Student University

Collaborator | Chih-Hsun Lin Master National Chung | Experiment
Student Hsing University

Collaborator | Wei-Liang Wei Master National Chung | Experiment
Student Hsing University

Total number of participating researchers in the project: 5

4 . Scope of the joint project

This joint project aimed at making an loT system consisted from the Cloud and
heterogeneous loT devices dependable and secure, under the condition of limited resources
of 10T devices. For this goal, both Japan-side and Taiwan-side research teams performed
collaborative research with three workshops, frequent research meetings, and student
exchanges.

As the result of collaboration, this joint project proposed a number of effective methods for
detecting failure or intruded heterogeneous loT devices using cross-correlation functions,
and for sending corrected data to the Cloud in secure manner with unique key exchange
and range queries. The research teams evaluated these methods, and wrote a number of
referred papers published in well-known international conferences. Companies in both
Japan and Taiwan are interested in the proposed methods after the publication.

This joint project raised student collaborators to higher level of graduate school as the
human resource cultivation, and triggered for new collaboration between Japan and Taiwan
by the workshops.
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5. Outcomes of the joint project
5 — 1 Intellectual Merit

To detect the failure or intruded heterogeneous loT devices under the condition of limited
resources of the devices, we developed abnormal-node detection methods for hierarchical
cluster configuration of the heterogeneous loT devices based on spatio-temporal and
multivariate-attribute correlations and using fuzzy logic and ECA rules. We evaluated these
methods using real sensor data of an experimental system constructed more than 40 sensor
nodes. We also developed a white-list based intrusion detection method for I0T devices.
These detection methods are mainly developed the Japan-side research team.

To send data from small size 10T devices to the Cloud in secure manner, we developed a
light weight encryption key management method using a Kronecker product, and verifiable
range query in encrypted data streaming. Those methods are mainly developed the
Taiwan-side research team with support from the Japan-side research team.

These research results are published well-known referred international conferences.

5 — 2 Synergy from the Collaboration

We organized workshops three times, twice in Tokyo and once in Taiwan. We also have
face-to-face research meetings frequently both sides research organizations. These
workshops and meetings are very effective to recognize the research progress in both sides
and exchange ideas related to this joint project.

Additionally, Tokyo Institute of Technology, the university of Japan-side Pi, accepted 18
student visitors from Yuan Ze University, the university of Taiwan-side Co-Pi in 2016. Tokyo
Institute of Technology also accepted an exchange student from Yuan Ze University one and
a half month in 2016, and two exchange students from Taiwan Chung Hsing University two
months in 2017.

These collaborations by the workshops, meetings, and student exchanges gave very
good synergy effect for the research progress.

5 — 3 Potential Impacts on Society

There has not yet been a direct product of this research, but companies have high interest
in the proposed methods. After the presentations in the international conferences, a number
of inquiries are given by companies. For instance, there is a proposal of collaborative
research from a Japanese company related to the white-list based intrusion detection for [oT
devices.

We are planning to submit enhanced research results to top level conferences and
journals. We are expecting that impacts of this research project become large by these top
level conference and journals.

5 — 4 Effectiveness and Continuity of Exchange
(Human Resource Cultivation, Development and Sustainability of the Cooperation,
etc.)

Student collaborators from both Japan and Taiwan sides wrote refereed papers accepted
by well-known international conferences and presented the research results. A master
course student of Japan-side collaborator entered PhD course by this research and will
continue research related to this project. Another undergraduate student of the university of
Taiwan-side Co-Pi entered Master course of the university of Taiwan-side Pi, and will
continue research related to this project. These are good evidences of human resource
cultivation of this project and the sustainability of cooperative research.

The workshops we organized in this project has also good results. Researchers
participated to the workshop from Japan and Taiwan side has started new research
collaboration as the result of the workshops.
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Integrity Attacks on loT Systems”, Proceedings of the 7th International Conference on
Information Systems and Technologies, 2017.3.
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Hieu Hanh Le, “An Approach for Differentially Private Pattern Sequence Mining in
Electronic Medical Record Systems”, The Second Japan-Taiwan Workshop on Secure
and Dependable loT Systems, 2017.11.

Nesrine Berjab, “On Exploiting Spatio-Temporal and Multivariate Correlation in Wireless
Sensor Networks to Identify Outliers for Intrusion Detection”, The Second Japan-Taiwan
Workshop on Secure and Dependable loT Systems, 2017.11.

Hieu Hanh Le, “equential Pattern Mining on Electronic Medical Record Systems with
considering Differential Privacy”, The Third Japan-Taiwan Workshop on Secure and
Dependable IoT Systems, 2018.9.
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Detection in IoT Network”, The Third Japan-Taiwan Workshop on Secure and
Dependable loT Systems, 2018.9.
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