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Infrastructure Development for Promoting International S&T Cooperation
Japan—Taiwan Joint Research Exchange Program
Executive Summary of Final Report

1. Project Title : [ Research on Identification of Devices and Application for Improving
Security in SDN enabled loT/Cloud System |
2. Project Period : January, 2015 ~ March, 2018
3. Main Participants :

Japan-side
Name Title Affiliation Role
Pl Akihiro Nakao | Professor The University of | WP-1.Identification
Tokyo of Malicious
Interfaculty Processes in loT
Initiative in devices (SDN/NFV
Information technologies)
Studies
Co-PI Takaki Nara Professor The University of | WP-3.Clock Skew
Tokyo Based Device
Graduate School | Identification
of Information (modelling and
and Technology | mathematical
analysis)
Collaborator | Ping Du Project The University of | WP-1.ldentification
Lecturer Tokyo of Malicious
Interfaculty Processes in loT
Initiative in | devices (SDN/NFV
Information technologies)
Studies
Collaborator | Shu Project The University of | WP-2.Personal
Yamamoto Assistant Tokyo Data Routing
Professor Interfaculty Constraints based
Initiative in | on FLARE
Information (applications
Studies analysis model
and tools)
Collaborator | Putra Pratama | Project The University of | WP-1.ldentification
Researcher | Tokyo of Malicious
Interfaculty Processes in loT
Initiative in | devices (loT
Information Devices)
Studies
Total number of participating researchers in the project:. 5
Partner-side
Name Title Affiliation Role
Pl Wei-Chung Associate WP-3.Clock Skew
Teng Professor NTUST/Dept. Based Device
of CSIE Identification
(device
authentication
technologies)
Co-PI Jiann-Liang Professor | NTUST/Dept. of | WP-1.ldentification




Chen Electrical of Malicious
Engineering Processes in loT
devices (project
management)

Co-PI Shi-Cho Cha Associate WP-2.Personal
Professor | NTUST/ Dept. of | paia Routing
Information Constraints based
on FLARE
(applications
analysis model
and tools)

Collaborator | Tzong-Chen W | Professor | NTUST/ Dept. of | WP-2.Personal
Information Data Routing
Constraints based
on FLARE (Data
Encryption)

Collaborator | Nai-Wei Lo Professor | NTUST/ Dept. of | WP-2.Personal
Information Data Routing
Constraints based
on FLARE
(Personal data
Security)

Collaborator | Yi-Wei Ma Lecturer | Shanghai Marine | WP-1.ldentification
University of Malicious
Processes in 0T
devices (SDN
INEFV Technology)

Total number of participating researchers in the project: 6

4 . Scope of the joint project

The research on 0T security improvement was performed by sharing the specific research
items. As the technologies to be embedded in SDN/NFV programmable common network
platform, the following outcomes were obtained; (1) the development of the in-network
function to drop by 100% the malicious traffic from 10T device infected by malware, (2) study
and validation of the network architecture to encrypt and decrypt the data such as sensor
data or privacy information sending from IoT device for the protection of the security attack,
(3) establishment of the IoT device identification method using the device clock skew to
protect from the device spoofing. They are unique outcomes of the joint research. In order to
use them in the society, the cooperation of industries was conducted together with the
application of them to the social activity.

The collaborative research relationship was deepened though the face-to-face meeting
held eight times. Together with the closed research meeting, the symposium and workshops
were held three times in Japan as well as in Taiwan to report the research activities in the
public. As the joint research works, two co-authored peer-reviewed papers were published
in the journals, and two papers were presented in the international conference together with
three oral presentations in the domestic conferences.

5. Outcomes of the joint project

5 — 1 Intellectual Merit

Towards the improvement of loT security, we proposed the security functions to be
embedded in the SDN/NFV programmable network platform in terms of devices, network
and clod computing. The research was performed by the research specialists in the area of



the network and computing as well as the security in terms of the individual approach
through the periodic face-to-face meetings. In addition, the collaborative research works
with the common specific research topics were conducted. As the result, the two peer-view
papers were published in the academic journals. The results obtained by this joint works
enable the highly secured loT services by SDN/NFV networking.

5 — 2 Synergy from the Collaboration

The Japan-Taiwanese joint research activities under the current project were presented at
the symposium held three times in Japan and Taiwan, along with other lectures and
JST-sponsored workshops. Within the research period there were eight research meetings,
each side presenting their research results and engaging in discussions to push research
progress increasingly further. The addition of security specialists from the Taiwan side also
brought synergy with IOT security research developments. Along with the separate research,
a joint research theme was established and lead to the publishing of two co-authored papers
in academic journals.

5 — 3 Potential Impacts on Society

The technologies obtained by this project were expanded for the development of
commercial use and the industrialization by the venture company exploiting the technologies
provided by The university of Tokyo. In the future, if the commercialization is successfully
achieved, the outcomes of this project can contribute to the society. The research outcome
of NTUST also contributed to the manufactures in Taiwan

5 — 4 Effectiveness and Continuity of Exchange

(Human Resource Cultivation, Development and Sustainability of the Cooperation,
etc.)

This joint research for the improvement of the 10T security exploiting SDN/NFV
programmable networking was conducted by the research members of The university of
Tokyo and National Taiwan University of Science and Technology. The team was composed
of the researchers specialized in not only the network and computing but also the security.
The research could be performed in the coordinated fashion by sharing the research topics
in which each member was specialized. Accordingly, the research could be significantly
progressed with the close relationship obtained by the periodic face-to-face meetings. In
addition, this joint research work brought the significant benefits each other. We believe that
this project structure will be effective for the next joint work. Taking this opportunity of the
joint research, another joint work shall be continued by the similar research framework.
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