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@ Japan Science and Technology Agency

&SmO IERE This Meeting is to Highlight:
TARVFE T LT, What dependability is,
ZFDIBIE (XA H. What its key indexes are,
RFENFDHZE/C How DVLSI Program has helped
ENTZITEKE TE=DH improve dependability.
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@ Japan Science and Technology Agency

DVL SI# 2R fE s D BN Rationale for research on DVLSI
VLSI: ZOT4RVAEYT4IE VLSI: Its dependability underlies
DATLDTARVEZE)T4DRIR, systems dependability.

R TARNVAEUTA~NDERIE Problems: Threats to dependability is
ERICIXBRLTLS, actually increasing.
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@ Japan Science and Technology Agency

Threats arising from miniaturization

Variations in dimensions, shape, doping,

Reduction in signal/noise (radiation, EMI, fixed
and floating charge)

Aggravating wear/fatigue phenomena

Threats from increased complexity

Enhanced functionality (id, encryption,---)
Multiple- Many-core architecture
Heterogeneous integration

Analog, digital, nonvolatile, network,
sensors, actuators, etc.
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@ Japan Science and Technology Agency

AR AR D A - Our Mission at CREST/DVLSI

1. BRKIBEBREZ(BELETARY 1. Contain Rising Threats within
FEUT4DBELV)VLSIDOH(ZEALA VLSI (Component Supposed to be
HBD, Most Dependable)

2. IRTFLDTARVEE T 4% [ 2. Provide New Functionalities in VLSI
EFBHLLWLSIHEREZ IR T 5, Which Improve Dependability at the

Systems Level
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@ Japan Science and Technology Agency

MRFEEARKERRE Projects and Principal Investigators
RIRFE MERKRE MRRESR
Started PI Project
INGFFHFR ANRRI7IT) v RAWNE=TARVFTIWLSIT SV TH— L
Hidetoshi Onodera Dependable VLSI platform using robust fabrics
5 4 i — T—FTIOF v EBAMREDHIRAICKSBT AR F T ILVLSI
Shui ; Sakai Ultra Dependable VLSI by collaboration of formal verifications
194ERE vichi saxal and architectural technologies
2007 | fFRFIK FARVETIVTAY LRV RT L TN ADE S
Kazuo Tsubouchi Development of Dependable Wireless System and Device
LHE A MEERLRHOEOOET LR - 5TE - EE &
! Modeling, Detection, Correction and Recovery Techniques for
Hiroto Yasuura . :
Unified Dependable Design
RRAE IA— LR BEEE DO OEE R T L
Seiji Kajihara Circuit and system mechanisms for high field reliability
205E | SREE BEREBMVLSIV AT LODE=ODTARUET )L AT Hl
2008 Masahiko Yoshimoto | Dependable SRAM Techniques for Highly Reliable VLSI System
KEKRF TARVETWARYN T —=DFF YT TSI TA—LDERE
Tomohiro Yoneda Development of Dependable Network-on-Chip Platform
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@ Japan Science and Technology Agency

MERELMELREGHRS) Projects and Principal Investigators (Continued)

FE HRRKRE RFRESR
Started PI Project
NS TE B 2B EAEEH T H3RTVLSI SR T LDRIY
: . | Three-Dimensional VLSI System with Self-Restoration
Mitsumasa Koyanagi :
Function
e TARVETIV TAVYLRY)YR-RT—k-FZ54T (SSD)
Ken Takeuchi Dependable Wireless Solid-State Drive (SSD)
215F &
2009 EEg A2 18T AR T JLVLSID RT L) B 5 - 5T
P The Design and Evaluation Methodology of Dependable
Takeshi Fujino )
VLSI for Tamper Resistance
HRAH)TIWEALDRTLRATARUFTILSoCRUSIPIZEE
LLIEHE 1T T HEBRZMDOHE
Nobuyuki Yamazaki | Fundamental Technology on Dependable SoC and SiP
for Embedded Real-Time Systems
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AR BN H/\—TETLVSEZAH DVLSI Program covers: @

Applications
Systems
Operating Systems
Sakal Yasuura ' Yoneda Fujno
SIP Multi—Core, NoC LSI
Yoshimoto Sakai Tamper Resistande
[ Design/Verificatign
CPU - CuU —
Tools YamasakM Kajihar
: . FPGA Reconfigurable
SaKa Onodera | Field Test
Tsuboucﬁl ©18 1S
RF
Takewehi—Yoshimoto
AE)
Onedera Noise Immunity
ONAb-77779%

DJAVA (o]e][S Chip Concept, IP Core Test tools
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Approaches taken and applications eyed

Plant Control Information Finance

Application Space Transportation Robot Auto Telecom  Medical C€onsumer
Onodera BEMTEEY 0y, WESDEF-F, XS DEL(7IH
Reconfigurable Processor, FF Design, Layout for Manufacturability
Sakai M E7 —FT 0 F v - Rt EMUERET
Failure-Resistant Architecture, Formal Design Verification
Tsubouchi IHIERF, FDE, St RBIT(V471-2
Wide Bandwidth RF, FDE. Coding,, Connectivity, Heterogeheous Interface
Yasuura SRFLLALYINIS— S22 —Say YIRS —EE. VLSHER
Kaiih Systems-Level Soft-error Simulation, Soft-error-resistant Circuit/Systems Design
dajinara S 5 (o
J TA— LR ERE A o R—R T RF
) Design/Test for Field Dependability
Yoshimoto MYIEIS—AE) RKEES AT LLRIILDZaL—23Y
Soft-Error-Resistant Memory, Systems-Level Simulation
Yoneda £4|% =V WIL DY STLURY/
Networked Multi-Core Systems
Koyanag E{Z R #3D7 NtyY
Dependable 3D Processor for Image—Recognition
Takeuchi —
)AL RASDD, A4 YVL RER. TIVYLRABE
Fujino Wireless Solid—State Drive, Wireless Interconnect, Wireless Power
[IREDZAY: = Gz N R MYAY RS R 0
Yamasaki Tamper—Resistant Circuits, Tamper—resistance test

DVLSI

N—FYTILEA LGB ORT-0S, arkO—5, REFIRH

Real-time OS, controller, and packaging for Hard—Real-Time applications
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IFIPOEERET ATANVEZE) T4

Dependability as defined by IFIP:

Bk, BB XNEFER Attributes, Threats, Means
B Attributes

ATAM srLELL—ExoREMEHETE=TLS | Availability

EFEM ELov—czossn Reliability

BEMN 1—yrmBmBNsEREEAEL Safety

EXEE  spawte. fas s i Integrity

R BE. B0 RER

Maintainability

BB Threats
RMa  ome Fault
BRENME BRULECRTLBRE mEBELOBRVEL | ErTor

B L RFLAHICRTIEEETS Failure
WEFE Means
RUMaFTRh masey—i. s Prevention
RMABRE mrbor=. #RERFY12L) 0k: Removal
FH FALYRBORBEEHLTS Forecasting
M xmorEote. +—Exe06, HEETIEHS| Tolerance

DVLSI JST/CREST Program ‘Dependable VLSI Systems’

11




DVLSI{EiE A /A —L T LA 4B E 2 Aspects addressed in the VLSI Program:

t EEEgEEESE
E#EME 5—L—-

ZEH meze
EREE  <pastt. mass S
RS grmTRe

Attributes
Availability connectivity
Reliability error rate
Safety functional safety

Integrity secrecy, tamper resistance
Maintainability in-field testing

BBl

RBE 5. g0,

BEME yoti-. g (X BEEH

E Y SRS e AL -1

Threats
Fault bug, variability
Error radiation, degradation, noise

Failure bug, soft error, noise, power loss

WEFE
REEFBE a/szxk779v4. OoB

RIEBRE  zmremir
T 50 shierss 2k

M TEBA AFDSZFR-0-3v7 . HAUNEE

Means

Prevention robust fabric, QoB

Removal formal verification

Forecasting in-field test

Tolerance Redundancy, heterogeneous roaming, tamper-

resistant circuit,
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Dependability of Systems

Functional Safety

Dependability of VLSI

Dependability of VLSI is part of systems dependability.
Functional safety is part of dependability of certain systems, which is
being extensively addressed in the DVLSI Program.
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Dependability of Systems

Functional Safety

Dependability of VLSI

We clearly recognized today that Functional Safety does not necessarily
take care of availability, and ---
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Dependability of Systems

Functional Safety

Dependability of VLSI

--- and that connectivity is a very important concept in dependability.
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Safety is also being addressed in our program to a certain degree.
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The DVLSI Program addresses Maintainability from in-field testing.
Post-failure-analysis could also be a very interesting approach .
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No one has mentioned this explicitly, but, commercial continuity is a very
important dependability factor.
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VLSIDTARVFE)T4=BRANREEDRAREL - TADH/ LYY
VLSI Dependability = IT (Strength of Means against Threat) x IT (Coverage of Verification and Test)

W . B 3
== & L @) . ..
B s> L= A tentative proposal for a holistic
H B¥ s Q5 dependability metrics for VLSI.
S . o< .
. — N O
) £ ‘ c —
RE 1My
'Q:.,: l\ﬁ—(-ls ocli"
2y o <
@ X
2> 2% o8
S = DA %8
RO =2 <
N+ <
S ﬁ MNHR _ 3
WS gy BF
ﬁ Q xt'», o
2 k>R -~
LB <y
—~ < ol
bs ~>Ras| . .
HE 1] N79% YIMI5— 4k HME L VLA VY,
¥ =

NFYETTE x YIVI7—ME x JAATE x  BEGEmTE x donmtE
variability r x softerror r x noise r x redundancy x connectivity x tampering r
RIFER (ZE) INEEDTE A ITDEEDTE)
D IT Strength of Means against Threat (Robustness of Technologyy,
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‘Safety’ being considered at FDA, DoE @

--- provides us with good insight into the issues
being addressed in the DVLSI program

FDA (Food and Drug Administration)

Regulations

US Department of Health and Human Services

General Principles of Software Validation
http://www.fda.gov/downloads/MedicalDevices/DeviceRegulatio
nandGuidance/GuidanceDocuments/ucm085371.pdf

Office of Scientific and Technical Information, US Department
of Energy

H. Hecht et al., Verification and Validation Guidelines for High
Integrity Systems
http://www.osti.gov/bridge/serviets/purl/34470-
h2SFI4/webviewable/34470.pdf
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@ Japan Science and Technology Agency

AR IER DR : Our Mission at CREST/DVLSI

1. B KITBA3ZBEFEFELETARY 1. Contain Rising Threats within

FE)T4DEL)VLSIOH(ZEALA VLS| (Component Supposed to be

H B, Most Dependable)

2. VATLDTARVFE) T4% M 2. Provide New Functionalities in VLSI

FTBFLLWLSIHEEEEFIRIE T 5, Which Improve Dependability at the
Systems Level

3. VAT LEKDTARVFZE) T4 3. Review the whole of systems design

EERL.VLSINZDEERENED for dependability and see if the potential

JLIZRIEBLTWAMNTFIVIT 5, of VLSI is fully exploited.
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@ Japan Science and Technology Agency

SOl ERE This Meeting is to Highlight:
TARVEETaEIZ D, What dependability is;
FDIBE (L H. What its key indexes are;
RNFENFDHZE/Z How DVLSI Program has helped

ENTZITER TE/=D D improve dependability.
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@ Japan Science and Technology Agency

HUNESITTWVELT-,

oductive discussions!

Fill out the guestionnaire when leaving, please.
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