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What is Global Science Forum?

* Created in 1992 as the « Mega-Science Forum », transformed into the GSF
in 1999. Itis a Working Party of the Committee for Science and
Technology Policy (CSTP)

 GSF activities lead to concrete outcomes:

 Early work on neutron sources led to critical decisions in Japan, US
and Europe (J-PARC, ESS)

 International research collaborations developed within the GSF
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> What is Global Science Forum?

» The overall objective of the Global Science Forum (GSF) is to support countries to
improve their science policies and share in the benefits of international
collaboration.

« GSF provides a venue for consultations and mutual learning among senior science
policy officials.

« 31 OECD member countries, key partner countries, and the European Union.




>> Integrity and security in the global research ecosystem

Goal: To provide countries with practical information and recommendations to
protect research integrity and security.

Participating countries: AUS, CAN, CHE, DEU, FRA, GBR, JPN, KOR, NLD, NOR,
PRT, USA, ZAF

Secretariat: Y. Tamura, C. Smith

Key events and milestones:

e Start: January 2021
« International workshops: July 2021 and November 2021

 Final report: June 2022
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>> Main focus

« Mitigate national and economic security risks while
maintaining freedom of scientific research and
international collaboration.

Freedom of scientific research &

international collaboration National and economic security




Overview of the final report
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>> Foreign interference in research process

Research Evaluation
« Theft or misuse of data, sample, or » Breaches of confidentiality
know-how

 Distorted decisions
« Deceptive practices

— Hiding military affiliation, foreign .
funding (double-dipping), or satellite Cybersecurity
laboratories

* Cyber-attacks

* Coerclve practices e Data theft

— Damage to freedom of inquiry

— Foreign pressure to provide
confidential information




Policy Initiatives at national governments

 Policies and regulations
— Agency-specific policies
— Standardisation of disclosure processes, definitions and forms across funding agencies
— Digital reporting tools that facilitate easy compliance

— Appropriate and effective consequences for violation of disclosure requirements

« Guidance

— Web portal, checklist, and training tools

 Sharing information between departments e cfod Resear ol
— Intelligence outreach Guidance for

Academia

— Consultation with universities

— Contact point for universities and research
institutions

Introduction

a thriving research and innovation sector that attracts investment
from across the world. More than half of UK research is a product of
S == =




Examples: research security online course, Canada

s INtroduction to What is Research Security and Why Does it Matter to Me? t
W40 S5 Research Security [Pl P17 PR 7 AL S

Introduction Think About This...

What is Research -9- Consider this statement:
Security and Why Does

it Matter to Me? Valuable, sensitive, and strategic innovation and
knowledge are predominantly found within

How Could My Research confidential government labs and classified, secure

Be Targeted? facilities?
Cyber Threats - Would you say this is true or false? - . .
e, % Cermtrey |bmsosre e N e by i3 4
What Are Some of the (& O True Bel S22 223 - - Canadi
Known Targets of Research :
Theft? O False . CERTIFICATE
Intellectual Property 4 c- g =
What Can | Do to . Test Account h

Protect My Research?

a \ ’ P i ’
i - ' for the successful completion of the course
- Introduction to Research Security

Conclusion B3 ?0c00000 EH 10/26/2021

Date

Assessment and




>> Policy Initiatives at funding agencies

» Appoint chief of research security

e COI and COC reporting policy

NSF creates new research security chief position

°
R e S e ar Ch er S an d r eVl eW e r S Rebecca Spyke Keiser, expert in international research issues, named as first chief of research security strategy and
policy

e Guidance

— Interests to declare

— Risk assessment questionnaires

— Misuse
» Referring to national security agencies

« Annual monitoring




>> Policy initiatives at universities/research institutions

 Financial interest disclosure

* Training and awareness building

* Checklist for international partnership
* COI committee

* Due diligence
— Risk informed decisions (web searches, professional firms, etc.)

— Support staft

Prohibition of participation in certain foreign talent programs



Example: Commonwealth Scientific and Industrial
Research Organisation, Australia
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Dual use and export controls

The Security Team and CSIRO’s
Other risk considerations Security Committee are available to

support the decision-making process.




>> Policy Initiatives at academic associations

« Working group with national funding agencies and national
intelligence

» Advice to national governments
— Recognition of threats (theft, misuse, societal damage, etc.)

— Minimisation of administrative barriers

« Advice to universities and research institutions

— Workshops, case studies, and contact points

 Sharing of effective practices




>> Policy recommendations and options for action

» Underscore the importance of freedom of scientific
research and international collaboration as a key element
of the global research ecosystem

International scientific collaboration on COVID-19 biomedical research




>> Policy recommendations and options for action

 Integrate research security considerations into national
and institutional frameworks for research integrity

Resilient research ecosystem

(

Research
integrity

Research
security

J

Transparency & risk management




>> Policy recommendations and options for action

* Promote a proportionate and systematic approach to risk
management in research

Revise Identify
Monitor Assess

\Mitigate /




Example: National Security Guidelines for Research
Partnerships, Canada

The following is a non-exhaustive list of research areas that may be considered sensitive or dual-use:

« Advanced Materials and Manufacturing

» Advanced Ocean Technologies

« Advanced Sensing and Surveillance

* Advanced Weapons

 Aerospace

« Atrtificial Intelligence

* Biotechnology

« Energy Generation, Storage and Transmission

* Medical Technology

* Neurotechnology and Human-Machine Integration
* Next Generation Computing and Digital Infrastructure
» Position, Navigation, and Timing

* Quantum Science

* Robotics and Autonomous Systems

« Space Technology




Policy recommendations and options for action

» Promote openness and transparency in relation to
conflicts of interest or commitment

Interests to be declared

- Professional positions

- Membership of committees of other organisations

—  Consultancies

- Foreign financial support (cash or in-kind) for research-related activities

—  Current or past associations or affiliations with a foreign-sponsored talent programme (for the last 10 years)

—  Current associations or affiliations with a foreign government, foreign political party, foreign state-owned
enterprise, foreign military and/or foreign police organisations

- Boards of directors

- Advisory groups

- Professional relationships

-  Family and personal relationships

- Financial interests, including receiving recompense in the form of cash, services or equipment from other
parties to support research activities




Policy recommendations and options for action

» Develop clear guidelines, streamline procedures, and limit

unnecessary bureaucracy

Trusted Research Checklist for Academia, UK

Risk assessment process, National Security
Guidelines for Research Partnerships, Canada

Checklist: Evaluating research proposals

Answering the following questions may help you evaluate new research proposals.

About new partners

O Why does a partner want to work with you?

O What are they expecting in return for their financial support or involvement?

O Is the organisation associated with a country which may be viewed as hostile to the UK or
one which has different demoecratic and ethical values frem our ewn?

O Has due diligence into the partner identified any involvement in research on behalf of the
military or police with links to a hostile state?

Administratively reviews:

« Application completeness and eligibility as per funding
opportunity requirements

« Risks identified and mitigation plan (when applicable)

As required
s Advice on national security risks
National security
agencies/departments




>> Policy recommendations and options for action

» Work across sectors and institutions to develop more
integrated and effective policy

Trade & Law

export Cybersecurity

enforcement
control

Innovation &
intellectual

property
rights

Privacy & Defence &

intelligence

Foreign
investment

data
governance

Immigration




>> Policy recommendations and options for action

« Enhance international information exchange on research
integrity and security
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>> Future monitoring

* Progress review workshop in 2024
 STIP Compass

OECDorg  OECD Al Observatory | Digital Economy Policy Platrorm

".l STIP COMPASS Home Visualise data Searchdata Trends &data v Thematic portals About r

Research security

A portal that shares policy initiatives to safeguard national and economic security whilst protecting
freedom of enquiry, promoting international research cooperation, and ensuring openness and
non-discrimination.

Home — Research security portal Q  search for 2 specific dashboard in Research security porta

Welcome to the portal on research security 129 policy initiatives

Responsibilities for research security are distributed across multiple actors in the international research ecosystem.

These include national governments, research funding agencies, research institutions, universities, academic Download initiatives
associations, and intergavernmental arganisations. This portal shares policy initiatives to safeguard national and

B Download xml file

econamic security in public research whilst protecting freedom of enquiry, promoting international research
B Download xis file

cooperation, and ensuring openness and non-discrimination. It includes policy initiatives to prevent foreign

interference, manage risks, and help ensure trust in science as part of a broader framewark of research integrity.

Please cite the database as: EC-OECD {2022), STIP Compass: Intemational Database on Science,

. . . . oo
‘What is the relationship between research security and integrity? Technology en Innevation Policy (STIP, dition June 24, 2022 e /-ip cecc ors

Ensuring research security means preventing undesirable forsign state or non-state interference with research. The
B o . . 129 initiatives related to net zero
main goal of research security is to protect the research ecosystem and thus protect legitimate national and economic
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THANK YOU
FOR YOUR ATTENTION




