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(%)

20

BUEHIICEZEA 2 — R Z 74N —LTWLWHDE, FBOTILIU I LTIE
i, bR ANE (&R Yy FT7—2)
Bakshy et al. Science (2015) % JTIZ{EK

2-1-11 LTV XLIFESLAEN?
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EZABKANEDERE Y =T LiznE WD TFEHREME 5 & —XUTIE RO SRR - T,
Z D% T Facebook D7 /LT Y ZANREDEREZ LI NINEEZETCREANE NI Z LA T,
E LTSRS, VI ERTH TV, LER-T, A LIFRAZERFRER L
TWADiL, Facebook 7L TY XLATITIRL T, bARTFEDHEORND S TWNAENhEWNH T L
PERO SN A K DOEDHRKOFIRN /> TS, LN ZEEZDT T TR LTV D,
L2rL. Z#ud Facebook DAFFEE A Facebook DT — X Zffi-» T 72 DR DT, FLI=HliE
THEFBTERY, THOWHIMELHD, L, TRABMRICELWET 52 51E, 72, Bl
S TIEZ 2 E T A A X — AT L ORBEIZEIL L Th AR 205 /TR B 5.,

EELDDLE, Z9RD,

- REATE BT D R LV O MfEseE
- FREINA T A, FEER R
s EE L ULOMEFINEE VAT L LU HEE
- T a—F L N— T4 LB =T
- AT RILE O 53k
- [EHRE, 7oA 7 OB8L - Bk Ry b, T4 —T T2 A7)

TxA YV ma—Akar T YORBEEEZ D EB/IMEULIRE T, [HHAEERSEOME 1]
RRTIUTNTF RN W) DPRDOERTH DL, oL b, FHREBROERTH 54 AfHH
EAATESR, 7 =A 7 =2 — Ak T M5 E FF> TV D, ZIUIRBHINA T AT 720 | fh2
HIRETE 720  Th D, E I NI MEFHEELFFOABN T 7 v 74— L TORNVEH T LT,
ER LV DIEGIENR T AT AL -VUITHIE SN T LE > TV D, EORREAE T TWDREIERD
Ta—F o NR—Eol) TANF—=NRNTNEST0 . 20N oETHD, bR
AIZIZE CRIED B2 ZAEHAZFE L TWDHA X 7 7 RDI2E H S,

ETHERPILH LT WIURE WH b Db B 5, B2, HWRALIEE DO TR AL T AN
BN &, HAWVIT AT XATT A NE Y T URTIUINT o= 0 Lo B-EN
bbH, HHRNZMELMEEL V) DIFRA TH D, Tnb, 7427 0OFELE, Ry MR
Sk pmbib e, ZORERHLERIN, T4 =TT A 7 OREE N, T OV oTzfiE
IE, ZO%OT A Y I KFEFERIZHAIT TLY —BEIAMLT 28BS0 H 5,

T, RANEBEEOFRERVBZ 72012, BFEFHEL L TR TEDLINEWNW) Z 2B ZR
FUEWN T 220, FUTERE RO T, RN T 24 7 22— AR EENRTVONED, =
A—F = N — L WS EREDORMEZ: E ORI MR EERY 77— LTHATD, £9
WO T2 EZHIZOTTHE Lo, W) T ERKERLLEZTWD, THUTA, tha i
ELTT777 hTF 2w Z EW0HITh, HBDOWVIEIV AT LAERINEDL LN ZENRKFEEZL, 7
Ty N7 =LYV TTEDHILIIRNDHLRETHD, HlaidF—fbshiz7 A7 &)
DIFENEATY RS RETZL, RO N 0 ZRET DM~ AV R TREWVD OBME
FEESTWS, S HIERKMAZRS TRVFETZ LI TERWVWTNE DL, B bLOFRETIXF
Ht=H & —§%12 Polyphony &9 ¥ 2T A& {E-TW5 (¥ 2-1-12),
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MTéTtt MBS O —1 % #E (Bigs, MifEER, ——X)
Polyphony LB F //‘C *’%D/\fr Elp
ey put [ ol Dul;:? [ C\alch -
o : — . . ?T - Dewzlem
Dolgphonu o % % femee =
be a voice nat an echo T Voices
'g - Twitter API ‘saméz’:z APW:;;: bucket
e e o
- e
- ARA Kazioehd r:‘d;nilsw AP| Gateway
= N v Chient Application
P e

2-1-12  Polyphony

CAUT T EHERBRPEIZ25, o TR EUTANEDRB->TLEWY, fiiRE LTH ’?ﬂ:@&:l

DIENTELENIONRTa—F = U RX=RDT, TOWERLAI EWNIHLDTH D,

Thib, EIMEI L0 a—F—DoRN0 | KRR LTSRN DITTDRVDRNRY %‘:1;%
EFDLIRTREZANL D, Lb, TRLEAERNICRLLO TR, FIZLDT v T
NAT2AZRHEL T, ABEATE IV Z L RSN D REMAN T AT LOPICHDIATH

TV EoboalEss L, 40 BFELTVL L ZATH D,

BREGE
Q : ETE - JBETEEE RO Z B TV e & T2y,
A JETERE LV D DT Jonathan Haidt OEFERA G (Moral Foundations Theory) EWVIHD

N FOWEETN—TNEEELE->TWA, HEEL, 5 DOEMELBO X -

WO ZENERINTWS, F1 &R, LIWC é:b\%bﬁ%%fﬁ?b?hfb\éﬁa DB
ZHIBY AT Y 7 bR TRBD . FLICEHLIEENR ST 4 I T 4 Tt
Wﬁ_kﬁﬁﬁéhfwéwf\_ﬂ%%Abﬁék TEREH) T REER & W) ORI 5,

BARR 7251133 IR B WD 720,

Q : SNS TO)¢1~;<0>T)“§5I BIZIER Y FidsA TNz —2H 9 LW oo T LILATRED
A 214D ARy MBA TN Y —%H) ZENTED LWVWI ZEEZRLEMTH D,
TN ZLTRSTNDLDN, APy O LIS TWDDNIHNHRR,
Q: SNS ED=a2—ZADHEH VA — FOIHEIIE D W I T AT Y XLTRLRTWT, &
NEE, ZO0ND HEDONRBLDOMNE I D, HAHWIEZEIIL SNS EEZEOT LT Y X AME:
HIZRSTLESTNDEDN, £ N2V A — FOPLBOETTIXBUR E 2 72> TV B DD,
A VA H—DGETEE, HHROEFITIILT L 7 v — « 741 U—BRITNER D,
MR- T, EARIZIZZ AT —RE 0 a—F—nimllied, HNEFFO2—F—%207
INT —HF

ZEMD A — REHERISELDIZHE LTINS Z ENZNVD, FHESPHRE L.
—ZRUNCI TN E I DOFITHETREDDOTIH RN E-R S,

Q: MEERLTWETEWEER, BE2oRRN Y 2 AN TCoa—F o o N~ LEiES0nan
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B, BIXZI2TDHZLICLs TN I T A TR, BB, BOOERICEBRL
TLEL70, BEBERENHTLEZABKIIANAS T AN AT LESTZ D Léﬁb\@iﬂo

A K218 X, RYIZEI NI ZEIZERRHLONE WD Z L 2B DI 725,
FIIWANATANTELEITASRNWEIICE VW) DRFT-HEDY AT LDTFT A o Th
e LINLMRD, AT, BEvZ 7747 EBREN=—XLWVIDEZDAD
BRHOHLEZAT, EEAZDODANEZDONEORRDLARESERH D E N7l 2T L
TY XL TH->TWD, LIelNoT, ZFININNA T ANROMDEEDNIUL, 27y, 72
WEEFEWIINRY, LL, D7 b 2OV AT ATIE, #EEZZITANDLNE IO
BEOBBREIARANDTDHOT, BNV AT LANZI W FELZ L TH, RARHEZ -7
LEHTEDL LWV EWRTIE, WD TIHARAWMNE BoTnS,

2.2 JxA/VEERME: AT« THRAEMICELZ7IO—F

WEIE— (B IFRPRER)

TA—T T2 A 7IZO0T, EIVIRKNTEDLN! 2EDLIITHHTE D! 2 /=6
DI LA E AT Do

FTRANC, BERICBITLT7 oA 7B ERT L2002 ERL THL, ABRTIL, B
FERLLEF IV Ea—F—IZLoTEREINTAT 4T (TUH NV Ta—v AT 47) &
TxA 7 EMES, DFEV, BIEAETHETERS T, BMBZOLDO, EFEZOLO, TXFA b
ZOHLDONT oA I NEIDERGLET D,

BEE P & LTk, AEMRGERE (N4 A MY v 7585 bbb, 7oA VMBS =175
W, SEIELLRTD B ARTRFE DB ICIIFEL TR Y, Fl i, ¢§@727’%1/E0TI‘EM£/X7‘A
EEELED, EET ) a VoV TL o THREGRRIEY AT AZT 5 L 9 a0 E LIE
(Presentatlon Attack) LEDLNLLDORH o7, ZOBWEIL, L CIIEHTEICL-TE6

BEAL, HIENBARANESL VO LD REMBREFNHEIEND Lo TE2Z &
73\[5 AMGRRES AT L7210 TR T, AMICRH L TH B TE 2RPUZ 2> TE T,

AKFERTIE, arEa—F—RNERLEZAMOL Y e EFm e ABOEREZ ES#BITX %
ML 2EVWIEEE LTth, HOT oA ZBBIZOVWTEEET 5D, £ LT, &%IZ. Amazon %D
YavEUITY A R TOLEa—% 2 Ea— X —TEoT7 oA VEREHZHEDL Z LI
AREN L 2, b L7 A7 b Ea—NRhbolcl Lizh, EOLICRZTONDLION! 2209
FEa T D,

FTHEANS, 7=A 7 EFOFET D, T, SFERE VI TENERL WD, &5
REWI DX, 52 ONTZLENDHEFRER A AR L TRART 2HMTTHY . 20174 12 2T
2a— YT TARENRALTND, 2F0, AMOHETIE, 5 ONBARORNERRE R0
MBIV H D, ZORFIITSEIE 2T LA Y —00 T, GAFA (Google, Amazon,
Facebook, Apple) Z#J%,. BAT (Baidu. Alibaba, Tencent) %, #EEVEUNTHFIE N HERE L
T2, HLFEOFEZIT TR, SEIERADFLZEMLTELL IR0, T=2 [4
i ORI ZARARA AT =Py —D XD, #EPOFE Y TV AN DR IZZEH#H
THZEHLARRIZRD DO D, ZOZLICEVMBRLINEND & AEF CAMETEET
ZEIEDLND LT TR, FOM, FIZIXA~Y— T3 RZANT THEREF ZfEn L THEA

AN
=
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WRLZ =T 5 Z Ll bfEbnb Z &7, bbAA, ZTRZERZRTFIUENT 20 s ) =—
DEBEMESTERY, EERPIERELE 2> T D, BifEMllOHATIL PAD (Presentation Attack
Detection) & FE(EIL, ISO DO EBEIEHE(LHEA TV D,

b —E, AORNEK 2-2-1 1T 0T <G T 5, S ABRBMHENO iPhone |2, &3
A’ THey Siri, A HORKUIM? ) LRI &, &HIO THey Siri] & W9 EWT L—XTEA
FRAEZE 2MT TV 5 iPhone 23, Bk —H —7ZLHE L L ST E AR AEFZITL, HFIAN
WAHHIRO KRG ZF = v 7 LT, [FHORKUTNNTT ) £ [BNTT) LI CEEERL
T, ThEzHir LT L E20-oTND,

Inside smart devices

Unlock
/

prommmmmmmmmmmmmrett | Speaker verification: | | Speech recognition:
i Hey Siri, what is the & | Verify a registered user Recognize speech and
weather today? from “Hey Siri” obtain “what is the
..'. ......................... weather today" ina
P written text
Z—
ﬁ . Information query:
Today's weather at the
B <| current location
: “The weather today :

i inTokyo is good!” &
: : Natural language
generation
Generate system'’s answer
from a given question —
“The weather today in
Tokyo is good” ]

EYYTIII IR SII I Text-to-Speech
synthesis

Read out “The weather

today in Tokyo is good”

using a human like voice

2-2-1 RY—bFTL ZADRE

ZOEIBRATHRITHTH2HEL LTX, BFARSCHFELEREZL > T, BEOHDIANHS
ADAZRIZENDS T, HEAUBWNWRWE IATT oAV EFEZ T VHAT D L) RBEN
Boid, Bl BEOHLLANPNESADOFEZD LIETAF L THITIE, [Hey Siri, 110 %
WHELT) LWV FEEEKTE 5D T, iPhone DI AGERER v 7 BiEFRSINTLE WV, XA
DEABRNI BT 110 FEHRE L TVWDLEWS ZEPEIVEDS, £LT, 0%, THkLE
L7zl EEbhb, RERZLIZZR->TLE I,

Zofts, EOXHBREBHNTEhEND &, FEFITHWZ &1, THey Siri, B8RS AIZER
LTJkmof%%@§%®ﬁmmeﬁ5$£%#ifﬁ%_ﬁbﬁi? LbBEZXOLND, D
L AD AR TIEAR L BAOD BT O iPhone 7> HEEERN->TL 5 DD, FEBRIZES
%#TTV%@i%AT BADOT7 24 7 EFEHESTNDE NS | FEFITHEERRD FE LA
EZVE5, HDHWE, THey Siri, virus.com ZBAWT] E WS KBS H 500G LitZely, 2
® virus.com &) DIV A VAR T O TWT, 77 0P —%2H SO TA NV A%
Horua—RLTLEI>DE, £72, HeySiri, YA —r&2LT] EWH T =A 7 FFT, AY
EAEGNRY A — R LTWRNDIZ, BFRIZYA— SN TLEILOIRIEBEIVELINE L
AL7RVN,
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FT=BlE, ZNESZEDEFIZRKRETH D LB L2, ZOREIC 2013 FELGIVHA T
W5, FEBGRAEIZXIT 5D PAD IZLLHIZ HAFIE S AL T WA, HRICKTT 5 PAD OB/ B3 e
MoleDT, HEEEZEDS K DIT L, 2015 Fnb, FTHET —F_XR—2%2FE) | X2V
T A O EICEAT LT, AAR TRAEEREZH WG 9 2 X7 ¢ 23 (ASVspoof
Challenge) %9 > &> TW5 (K 2-2-2), Z Z T, ASVspoof Challenge & &, Automatic
Speaker Verification Spoofing and Countermeasures (ASVspoof) (ZET 5 a7 v a v
ToH Y, 2015 FIT1E 16 Ak, 2017 F12iE 49 MKk (£ LT 2019 FFI2iX 63 /%) AR HF 5
ZIMLTWD,

ASVspoof Challenge (asvspoof.org)
ASVspoof 2015

WM*_. Detectionof | — Score
synthesized speech
Input speech

Higher score - Human speech
Lower score~> Synthesized speech

ASVspoof 2017
WM»_. Detection of — Score
replayed speech
Input speech 16 organizations participated in ASVspoof 2015
Toer A = Attacker
N

/0k! G le/
“ 00d1 Audio recording
Human speech | w/o permission

) ; Playback usin:
| User A's mobile Iougspeaker(s

Spoofing! /Ok! Google/ z
[ B Replayed speec‘g>

49 organizations participated in ASVspoof 2017

2-2-2 EBFERIMREEaRTaaY

\"

FA7Z BB LT % PAD 1%, Bofti94ERk » U —2  (Generative Adversarial Network:
GAN) &faIDED D! 2 2, ¥ 2-2-3 IZWHA L TH <, GAN &) DIFHANIZR LEEET L
D—2T, {7 —% LT —Z &4k %) Y= b —%— (Generator: G) & 7EHT 5
EXN (BT —XDOIESEHET D) 74 A2 U 34— (Discriminator: D) O Tk
D E VWO ATHD.GEDNELLEBAEVONHZNY Ao TNDH LI R TH Y
DRUTANT oA 7 nEWNDHET 5,
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GAN

True or Fake

Propagate
gradients

Real
samples

When update G, all
information related to
D is available
White box settings

Real users | Attacker’s

Spoofing/PAD and GAN

Genuine or impostor

Servic

Speaker
verification

model

Attackers can’t use service
provider’s model for
updating their model
Black box settings

Genuine or impostor

Speaker

verification

e provider

Real users | Attacker’s
model

PAD models plus
biometrics

12

2-2-3 RT—T 427 /PAD LBIIER S Y kT —% (GAN)

PAD L A7 =7 427 (BRVEE L) LIFHEFITUTHDDB, BEWHFHEZMYE-oTND &
WIHIRTA MR TR By T 4TI T0N5, —T7, ﬂ75>/\i“fnfﬁﬁﬂ LTCETRVFEEL
&L FORYFEE LOKREIT, RWPES, £T. %@Mﬁ 27 T v 7Ry 7 A>T

T, WBEDLITHENSHLRVIRICH D, S 512 PAD &{IEIJ\FMEOD 2 ODFEY 2 — /LR
b HRBUZ T2 > TN D, S AD iPhone b, EiTZ D X9 RPlicdH

RTHNEZTWAEY T HIEHICHL - EEMET, TieD L) foiﬁiﬂ%fé'\ﬁébfb\éo g
FIE— AT, SFIERHERHDEEZD, IHITHLOVKENRHTLS 22006 Lt
DT, RHOKELE2 S5, £ LT, IS EROEET AT VT XA LEM S, Z DOP5#
& EEANE, & BITTEIZE D220 &V ) 54T ASVspoof Challenge #X°0 . E4L7Ei) 7
A 7 ERETELNE NI X AT ZHNE 9, BIRRIZIE, £7°, /8% (Google, NTT, iFlytek
E) OMNHEHT, OB TWVAEREFEZREEL T OV, 2R AREFZHAG LY
T KRBT — Z N—= 22 AFR T %, £ LT, ZORBUET —F ~N— 2 %K) 150 OHF A OAHG%IC
Bifi LT, Bxonigmns, ANHoBTFEhary Ea—2—nNERLEER EZH3ILTH 5
ST, WBMEREE R BN T X T T 5,

BMOIKLE >N, EFRAERENEITF 22—V 7T A ME/XALTNDHDOT, AREHFNAMO
BEHENE, ABBREWTH 0070, 22T, 2 207 —L LT, AROFFZHER -
TLE 9BED=7— (FRR: False Rejection Rate) &, #DOET =2 AHEEH-TLEIBEO=
Z— (FAR: False Acceptance Rate) &%, ZD2ODTT— 75)%,%L< 7% (FAR=FRR) A
& L CEM=7—3% (EER: Equal Error Rate) &\ 9 JE#EAFEFR L T, iHMEFEELS L CRAED
> TS, Z2O7HICiE, K224 27T K51, £T AW@%% FDAT 540 &

%%®X37%ﬁ%\%é%@f@%ﬁfﬂiﬁ%@Wo%LT\:@20@I?—%%@%
BB 7ay vh35&, KD k97 DET (Detection Error Tradeoff) »— 7 234filf 5, L
MU B NEOE DO 75 % i L 727200 CIIE AGRRE R 22 C & 72 < T, #&REIC
H ) — N B > THEANGRFEEZ L TWAD T, TOTT— LB/ T HLEND D,
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22

FRRIZIX, ARt 4FEO=T7—L LT, (DA PAD CHiE->TY ¥=Z RENTLEH 7
— A, QEOZ—VF—=REAFEIETY V=7 hENTLE I Fr—A, QA TiE/a<, o AR
NEES TZITANLNTLE I r—2, WAL OFRZIFANLNTCLEI r—2A0b0, %
NENDOT T —OIAEMER PIIRRED, PIZIE, ATIZES200 FIIEa X 83000 (it
IZHERT) BAERRIIIEWNEEZEZOND DT, 27— A 22O\ T, x; (Prior of a specific type of
errors) TR L TEET D, £/, TNENICHT HRE L EOWEFH (X ) HiED DT,

ST 1 - PADES{AODTHIEER

PADA 7 OEHE
A
BFEEHTRECEDTELENIEEOR AP HH

=

s

=4

5

= EFEEOR ATHE

=

=

@

o

<]

o ¥

S AEHEEOPADAOT
DETH-F
E '.‘W(f' ™ T
w0 R NSEN
Decision B
. PADR 37 DRHE% BH.
Trial Accept BEEES PADHIOEER (FAR = FRR)ZEE £
- Correct  False reject §
ERER
o accept (FR) ATEESEERICENMEE
& False alarm . EERIEZE(L
Correct reject
& (FA) :

AIERDEFEEEICANESR.
(FA ratio, FAR)A' LA 2 TLES

d countermeasures

0102051 2 5 10 20 4

ju, Nicholas Evans, Tomi Kinnunen, Junichi Yamagishi, Federico Alegre, Haizhou =" eCapance rate ()
nicati

s
mmu on 65 130-153 2015428

for speaker verification a surve:

Spo
Zhizheng W 18
Speech Cor

2-2-4

SR IS1E2: PAD & ASVD#EE IR hM-DCF

Al attackers
eD

(TTSIVC) » P,
Human attackers
(Non target) P,
True H
users Accept Accept
(Human) (Target)
PAD > ASV i p——
system i

— T,
+ Reject Reject ¢
True Py (Fake) (Non target)
users ab.cd i
C; Cost for a specific type of errors
i-DCF=Y Cap, peaiic P
7 Prior of a specific type of errors

i

H a Dete Function for the Tandem Assessment of S; untermeasures and Automatic Speaker Verification 19
Tomi Kinnunen, Kong Aik Lee, Hector Delgado, Nicholas Evans, Massimiliano Todisco, Md Sahidullah, Junichi Yamagishi and Douglas A. Reynolds
Proc. Odyssey 2018 2018565

2-2-5 FHMEE4E 2 : PAD & ASV D#E& 3 R b t-DCF

(tandem Detection Cost Function)

ST{HIE4E 1 : PAD BE{AMDZE{H TS —= (EER : Equal Error Rate)

ZTZEIIRT D2 A K O (Cost for a specific type of errors) HAIZEFR L THL, £ LT,
BORETIE, M 2-2-5 ITRT LD, o z#idabyE (EASIT L) 2 X hokfng,
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a2 A b t-DCF (tandem Detection Cost Function) & LU T. FEiFsEicfHE 5.

Evaluation results of PAD models alone

- Ranking of speech PAD models submitted by challenge patrticipants
- They may submit multiple systems

- primary: main submission, may use fusion of multiple models

- single: single model

- Top team on the LA database

- EER=0.22% T 5
R \.| baseline BO2 | \\ \\

- FAR/FRR=0.22% e \;

- Very accurate performance s ,, \ NN

- Although synthetic speech <
sounds very natural and
may pass the Turing test,
we can still detect them!

- Huge gap between primary and

iss probability
A

M
o
n

single %
- Various spoofing methods 0
- Single models are insufficient 0102 051 2 5 10 20 30 40

False Alarm probability (in %)

2-2-6 PAD Bi{AMDET{M#ER

I U AROFEREK 2-2-6 12T, ARCE A AR OEF NI AMAENTH 5025722053 PAD
TIEIZL Y EER=0.22% &\ ) @B CHlBI TE Cnd, oF 0, WX, ARZB#EWT
WAHBRA Vb EBNRBNTWDERA > MIERLE S TWD I ERGND, 12712, 1 MOV AT
LMD 2T AOMWREIZIIFEE Xy v TR H - T, Lomh LizEifiafbrnitmosnTL
FO2 bbb, Flo, MOKBFELFET HDOT, THUIKHTHRERGCHEMLETH D,
PLEAY, ASVspoof Challenge TH G NCe > 7GR E#R TH 5,

Deepfake/FakeApp (2017~)

Very very simple deep learning

Training
Shared encoder Decoders

— —

¥ (512)——>»~ AN ---- approximated
dataset A

—— <—

- (512)—> B - approximated
dataset B

Usage

video of [[f ===~ g ﬁ A
A
(512)
_______ forged
B > video

X 2-2-1 T4—727x4% (Deep Fake) ENEIDIERL

24
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Wiz, T4 —77 =47 (Deep Fake) D% 35, Kilf. 7AV HD=a2—A|ZF, artE
a2— X —NERLTZHTENH IV TARE DR T oA ZENR DS, BRICEEL KT T OTIE W
M2 LVIREPLEL S ER->TND,

IOT 4 =77 = A ZElNL, RIPEFITHELEREE THEOND Z Lz n (K 2-2-7),
BHEEEDPZTTWVWAN (BEA), EEZEENZIDLTON (AZA), ENENOEBEE 25T
FEDTETC, A—brxmra—F—L I ETNVEED, RIDTa—F—TITASADED
N B U CUIERIARIR GCOERNCHE L2 (A FMBET I E NI LR 525,
TNEBIAIZONWTHITW, A— b= a—¥—% 2 o5, FEEEINIDHEXIE, 7,
LD NDHEEGRZ Z b bDT a3 —X— I AL TEO/A—Y 24 2 OREUR GBEE
B) 2A5EEIBIADTa—X—OHIIANTHILETBIAVDOEEEGHKT 5,

RO, oA — bz a—F—F7 ARMEHRR7 7 L LTHIE> TWT, ZOREE,
TA—T 7 =A VEHEPEBRDONTHHEI/ENTLE) 2L ThH D, ALARBIE LTI, b
VT RKEEOEANT 4 —T 7 2 A 7 TEPEEZ DA DI, NI VT RKREORIZKT S Z L %55
T7 oA 78N EH Y Trump | Deepfakes Replacement & V9 % 1 /L OE)E )Y YouTube Tt
A2 LN TED (https//www.youtube.com/watch?v=hoc2RISoLWU)

ZOED, I<SHBECERLZDOR, GELTWL NWOREZ Y T A2 A4 LTHIL, HOAY
DEIZ~ B 7T 52 LN TED) Face2Face LW O HIFCTH D . 2016 4 6 HIZBAE S T-
IEEE Conference on Computer Vision and Pattern Recognition (CVPR 2016) TX#*F Zi7-,
gt L & bIZRR I NT-EEIZIL, Face2Face Hiifiafli > T, =2 —ABEO TR > TWNDE
43 K7 A U 1 K#etE George Walker Bush OEIFIZHIAN (TH H0F5EE) ORIEEZ Y T VZ A L
Ta b —3 HHEEIEI STV D, A LW &2, BIADREID L TV B EED Web 7 2
TTHEXYTTFH¥—SNT, ThE=a—2AOFDNDEOWARIZY T V& A L THODIAEIL T
%, 72k, Zo#EhEX, YouTube |2, Face2Face: Real-time Face Capture and Reenactment of
RGB Videos (CVPR 2016 Oral), https://www.youtube.com/watch?v=ohmajJTcpNk & LT, 7
vy 7r—RINTNnD,

—J7. B2 Bid, LT R Lo RO PAD Hiflia > T7 = A 7 Bl & A D704 1T -
TW5, £F, EHOWMAZHMH LT VGG &£ \W I BRIAL =2 —TF )by MU — 7 TR 1
. 2%, A7eArxy FETATHENZIT> T, BEBIZY TN T oA 7inE 05 HEE
LTW5, HEREIL, EER=1.42%720D T, 98~99%FRE D @\ EE THAITE T\ b, 7 A
U DA% 78T Taylor Swift OFHAN Face2Face Fifffic L » THETICI L SN/ 7 = A 7 B
HBIFET D, Aa k<AL 7oA 7EBEO OB N RERTHD N, ZNHAEIZ PAD
iz fioTT7 = A 7 8B A RAED Z LN TE D, BEOEMOAECTHERITIES> T 5228, J£
HEDS 72T HUTHI 99% DFEE THBIT D Z LN TE L, 5D E A B EMM D> TWD & 2%
BEETZI —NHEL D720 EMARNEHETIE= T —130 17T%ICHATLE > ORBIRTH
Do

B, AT T02DIE, YT NVINT =A 7 it d 57213 TiER, E2PmLsnTnD
D RO 21T > T\ D, 7T =A ZEEAZ D & & b2, FRFICEZPAMIES T
HONEHEE L T~ AT TERTHINTH D (H. Nguyen, F. Fang, J. Yamagishi, and I. Echizen,
The 10th IEEE International Conference on Biometrics: Theory, Applications, and Systems
(BTAS 2019)), Z OEMOF ML, Bl Z R THD NS TSN LW 2B CTRES Z &
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MNTEDLZETHY  FOENLIN~ AT DFEE L TNWDHDR 5B 5 < Face2Face Hiffi &l - T
MTESNTZ ENREMFIZIIDNHRMICH D, ZOXHCF D & 7 = A 7 Bl Iz LAk
B EEI DL L, EiEE 9D TlE T, WBFEPBEMEND RN D TH 5, %
EEDET N RADOBEFIEIIT L THEZLNE I NE NI EREITT-E 2 A, BARND
EFRELBHITTERNOT, £, 7oA 7 HEMELZ ERFRTEobIT TIERY, 65
Ny RIOKEET —ZIZxt LT, DL THT—ZBbIUX, TET VDT 7 A v F a—=2 T HRH
REE720 BT NEH LOVERIELESED 2T oA 78l%2 LR TED L 012725,
LALR G, RENZKT 2HENREE L THK-> T\ 5,

KBRICT 2A 7 VB a—0iET 5, ZHIUIRIFED AT 4 TEERT D LWV IFEE —FET2A,
EANGEREE 2 —7 v MZLTWADOTIEARL, Amazon DY 2 v B 7 A o, L—T 4
THA IBEZ =5y Mo Tnb, Blbld, EEICABBREN L E 2 —Z2 il L o7
NEZREICAEMR LT, Amazon %D Web 1 MZ7 v 7 a— K352 LT, Web 1 FDFE
e ETF7Z0, FIF7m0 352 ENRTEH2OTIERZWN ! 220 ZEERIELTWD,E LT,
ZD LD BRI T D AFE DR LT 5,

Sentiment preserving fake review generator

Low-skill two-step generation of sentiment preserving fake reviews
1. Use a pre-trained neural language model (like GPT-2)
2. Find a real review x with a desired sentiment class from a target website

3. Input x to the neural language model and predict next word sentences x’
to be followed

4. Estimate sentiment of X’ using a pertained model (like BERT)
5. If the sentiment of X’ is the same as x, Use x’ as a fake review

1. Generation step 2. Validation step

x—| GPT-2 | x" || X'—| BERT |»>sentiment(x)?

X: seed review Yes: accept to pool
x': generated review || No: rejectand discard

34

2-2-8 JxAYJLEa—--PxRL—EF—FFEo-HR

7= B, 2-2-8 [T LT L DI, FEFICHMARK L X—2 L LT GPT-2 (Generative
Pre-trained Transformer-2) & W) FHEHA= 2 —TF NVHARSEET NV EFH - T 72/ 7 L B
— 5L ANEo T L T D, 20 GPT-2 ITFEFICLLS TETCWT, AUV E=2—% AL T
LEEEIMEREH DL, ENLHNEABRENTZDPOLIICRZD, ROAT v 7T,
BERT (Bidirectional Encoder Representations from Transformers) &9 BRSBTS
NEafEo T AERESNTET I A NDORYT 4 7 - W T 4 7EAEOBEHEZTT> T\ 5, BERT

ICERSNIELEE AT TDHE, ROT 47 « 3T 4 7HEEPHEINT, FrED L~LDR
VTAT A AT A TEEEMoToLEERIT ) LT 5, TNEHBIMEZ 5O TIERWNEE
ZTCW5b,
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An example of generated reviews

Positive review (Amazon)

I currently live in europe, and this is the book I
Original Review recommend for my visitors. It covers many countries,
(SEED) colour pictures, and is a nice starter for before you go,
and once you are there.

Great for kids too. Recommended for all young people
Fine-tuned GPT-2  as the pictures are good (my kid’s are 11) favourite
fake review books of the day? This is my take on the day before a
work trip to

35

X 2-2-9 Amazon D T—AR—REFTIZIT21=7 A4 LE 2 —DERK

Amazon OF —H X—RA &L Tor—A (K 2-2-9) Tk, AIREWEAFY VS rie
a— (—=NR) ZGPT-2ICANTHE, 20X )7 (EiEE L THAGEL TRV CENAAH)
RS, YELP L WH LA N TZ b Ea—H A FOLVE2—%JtilfTo7 7 —ATH, FEF

ICABIRFTEATH REFE SN2V LEN GPT-2 THER SN, EBE. AR TH HHE5E 80 A
LT, TR (Fv o ALL 25%) OFEERE L THhIZEZAH, AT 4 Tletilpsm. /X%
AT 4 TR E . TNETNIEMEITH 25% THY, 2 Ea—F—PNERLIZLE2—720
P 2FENE B ABNRENZ L E 2 =00 2 &S5 67N & ERET 5 EERRE R NG
bz (¥ 2-2-10),

Human judgments

Question 2: Which one of the following sentences is written by human?

1 mumrm-qmghmr i thiss incation. | vall never renam. The only reasan | give it fwo stars is the fact that they hawe a new business eard that | can buy ar e
on Wesl Sahara and Saheva aid they are doing su well

2 Iwill not be going back. |Tm Nt sure if they are Irying to el COMPELTIONS or tey oMVt care about teir CUSIOMErs. | wiould Not rEcommend 1S place 10 anyone
5 Can | 2t s 0 Sters? | quess . Batiom i, therd e o vegatanen opdlons, 1 Drocuce s 1ealy ac, the I was rlculously 1 becelse therd wes oy
one cashier i the enure sore. | am 5o disapoointed in this Saleway and will not return

4 | am & sucker for thin crust ood and | vall never go back. | will not b& GoINg back to this lecalion again. It's a shame that this olace has coften their superior
service al a food court.

oa |

i B Amazon M velp
. ' 230
39 native subjects g
41 non-native subjects g
£
2000 computer-generated & 5
and 2000 real reviews b
Y 75
Chance level: 25% <
% 0 ‘ ; ;
= Native Non-native Qverall

37

B 2-2-10 ARMIC&dT7 A4 LEL—DHIE
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Automatic detection based on GLTR (2019)

A gnesl el JLready duod 1 thal Lis 101 prediclable You seally du Leam o ey i e L uion (e

ary.atircugh most 1 3 It more simple, ' hitp:/fgltr.io/distindex.html

ol e

i n I
i

TopK Frac? Calors (o 1 100 1000

;:;I:_ium Vi really do leemn from e sty a5 wa senlinae (o follow the EER
Amazon: 29.48%
Yelp: 36.60%

ed, I reads oo
hosgh most of ik

t “rac(p) tistcgram top 10 antropy(p) histogram
E Ill_-u-__ _I[f ...ﬂll_lll i
.:..:.“: :::x:':s:s_ aM0608 L 12z _k.SZ/... Reall
NOER sraeR  Cels'ztop k-0 10 100 1000 :
1 reelly erioved this book. It shows the judgmenta. endencies in our hurran race and how one woman strove to live &
Ule of w2 vice (¢ albers Lo gain redenplion o he mistace. Call'l gu wivng will Fe classics,
‘Gehrmann, Sebastian, Hendrik Strobelt, and Alexander M, Rush, "GLTR: Statistical Detection and Visualization of Generated Text." 38

arXiv preprint arXiv-1906.04043 (2018).

K 2-2-11 GLTRZR—RETHT7xA4 9 2 —ADBEEHKRHE

ZDEIBRT A7 LE2—DOHEWRHEOAREMEIZOWT, 4F, 2 DOFELZME - T, MKEE
Zi7olz, £9. (Web F A M ENBHK 4500 T H DO XEEHATHE LT 5) GLTR (Giant
Language model Test Room) &9 v AT A&~ T, MAEL7-, X¥E % GTLRICANT5 L,
LEHROHFEZ LIZTFHLLT0NE I A ik (&b TRILOTWHEE) | 6 (PREICT
LT WHEE) . R (PHISEELWEEE) . 556 (RS THIZEE L WHEE) o 4 ARICRRL
TND (K 2-2-11), SBEETADNLAERIN D CEIFTIEFICAMPE W20 X 5 G
LETHHD, LK BDIHBEODRBYNER>TNDLDOTTHILLT L, TR RIIND,
—Ji . ANEDENTZCEITIE, BIOHGERFNNADII TR TE LWL ) REFENEENTWD 7 —
AMBHDLDOTTHNEEL 20, Ffa, HARESEIERANREL TRRIND, EETR
INDHHFEIL, SHETANDLIIH VERVEGERIITH D LHEEL LT, ZHERILZY 7L
M, T AT EREDZENARETH D, 7277, BEOLZA, ZOTFEOMREIISLFEV EL
2T, TO%RRREDEME (=7 —3FR30%) THo,

Hy)—D, BEBEETADER LT oAV =a— A% HEMET %5 GROVER (Generating
aRticles by Only Viewing mEtadata Records) & \W\5 73V X LN H D, 7= 7 =a—A|Z
. ABREWET7 oA 7 =2a2—AbbUE, 2 Ea—F—PNHBAER L V=2V =2 — R
H5, GROVER [Fa s Ea—H—RER L2724 7 =a— R & B HMClEH 2508, 7=
A7 L Ea—OABRHICEITZREZRITL TS, £, ETADBAHINLTHRNO T,
EER #5tHE 35 Z LIXTE R o720, FAebOHIGE LTI, HHREFTHRETE L ET
W5,

PIEEFBHIZ, 7oA 7 FFR, 7oA 78, 7oA 7 L E2—CBL T, AR OMF5EITIL
EEH LD, IO OZEITIZE A ER\V, 2O L) R AR, ZOn%, FRIZBHE
BIOBTEZIRT, BESETWSRBERDH D, ERZBITA A E>Tng,

HEGE
Q: 7= A VMBI TNAEA LTRSS TN, BEFEDATS =T 4T H VT IVH A LATHHE
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o »

2

P FECEDLN, VTNV EALATTELHDLH D,
CEME LT T = A Z BB LHERS VL RD LW OFERD o T2 RBRENH 0D L

ZHEELNE WD Z L X H D2

B EICEET A L CWRWD T, EREICE XD Z LT TE vy, R EILELS 72

5 LTI D,

:GAN T7 = A JEBEAERTHEEDT A AV VIX—X—IZPAD 25 &, bo LT

W 2N T B TlE v ?

CFEIF. ENDBRDFH LT o722 272, GAN & PAD [THARDLE LD H D TIEARN,

GAN [FV =R —F =L T 4 A7V Ix—F—F, EHITBHENEMYH>TNRNET
TR, —J, B HORETIE PAD 3R BICHBENOIZT T v 7Ry 7 X2 > T
Do LIEMR-T, YV=Rb—F—L PAD ZiflAEbEDL L VWD KO &I, BHITE R
HIR, NHEBICIATAE RN D &9 ZRELTARWIR W IE, # 2 015780,

2.3 v FORFRIcHT SEREFLENISOT7 TO—F

Rz ARER (RIEKF)

HALRF CTHARASHELHOMEZ LT\ D, KAHIL, BRSHELIEONEGNG, i, FAOJE
DTHEMLTWNWHZ &, ELTWDZ EE2HBINT 5,

FLEHIX, Y MEROSHIZ ARSELE OGN b > Tnd, SNS O L9 RFETH N
F v MIHERZEUE TE 5 L9 RERICR > TV D DI ER, FOVSEINLEEC, v MERD
FEEMERRE 2EEICR>TWe, 2212, BREHELIL LT, (A TELZ ERR0nEN
IMFEE NS ONEML TE, HlzIX, 27 —F U PRYGICPUTD DD E NS T EE Ry MT
Wb, 2y P RICSESERZENREIPNTND, e, BEmmaiRi oL o BT
WA, BEHET 5 L O W% 10 UL ERTIZO > Tz (K 2-3-1),
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£ 2YNEHRDRH
BERICEDOISHRNDEEIR BIBERORBEIRINDZIE

AGLEDT3 LONLP2013, COLINGR012, AS2012 SR PSSR ER GO
R BAL ~RHE A3 (2011) EEx £ #MAMT Best Paper Award (2014)

CICLing Best Paper Award(2011) CEIA L L2 (4 # YY) (2015)
EEnEEe BREERES (2010) FaE-EN\MIL-HAIUZAK (KIEEHTERFI) (2015)

e [(D5-FUERERN Il kYo o
= HBREEA 18.7 WA T, R EVDEHOBROEREWE AT L

A2
b

AREGHT |, o OHWRBOIATGHTREERLPGCY VO DMRICLD. TR
£

AT AR CEEON CAEDMLTEEE & — RIS 2
LHLAT 10.4 @ "EAIPAREOMIC S LILWITHMIL
—7VEEPNOYBROBET, nEeN 8.6 IYEF—FARECML (HBHMHREL, MCHOSTES
WO TENDPOP | BED ERMELHULET v St TivES bRk SES
= FERTE 53 mER—msas SERES
,,,,,,, ; oo mca i s 5.2 BERFERIADE, ORLRHIAEERRLTNS
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SREL ! % EBEROT =3
BUQT. HRTLESELOENLTON g ft??, ar et Bl e o i

RIZMRITEELA oo o2 ERESLTRAAITES ST
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x e (EREE 2 g =
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A i

BERYRAIVARFRERKE BEFRF|R/ICHA (2013)

TEYA—h
o) DISRS
ﬂ‘ QQGH( :m OSII

@000 1676HTs, 201108 |2 144629

TR <) J
EROUBBH — — AT RR AL “" "— Tamenieno [RF] SATE SRLRRD S IREEROS

2-3-1 Fv MERD S

ZOLEHFTHAARAKREBEENEZY, ZOERICIES SADT IRV A v & — RIZfiivic, £
I LTBBICH L CTHRSEELIH T O 7 Fa—F 2 E Lz, BlziE, Baimmc iR
THEN) ZLIZONTIE, TR LTHENRY A — NHEMN YA — MDD Z LN
TE5, IKEMENTWDI LI RMmBEEEDDLZ LICE->T, ZORETHEI- TS T~ %
IFIFHBMICED TS DI ENRTEX D,

T, HIF EWIFS AR & IR OFEE STV, FSCERERDOY A v & — ETlH
CIENEI TV, HDHT~NH DR TR #%ﬁbﬂ%& ZHUTH LT, W, &
NIRZ LT, ADIRT I ENDREEN, BNOLTEATEAVEY EoTET, LT, 20
TP L TN W) Z L bR C&E o, BARSFELHOEM 24 > TRAI3 2 & IRt - I
KOOI FEIERNE—UPNRZTL b, BHRAE, 1 A ORITHLHE LTz 60 HRRE DT <1220 T
KB Z Lz, BEARZ LIE, KKER-SEZT<EWIDE, B FE8ZNT, TET~
L, ZruIBhLnk e STETD2XE 9%V A — FRREEINT, TNBIEHE L TW-TT <
DIHIZORZ B> TN EWVWH Z L THD,

VP LHT v SRS 220, RN OER, & DREE O EITRAERICR>TLE D &
IGEBEL DD, TOHGH., A&, FEBINE ) T2 E S WO TR > T
<,SNS ZfES>TVWDHANZDLDONRH LD DE Y —I27 > T BIER, 7~ 2R LT,
TNEIHT D PRI > TWD, HRELEDFECH T8 Th D,

ZON)ZEEFARTCWP T, VoAV =ma—ADMEICH LT, 2y hEOT7 77 FF =
I BT AUBERLBLEWNWHIZ LT, 777 "oy /2T TE277 7 b Fov A=
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7747 (FIJ) &5 NPO NLH Edo7c (¥ 2-3-2), FAHH & E ORI 72, £ D
35D,

Ty N Tyl 0H0E, Fv bEIZ, HDH0EF Y P ETRSTHVWL, AR 5E A
TR T, FEOSHLE L THEROENTNDHDIZH LT, TNBERYIZEERONE e
WO ZEE, XD RVRIMERIZE SN T, IV FEETHLIAREEREV. HDOWVIFFEETHD
AIREMEDMEWY, B LWE W) ZEEFIRT, ENERIMERE & HICEEFICL TRy b EICE
TIRD TN LN H L9 RIFENTH D,

FactCheck Initiative Japan

:" 5%5%?1\‘/7 1=FPT17
F777 M FxyI0EHREIOI I

Project outline

Tecsect posts en sNS
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FlJi 7277 Fzv 708N - RO LOLS, BNZEVATLAOMRTIOY Y
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EEDT, ThET AL —2 a3 LT0os T, AHBIZELWLO, RYITHET H2MENH 5
HO%E PIEHAE, ARE L, &ZICEEFITL TV,
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“The best test of truth is the power of
the thought to get itself accepted in the
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rate is the theory of our constitution.”

—Oliver Wendell Holmes Jr.(1841-1935)
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* “Democracy is the worst form of
government, except for all the others.”

* “The best argument against democracy
is a five-minute conversation with the
average voter.”

— Winston Churchill(1874-1965)
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