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STRATEGIC PROPOSAL
The Next Generation Blockchain Technology

Executive Summary

Blockchain technology serves as a fundamental technology for sharing data and
exchanging value among people and society. In this proposal we identify issues for basic
research and application development, and propose strategies for technology development
toward the secure and trustworthy social infrastructure.

Blockchain is a form of distributed ledger in which blocks of data are “chained”
consecutively in a network. In 2008 a paper written by Satoshi Nakamoto gave rise to Bitcoin,
the first implementation of Blockchain. The following year he released an open source of
Bitcoin, which has been in operation for more than 10 years to date. Technologies used in
Bitcoin, such as cryptography, P2P networks and distributed systems, the mechanism of
incentives for distributed consensus building, and continuous operation are not particularly
new. These technologies which enabled Bitcoin are collectively referred to “Blockchain
technology”, especially the first generation blockchain technology in this proposal.

The success of Bitcoin has revealed that cryptographic proof of trust allows direct
transactions between parties on the Internet without trusted third parties. Blockchain, the
core technology of Bitcoin, has attractive functions and features such as distributed ledger,
immutability, traceability, distributed consensus mechanism, and transaction functions. For
this reason, expectations as general-purpose technology applicable to other than
crypto-assets have increased, and emerging blockchain technology have been researched and
implemented. Moreover, Blockchain itself is evolving by introducing new technology. One
example is smart contract, which is a program incorporated in transaction data to enable
exchange various values automatically. Another is a second layer technology which
accelerates transaction speed much faster than Bitcoin which intentionally processes only
about several transactions per second due to its design philosophy. These extensions to the
first generation lead the Blockchain to the second generation. We are now still at this stage.
Accordingly, the various demonstration experiments and platforms conducted around the
world are mainly based on this stage of technology.

We believe the basic research and application development to establish secure and
trustworthy infrastructures for data-sharing and value-exchange among people and society.
To this end, there lies a wide variety of issues to be solved from basic research to application
development such as securing scalability with the expansion of use of data, handling personal
data that should not be disclosed, supporting cryptography in the quantum computer era and
so on, as well as re-designing business practices and systems corresponding to completely
new technology.

In this proposal we position the blockchain technology as "a fundamental technology for
safely and reliably realizing the sharing of important personal and social data and the
exchange of value." While the Internet is the basis for information exchange, the Blockchain
will be the basis for value exchange. However, current blockchain technology is as immature

as the dawning of Internet in senses both fundamental and application technology. The
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reasons can be summarized as follows: engineering is ahead and basic research is not keeping
up; applications other than cryptocurrency are under development; and research community

1s dispersed in silos.
The blockchain technology stack is

shown in the figure. The foundation Application

stack contains technologies on which Institution

the blockchain rely such as encryption nfrastructure

technology, P2P network technology, Biockchain

Core

and system management. On top of it

lays the blockchain core technology Fundamental Crypto-
that make blockchain itself, including graphy Network ] Management

technologies related to distributed Figure Blockchain Technology Stack
ledgers, distributed consensus building,
and smart contracts. There are also platforms and institutional designs as execution
environments for efficiently realizing applications using these technologies.

We propose that the nation should promote as national projects 1) to establish Blockchain
technology foundation through research and development, 2) to apply to the national social
infrastructure, and 3) to initiate forum activity for continuous discussions regarding the

social visionaries and impacts of the future.

(1) Establish Blockchain technology foundation through research and development
It is vital to promote curiosity driven basic research and to build an incubation platform
where researchers gather in order to create a wide variety of research results and foster new
research communities. This breaks the situation where engineering is ahead of basic research

as well as the research community is dispersed in silos.

(2) Apply blockchain to the national social infrastructure

By establishing Japan's national social infrastructure using Blockchain, it is possible to
realize a safe, transparent, and efficient next-generation digital government ahead of the rest
of the world as part of the realization of "Society 5.0", the future social image that Japan aims
for. To do so, first, we need the grand design of the next generation digital government,
especially data strategy is critical. Then the data exchange infrastructure based on
blockchain is to be built and applied to the national social infrastructure.

Applications that link digital government services and private services will be developed in
some specific test areas. However, seeing the case of Estonia, rebuilding the social
infrastructure takes a long time. Strong will of the government is crucial for its realization.
Discussions on digital government have already begun in Japan regardless of emerging
technology such as Blockchain. It is important to take technical discussion into consideration.
In addition, it is necessary to simultaneously build a body of knowledge for utilizing the

national social infrastructure and strategically develop human resources.
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(3) Initiate forum activity for continuous discussions
Given the potential innovations of blockchain technology, there is a need for discussions
similar to that for the human and social impact of artificial intelligence. Regular workshops
and seminars to publish high-quality reports and recommendations, with the opportunity to
discuss the essential insights of blockchain technology (e.g., realizing value and avoiding

risks) are crucial.

The Internet has transformed society and the way people live accordingly. By connecting
computers and devices around the world digitally, it has become the "information exchange
platform" that allows anyone to easily send, receive, search and use information. Blockchain,
on the other hand, will provide the basis for ensuring the authenticity of data and making it
easy to share and exchange values. This could be the "trustworthy platform" that anyone can
trust the information on the blockchain based infrastructure.

However, in order to reach that point, intensive discussion should be continued regarding
how social systems can make full use of the potential of blockchain, while conducting R&D
and proof of concept experiments with the cooperation of Social Science and Humanity. It is
also imperative that Blockchain-related communities work together from global and
long-term perspective, as were done to foster the Internet by all around the world from its
dawn. Fortunately, there is no champion like GAFA so far. There are both significance and
opportunities for Japan to lead the world. This proposal was written for “The Blockchain”

with such thoughts in mind.
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NHEL 2D, ZOD, BEDOYR—=IDRNTT v b7 5 — LB CIEIEEREE 3 R
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T TH DT & ZRHRIWZ EFIRH T 200 &L W o To R R T A R L 72 %, — 5T,
FMARMOSLIENOTHLT T v 73—t zflioTc v AT LEHMT 50 72 b (F
oz AR DR A) 2 WVISEGE - T 200V O RBVEIC O I M L EZNR D D,

® 7T N7 —2A : JEREREE: (PERE. (SHENME) . M EBEGME. MkEirE. Ak
® HIFEE - FT AL AU AT AIERE. FIA N T L—AT—F

—HT, TV r—va AL TUR, 7 u vyl Fo—rBNAT508ERCHRE IHERE, & &
ARBEEHECIB R AT REME, DA B R L2 AT K S 8EFRT 7Y —2 3 ) PoC
(Proof of Concept) & L CHAFTEmIN TS, LrL, BEEE~DEHZERWT, £<
7y s Fo—rHEEHEDRS THLERATEL EEbN W5, T, BEFEOV AT
LO—IZT By 7 F o= OEFBHMEZBEA LZICTER ML THY, Tuy s/ Fz—r0
A EZ T LI, EVRAT R AZOLOOFEEENRLIETHY | HIRITEEZD
TEODERDOE L, FERBHEL L TWeWnWZ L2 X 5,

1.3 #EFE

RIS ETIT, WFEBIRIC L 2 BB O & DA EOEFES B~ A 2 E o H3
ELTCHEET D Z L EIRET D,
o TFRBARIC K B EMERDOREST

HH 722D S RS 2 HEE T~ 5 L [RIRFIC, IFREEDREI A v FaX—va
Ty T A —LEWESTH LT, ZREERRMERRORIN E HiTe /e ala=T 4 —DF
MEATY, ZHUCE Y, BURTZ =7 U o 73t L, JERE - BRI 22 BFZEBH 38 08BV
WTELT, MEEF I 2= 4 =08 L TWDRNEFTET 5,

o ONREOEFHtSEB~DEA

OREOEZE A LML T 5 2 & T, DAREN BT Society 5.0 O HEBL
D—BE LT, BRETEPMED @O R AR OE 7 BUF 2 FUZ BT THEET 5 2
EMTED, ZODITIE, £7, WMROEBEBFEFO T T > RTHFA 2 FRITT — X §RIg
WEETHD, ZOFT, TRyl Fr— L7 — 2SR AR L BRIt
MM T 5, BTBUNE RV —EREEZEE ST 7Y r—y a VIRFXHIER &%
A LRI 5,

PR O FRBEITITR WK 05720 EBUTIFTATHOBWEENRDEETH D,
ARIZBWTHBECT XA AN SOFmPIEE > TS Z e h, E0iEamOM Rl
HEDLZLEHAMBETHD, o, BEICEE L T, EZFEAOES T O RORE L
EVZ 728 5 AM OFHEIE RS [FRICXK 2 MR 5 5,

& Tyl Fr—rOIFHEEELERT OLORE

Tay JF = — R ORE NG AR T DS AR E LR ISR T 5 2 & T
MOEMAEBZH LoSBESND Y RV ITHZT- 7T v RFHA o TF 5.

A H =3y MIHERAA DAEE HERESEZ T, HRTOHEEOHSRE SRITL 2 L
T, LB EICERERE - RE - IEHTE S BREZEOT Ty T+ —Ah) Lhrole, —

6 HMFEEICRIT D BLE. HA N, FlE HiER, XA NS T T 4 AR EEELEDIZLO, TrY ey MEFO PMBOK 23 H 44,
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FHT, TaylFz—iET7 — ¥ OEEWEZRIE L TEO LA &AM I T 2 k4 42
35, 2KV, HELRZIZHAEREZEHATES, WHiX (EEHOTZ7 v b7+ — 24
LD AEEEN D D,

L)L, TIWCEDICE, Tuy s Fo—VOEMEENTHE AT L0OH 0 FIZBET 5%
e, TNERIETH72DDNI - BB T2 5O RH#72 B3 1T HAFZEB RS, FEREEER )
VETHD, 4 ¥ —Fy NOEPAMEMHRATCE T LS e, BEMRREIC 727 71—
JVITREIIN R EN D, EWVET GAFA O L 95 28iE XV 720, DBENEZ 2 T HTrE R
bR LF LD, AEEEBIZIFOL I RBVWE Z O TE NI TVS,
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2. MRFARERET FER

Ty 7 F o — IR R A A T E O A A T LT AR A LA T 5 2 L &
BRICLEZ EICARERH D, THET, BIITIRITAPREENICH TE EE) 2, FRk
LM LT, BRICHET DI LN TE D, T7hbb, TUXAHIICEI-TAEAE
BHHTORSIENTE DL IR bWV D, FREMEMICRIEC T2 L CE - F¥ES
IIAREIZRD, ZRETEESTL, 2 EBIMICE DT R EXANAREIZR D, Wb,
HER—2ZANEDBEDEFEOED HNE | BRILT VXLV E TR ASNOBITTHY . K&
AR B ORI A LD TV D,

— T, BHRHERREEIXI LB L CRBY . Y u s T ALK D HERE] (A~v—bhar F T 7 )
7% & ORSRER BTN Z T, YERE, MR COISRENEG L T ER%RE, WESLETH
Do Fio, GMEEICE EELT, ARBEEECTS|, TUXNVa T YO, RESH
SO Y &F SERSHICKIST 2720121, —E A RROHREF « EIEREER 2o RE
LOEBERNE LD, SIHIZ, TNETEIIAFT—LDOELAIESRAERB I E2BET S
L EROBEREIBRERE L OFRPAE V., TNOLOREF L&D THE L OHAINEE LT —~ &
B, TNODOMEEMIRT A2 LIk T, 7y 7 F o — U HEHIITE LA, B, 2
JEER AT ML D 2 LN TE D,

2.1 BB IUVHER

Ta sy F r— NI D — A — A L LT Biteoin Mt EHE I, RO~ A F— (B
WHE) B~A=2r7 B LRI D G| 2 &G 2 B 2B BBRR 2l 2 Ko iy 5 &
PEEERT 70— N7 NRRICEL Lz, ey s Fo—EIfIck Y EBHI LT
% 4 OOFHEEFSEE Y AT L(Bitcoin, Ethereum, Litecoin, Monero) TEHA I TW5~
A = TN D HBEENDERK 166 77U MRECH /2D  An U= =T OFE )& L FfRE
EWVOTEEZRRENHEBERER L > TWD, HROEINHE~DOBRZ T T, MEKRE~DE
BZONWTHRBEOLENLETH D,

Ty I F e — T D BRI, BN - P2P xy RU—2 - HSEE BN, =
VAT LATHA L E TRNETHAEIIRDAEEDHE D o lcffala=7 1 —IZB8T
Do TRy I Fr—rEBFEROMEZA VT THEHOBEE 2 U AR—3 0 M T 257201C, HEfFEME
& U THFER O 2 FE ORI DR AR Th 5, OBRETIX, BEAE. RIEA DB A
ROEFEER A Ef L, HEIIRIN F IR T & B BRO SO ~DISHEHEST 570 L, FE
BN L TEN TV D,

BLRIE, 70y 7 F =%, EFRIZT Tl BMESZHA O IR S AR B Z O b DI /2 5 7]
BB D & U TRERMEZ IR T 2 I3RE <, R KRFIZEWERTEIV—F —%2 -
BHIGIORFES B L T 5, S AREEZR R OIS I, BGERR 2T Cle < i -
BREETIAFETH Y, R T PoC 23T TV 523, Bitcoin 72 E DR 5&EPEITRE, 7
0yl Fr— R T 22 TOBEEZ SN T-bOITERFEYT, Tuy s Fo—rEfMD
72 CTHEB T %547 —A (Blockchain Inspired Solution & FEEILD) ., BEFOFE CTEHR T
HZHLOMFEALETHD,

Ty F oo THBEINZHT- ARV AT AR CL, 7y 7 24T
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HALEST 4 T MR LT A Z ENIEE 72D, A EKDS PoW ETIE Y £ W
WIGAIZIE, 12 1X, PoA (Proof of Authority) 70 L 95 72RO ANKLE L 720 | Z DRI
A=Y V74— LTOERBIRKRR EDFEN O LD TEEL R D, BT 5T A =T
7 EOEWYMAE BB LTMR OB N EEND,

2.1.1 FENEOBEASER O HFE

(1) XE

KENLPE & 0 BEMRAICE S L, BiXe@Bafk THUM 2 %40 L T\ 5, Bitcoin network,
Ethereum, Hyperledger Fabric D77 v b — AFHWVIALDNET L, K JP BT U I13MAE
77 v N7 4 —2 Quorum % BHFE LA I A L, K Walmart & IBM A& 5B A7 A
ZILEBH L C\\b, K Ripple 128 [RET7 vy 7 Fo=— U —FHE] ZFFO0NTH 4 ©
B B, (L ISO/TC307 7 a vy 7 Fo— v EEFOBEEEINICRLIHEMEES) %
ASH b

Microsoft (%, Azure ETC#EIfET % BaaS (Blockchain as a Service) ®OBA% « EBIZMZ. 7
BRI AR T 5 =T IZAT TH7=21Z Azure Blockchain Workbench % /ABA L 7=,
Google I, 7B v 7/ FT=2—  EHNWTHEEZRMTZHa /I IBLEZRE L, VAT AIRES
NI RMEES N TWRWNWE & Z2RGET 270, (OFERPNOEH I NI Z B RE L 5
HAMIZEE T 2 Rar & 2017 4F 9 A5 L7,

Kk[E IEEE (Institute of Electrical and Electronics Engineers) (£, 7 17 v 7 F = — D
PHFE L BRMICRB W THEERRE 2RI 2B 2 THEY, 2018 4 1 i IEEE Blockchain
Initiative (BCI) Z% /& &¥7-, BCIIZIEEE IZBIJA7 0yl Fo—rDETHOT BT =7 K
BIEBON—X L7025, BCLIE, EEL, #HE, AN b ala=7—ELT Y M) —
FhREL VO EEIERFH THE SN TS, £/2, BCIREEEZRID T AR T L% 2018
7 AZ Blockchain-2018: The 2018 IEEE International Conference on Blockchain & L CH
LT,

(2) ERM

RRONIZRON Z B2 (EU) RENEE L TV 5, EU Blockchain Initiative | EU 4K 0 HAfA
FrRtLoo, o7 ey N eELE TS, 20184FIIE, Vry s Foz—i kb A
JRXR—=va o EU NOT7 ey 7 Fxz—rxady X7 A0 EZHE L. EU
Blockchain Observatory and Forum %% . L7z, 100 AHEOFREIC LD 7 +— 7 AiEE %
¥ J1B9IZ % hE L. ” Blockchain Innovation in Europe”.” Blockchain and the GDPR”.”
Blockchain for Government and Public Services” ZHDE D FE WL AR — M EFHITL T\ 5D,
Digital Single Market & 2017 EOH R T 2 v 7 F = —IZB#H ST Sz, ficd.”
Horizon Prize on Blockchains for Social Good” CH; & FEICHT A7 = b A =0T
TATDOFTHENED LN TN,

Wien LEFRZ2D Matteo Maffei Bz 232\ 5458 7 /L — 773 Ethertrust 7’22 = 7 MI X
V. Ethereum DA~— ka3 h77 hOt®FXx 2T 4 —% W LI 5090 E 2017 4 11 H
RIHEE LT, AV z—FT OF ¥ /)b~v—ALTFKY (Chalmers University of Technology) T
I, N7 Y 74— B R |ZMIF 72 MaaS (Mobility as a Service) (8175707 F=—
CHATOFHENZDOW T L TWD, 7 1 T > RO Aalto K513, Pekka Nikander #id%% U —

TPoATIE, FTUY I v arlTrysiE NI TS = LEHENDEKRBERDT T MR o TRFES VD,
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KX—& LT, 201845 SOFIE & MEE 5 3 4 EU Horizon 2020 7a ¥ =7 b H |k
L HERB L OREENICA—T T L — AU — 2 ZAIE L, 10T 2%AT 572004 —7
REVRAT Ty N7 4 — ORI T 2R E1T> T\ 5,

IoT D72 DI 5&EPEIOTA L A mFEKE 7 Z 7 % H L7z IOTA @ =2 7 £ Tangle (2B 5%
Tuvxl MR, LY U EPLEIZ LT 2015 HICHhE -7, EU @ DECODE (Decentralized
Citizens Owned Data Ecosystem : /p#U T RATAET —# =a T A7 L) Fry= 2017
FICBME LTz, AT — 2 2 KERTF IT BENPORVREL, T— X FEHEAEACL 26T &
ZHME LTWa, BIfE, EU Horizon 2020 712 7 7 AD—8E LT, 14 Day Y —3 T AR
VON—ITIREE 500 T —m (F 6 fEM) OB &N 2019 R FE TREES L, ey s FHETT
H, EREIREA & LA A CHBLT 5 DECODE OF L, 7 LAAT X LE Lk
T CHEIEFEBRNITOND FTETH S, My Health My Data MHMD) 7' ¥ =7 M, BT —
EDTTAN—LEX2 VT 4 —IZBTL2H LT XA L7 h&BfE L7 EU Horizon
2020 7m =7 R THY 2016 4 11 HITAZ — b L7z, EU 22 H#0%H 400 1 =— 1 (K9 5 &)
DEAN 2019 FRETREEES N, BET —2 & LTOERT — 2 O HIELIRANICEZ S
ZEEHIELTWD, 77 ADEYTY V—7 Société Générale & 4T 1 F DAY — B A
ING 2371 LT, AHEGNIZE S %2 24T/ BEasy Trading Connect 7’2o =7 & LT, 71y
7 F = — EANROE AN X0 pgin G| OLEREH A 3 Rl D 30 ARMICEM TE L I L&
2017 4 2 AICEGELTz, Ty ~—27 DaXun—1 IR B E LS WHEER DAL — T v 7
Blockshipping (%, t#H#Hd 2700 HEO 2> 7 F% U T A A LA TEH, stk d 5HRwo7
0y Fx—r 77w b7 4 —2 (Global Shared Container Platform: GSCP) % B3, A4
T A RKR D A— R —~<—2r > hF = — Albert Heijn I, 2018 4F 9 . JEIRAEIK 2 5P
ETHFEEFES Refresco EIRIEL T, 7 I7AR—ELNT T U ROF L VTV a—RAERRIT, 7
Ryl Fx— ENEIERH LT, 77 V004 Lo VRERNDEIEEHICHYIS D ETOV T T
AF =T XTCT—2{LTH5ZLT, 774 F=—OBIMLERLG LT,

TA=TE Ty 7 F e — U HEH LT ER AR A RIS E LT ey VF e —
JeEETARD 132 T (2018 ) O/NETH D, = A =713, EEZEF TEFEHHMEICERY
MATWDT VANV EEETHD, 70y 7 F o= ZB N THEENRT v Lo VakiT B
V. Bitcoin ®FE LD HHEVY 2008 FiZ, Y r vy Fa—rOFME L F 25 “hash-linked
time-stamping” AT ORI ZBIA L 72, 2012 FITIFIERICEE I, =X F =7 TR
MoOTwy 7 Fex—BAERL R, TAR=TIZBITL7 0y 7 F=—BALTES B
LTCWA DM, 2006 FEIZ[FEIZERN. X7z Guardtime t:CToh 5, [FfLIE, Keyless Signatures
Infrastructure (KSDE WO MADT vy 7 Fx— U HEifZEA L LTS, ERKOTa v
T = — ARG 5 AR L TE 22, KSILid Ny v o 2 BIROHMERFEFIZ O Z 5 H
LTWDRIZFEN D5, KSLIZT7 a7 F=—r Db %S AMMEEZ & Hoo, [R5 HE
TORFIHFTREE L7cHi TH Y . BIAIXERBERO L O REEREANEREAT 57 —F b
DIRNFHETH D, KSI 71wy 7 Fx— U Hilfi, e~V AL a— R e UHET — X X—2R
e-Law,e-Court ¥ A7 A, e-Police 7—%#, e/ N F 7 e B VR AKGk, e'Land 72 D=
A N=TEAFEIFOLL OV —EZAZERH#E L TND, £72, Z U o TEK% (Tallinn University
of Technology) TlE. e ~VAFEBRDI-DIZ, T RTCOERT —ZD%eeME2 T 0y 7 F=—
FIFIZ K > TRFET DR D HAL TV 5,
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3% DeepMind #1504 MIT 23~V A 7 75— % O34 LK 217\l Data Management Hub
X, BFET — 2 OWE, 7278 A, BRIMR ER R T — 2 T — % A2 L C
W5,

(3) ZDith

HIE., B F 1% Bitcoin O~ A =2 7 THREZ U — RNL, FFRFICKERENZHEE L TV 5D,
HEOHERT Li Liao % bid, RO S— YT Al H#ii 23 L T\ DU F v — ¥
ObEN L L b2, 7Ry /7 F=2—r DL O (EF2 V70— T r7va dlEm &
B, A=V 74— BLOTZ IV RATLEF) 2HRKLTWD, HEYIOT 0y 7 F=—
EBRFFX Y 2018 45 10 A, MEFEAWE A THICIERICA—7 > Lz, WS EERGIFT Huobi (K
) X, ERNAMZ L. Tianya Community (KIEFEX) b7 vy 7 Fo— U ifEE%
BNTHELELIC 10BNV 7 a— T ay 7 Fo—V¥ERT 70 REeAlRET 25T
&%, Alibaba (FHEEM) 2342492527 7 7 F—E 2 Alibaba Cloud's BaaS O {ikHig )
20184510 A, KE., a—nu v X HET7 VT REZFLEBETHICE TR L, 2B, A
#friX. Hyperledger Fabric (Z/1z. Ant Blockchain (Alibaba 7 /b — 7 O 4 @BHE S Ant
Financial Services 73 HB% L 7= Blockchain 77 v 7 4 — &) ([ZESW = HDTH D, Web
H—bE A5t JD.com CGRHEPEYR) 1%, K[E New Jersey LENK= & FERSFEY 7 b v =7 #f
ZEHT (ISCAS) LW h L T7 m » 7 F = — 58T & 2018 4 10 A TR, T 7Y r—3 =
> (DApps) DAY Ipa oA T a hal, TITA4NV—R#E, EX=2 VT LI
B 205t 2 RHIRIIZAT > TW S EHETH 5,

2.1.2 WX HFDEIM

2008 4 Bitcoin DX & Z D% OE RIZMFET 5 L 212, 20 10 FTRKEICTLH E-oTET
BY ., AT I T D, BERBRT L FUTRFEERE 7 1— 773 BASE 7 7
AT AERNLL, REAI2=T 40— (FRRE) BULERSLENY ThD, SEIE
IR T R T D DOWFFEED B, BRI EITRERR SN ERICURPESL, = V=7 1%
Bl a AR Z 5 E LT, FIAENEY AR L LTHEWNZIK WEZAFEL, ioT
WS TR LA, EHET T v — LT — 2 SMIEO LA & RIS R e /e T T > b
74— LICHERT D 2 ERHIfF STV D,
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2008y M1 > DEIZEZOEOE RIFIET DL, CO10FETRIRICIIS FoTENR,

AT TIZ0 [+ = =
BEREAFREINHS,
e TOP10% | TOP1%
180 s *——F
*E chai
160 Block-chain
FEARAE | 138 Electronic money
140 7 #E Cryptography
120 By Bitcoin
~ K D i
100 12k ata privacy
242 Security of data
80 15T Network security
60 552 Distributed computer systems
o —— Peer to peer networks
Internet of things
8%
20 Authentication
zoft 466
o Economics
0 200 400 600
1981 1991 2001 2011 Commerce

o UFWMICHS T S EEPBMBPRTEEROBMAND > b UM OERE R TWET.

[1&3r1t) [5—45v-2)

title_abs_key:("blockchain" OR "block-chain" OR "Distributed ~ Scopus : 20185687 —%(2018/06/30)

ledger" OR "bitcoin™ OR "crypt currency” OR "digital cash") AND FMDB : 20185%118%7—%

doctype:("ar" OR "cp" OR "le" OR "no" OR "re") AND Hot Paper : 201856 A&7 % (20126~20184)
pubyear:[2008 TO 2017] AND subjmain_custom: (CS) ESI : 20165128%7—%

[HvU] PATSTAT : 201658/ (-3

SCHkEN - 1,158, #E5IFEE : 5,821, EEE 1 2,681

Digital storage

2.1 X DENE

2.2 ft= - EFHR

Tyl Fx— i3S P2P Ry FU—27 | DBEEERL L0 E B LT L0 TH
b, MERzZIA L Tb&S A, MlfEsEOAHA 2 @ HICEN S ). MiifEo b L—3
VT AZHRTED] EWVI AV Y FE2ATD , SHIZINGDAY v b2iEHT 52 LICX
- T, OHHAR, QI ARG, @BHIRE. @&EENK. @F Y2 V&, ©W5l7keE
DORERENFBLS N, 2O OWREEZMAGDED 2 LICXk > TR 2.2 1TRT XK 5 | TANERIREE] |
(FOZNVEREDTI] 170t 2ADMRI], [REEORLE] 72 EOIRIRA 37 SO H DI
RABERZESND,

Eyv I/ UHBEOEAEZEULIC, JTOVIFI—VIBFOIATIAEETZNNHS
_.

tEAAFIBE

RIERITRIE

» PRI ITSHBIENEL AV E RS
Bl fRAREE. BAHESl b—02T3/5-
TIHNEEDTHIS

o ffifEERIRT DT —FICLBHLLN -y b
B : JREAEERS|. RE/RE5. LS

)]
=]
=
g
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oo
/
/ \

P T N "
b ¥ e zomEd
—— / « OO, B35, REEE LBNEL
7 IIVEESL Bl : 605, 5754F 1. AU
A3l i

e J21-FEADIRER
Bl B, AXE. ERIER. 5%, SRER

Gartner ID: G00332364 “Pay Attention to These 4 Types of Blockchain Business Initiative” % 7512 CRDS = T fR %k

®22 JAvIFz—UOHEELHE - BEMC D b

Gartner Pay Attention to These 4 Types of Blockchain Business Initiative” % JtiZimsE
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LU RIS A 2 =,
o YV FIAFz—r~DILH
IBM & . #EEKFD Maersk (v—A7) 1220184 1 AICEGHDH T/ vy /7 Fo— 0 %0k
AT BHE~NF v — [Maersk TradeLens (v— A7 « hL— LX) ] ORMTEHKELT,
HEOEBIZBWTIE, paamodsk, @, i, SRR EoReFiEz, W< ObDE &
& E 7> TiTh Rz 6720, BUR TITRO BRI Z - T, FRZITHEICH OIE 5 Fi
TEEDTND, 227 Ry TFa—rvE2EHATLZLICL 5T, TXRTORREICH LT,
TFREFRDPUIAIND Z ERLSBREND X D120 . B8 D& BER ORI R
ENb, PREMENMHAZVLEL Lpnied, 2 OEEHEZ 203> TH, IHFHRED
ﬁﬁﬂﬁ%lﬁlﬁ%&é’ﬂ?g HEETDH LN TED, ?;Ef:?’ 0y Fz—rORETL N —%EY
A2 - T, FREDOMEVR, MmO MR EBBIT 52 N TE, M7 7L ORGE
m-%¢M%%ﬁéhéo
PICh, HECHZZE ORI ARIE R, X1 Ve R EoEmikit OEEREH, &0
Fo—HEUTF R ENSHINE S E LTS,

R L s (G oN (e e—— MRS AT s —
i [ EV/WyF—HIFEIBIRFCHER KAULA ] [ Maersk TradelLens IBM ]
FRHE PRI IR iR RL., FFaED 2000 FHEEFEOENICTEENTNS
FAEHIS1-IHB 01— INERR, A7 hEHyperledger EICHBEUREAR
% | SDKi2ft/ /RS BRIATL, HEA/ KRS
i | memreEws Gizedsre) wipro | | | [ Ry EIGES ) )
MZEtA— D —BENEBRDSA T D)L % MARRRUEREREEE, FIAEG
BEF, Z7— NIV NSINTRBRERORSFE AR—ITAVDSERERAER, FHIOZ BN
EEBNEE. fE8En, /) aE N3, FANER/ iR
o — E/m5tiA —_— — PovEs S BRI LT, ]
[ HBJHE:TH Everledger Oracle ] [ IBM Food Trust Walmart ]
HLTES R EBHRB O &GS - 28R, EFFANRICREE OB, MBS
RAEPEELEMUEVAT— RIS — (18 BTE5450950LT. B2METE ).
g | weRe. =Em e SER /AR
}'ﬁ [ esessmeEs) 7o )| || J-t—#itt IFALT
AR, R, LB AT — AT TR 3L, T E=EI0N
S B i R AT DODBIEMR L R EIRE
AT OvIFTI—> B —E27 N r—23 Hyperledger LI-HEE, =2 NEF/E
SR, RERTIRE IJD gerLicidss. =

X 2.3 "1'7’7’(9'-1 VIZBITHEEDSEE

Ly, BRRAREFBT 272012, BRI ARIE L & Wit s 2T H3h#E1k,
HESEHE T v X0 - Al F I/ FEUT I BEE R E LTS

RFEBIIRA %7 Mid, BREEEEORAEICLID L, VY794 F=—FH, 7k 2HEML/
G, =TV T AfEbRE, HEFIRER 72 £ %WT67%WZ fékwbhfwéazi
7oy WHRRE 7 4+ —F 2D L R— T, 78 v 7 Fo— Nl L DHERBEDRBEIC . At 10
I 1 I8 RAKBLLL OB G238l Eihéﬂ%ﬁﬂ%ék%%éhfwé%

8 IRPTPEZEDE . R 27 FE WAERF LS OERIL - —EAMUITR L BB (T ey 7 F=— Bk 2RI Lzt — e 223
T ENS AR HEd, 2016 4F 4 H 28 H
9 World Economic Forum, “Trade Tech — A New Age for Trade and Supply Chain Finance”, Sep. 2018
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EANTIE, 7794 F == BT DLAMT UX N 8T v o ZIEFROE S AR EIZ RS 724
BRHEITL TS, AMEET D HEE LT, XN—a—RRIC X 77 E4nn ID 25250
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0 TFTTUAIHNAY CADIGHE

PEEICHTE T T3 EFOT — 2 ZHMERICHEA T2 2 &L TEINOT VX VA RS
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FINTLLR, AP KERESIC L 2V S I 22T C& 7z, TNE T, FEBITE
BEGZDEI A=A —=ZARNR 20 ZZIT CELLTa Yy 7 F o — 20, SEITE
TER 7R A 3 RINRETETHLHZZ T D E WO RPLE IR > TV D,
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B S, A& DHHRESEZERTDH L) ZENAREIZ/R T2, ~ 3R —a & o FREER IR
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x3.1 KLASEFICKSHFRMARENEE

I A 5 BF HERTRIERE
A) Hug| &
A-1) Bitcoin DR AN—"T" |~ EIRENERE
51% K EEM
A-2) Bitcoin3 i & 7= fiE T77AT VT 4 —
AR
Avw—htar k77 k
A-3) B E I ILiE Dk THMOME L T 7 & X
B) &I A - fH A B TAT T 4T 4 —EH

FT AN — LT T A
YA N—=L U T LD

KA AL
C) JEHIZ X B2 i K55 D fEsafb

P2Px% v s U — 27 Of5HEME
VAT MEREE, FEMREEM

3.2 JAy I Fz—UEERT AEI

3.2.1 F7avy o Fz—rrEkild 2EBEH
o MEEI : ARIE~ADOXIE (EFEEHE. 5 T70 L), EREES

& —RKPORIEIND b T H 7 v a ORI AT Ny v a HIFIC K> THER S TE
D, BEEOELHEIETBAICEL > TRIEESILD, Bitcoin 2L UH & TR SEEIZIBNT
1%, BURE R CORFBMRFEEAN - BRI 2 5 L 91, Ny v o, BAFTRXOBRRBITOILT
W5 (Bitcoin Tl /Ny v =% & LT SHA-256 & RIPEMD160 23 Mo, ARSI 5 & LT
I% secp256kl (F5MHE#E DSA(ECDSA)D—FE) MEDILTVD) M, [ROKE SfERtEE ) Ok
H (BEFRREORFICER SN TND) IZE - T, 2D DR SHINA M & 5 fark (faskil)
N5, BEEHEofEIAbicx LT, #icleny v o Bk, B4 RO SR 5HiiZE o
LODOIIEL, TTICEINW TS T a v 7 F o — 2 ONEEZFT RIS RITBITT DA

CRDS-FY2019-SP-09 E SRR REARERMIREEE IRARERE Y 2 —



B IOR—HIL

RERTOY Y Fz— B ~BEAPHEDOT - #% - HEXRERLTEREHEICERT 5~ o

TR OMERH 5,

® PP Ry bT—% : AAMHE. HEMME. [oT 1556 ~DxtiG

% — FEO@BE i, — FcidshEcoeryay s F=—r, BfFE/ — Riost LT,
FHRET o7 arBLOEH Ty 7 2Mb68%) ITIEP2P %y FUY—70HWLRE, =
D PP %y MU —Z B HMERE (% — RO XD /) — REEETLINOFR Y hU—2
KRR 3, LS BABIRRICBIT D~ A =07 ) — RO A 5.2 5 ATREME N & 5,
~A = TICBMT D ) — RRITAFREMHICR D K97 P2P v U —7 ORERIGRE & 72
Do F72. DNS N F U 7D L HIRTFIET, P2P 2y NU—INREDLOHNT, DG ERKRN
BERE L e D AR H D720, ZHOHDOXMROMETH D, £, FEKE 51%KE, —
A, H ORI, Sivil T8 (ST 2 BT 25 RIS B3 A BF9E b B JERRE T H B,

o RTIEFEHE:: BEE, REE

VAT AEAEHEOMELE LTI, ETHEHEESHITH5ND, Bitcoin DX D RNRT Y w7
DT vy Fo—EHRALUEREEECBO L, MEROFHIIFTAEHFOH EHIZW
RO TWDER, BEIFT2FIHT 2 2 —F—0gas (AR, ¥, 52 23 sno
HADBZMETHD, Flo, 774 X— M7y 7 Fo—2ru2HW MO R THEE IR
IZAThbNRER B, Tyl F2—F0HL0ODY 7 N T OREMTbNLEA. HH
RS HEAET HHI OB AR Y o —o— g U (REH) s LThiIFons,

3.2.2 JavyFz—r0Ohiké L 3EHEMN
& NHEWR: RT—ZEUTA4—, 274F)T14—. EAH

WSEEIZHWOND T Y v 7AIZEBN T, 7ry 7SS T o7 v a v oRE
EMEHEST D277 AT VT 4 — LS, P2P Xy NU—2 ETCHRRLZ~A=0T7 7 — R
NEILDFMEBRTZELE N T o7 v a e b LI 7 v v 7 2Bk 42 DT,
AKFR—DT vy 7 Fx—rE WML TROREROIZ, H~A =277 —KHTHHAT 7 v 7
DONFIZZERNH D Z L 38T S 720, Bitcoin Ti, Hifi7 o v 7 EEMIIC, S BHICHTRT
By 7N 6NN T By I BPEE LSO LRI LTV DA, T AV HERN 72 W
ThO, M MESITS AR\, BB, vA4 7 XA A b (EEHSS EC ¥4 MaBiFs
DERRGE) ICBWTIE, 7 ey ZITMBAENDHIO N T v a vk, BEEEEOZITIRY
FRV AT HLST, BT oW v a VP ORESE#REIT OB LH D, TV vl
DA, BT D — ROBPHEZ, BESNDRNT VT2 v a VEPHEZT5EA. ZOW0H
RAONEE (Ar—7v U7 4—) L7425, Bitcoin DA, 7uv 744X (IMB)., h7 %
7 va O A X (300B), 7 a7 AR (K10 90) v H T KT U v a v R,
ZDOMRERI L 72 D,

—HF T LYy NREREOWMEENIKRT NI s vay / BUEEZMLELE LTED,
Bitcoin (ZBWTH, T4 b= %y hU—2 (LAY 2 Hifio—H) 2T, ZOlE%
fRFLE D & LTWDN, EFEERRGEOERETH D, HEIRICET 2 = > HOMEN, EA4
Mo TTAN—DETH 5, Bitcoin Tlid, = —H—D ID & L CTABHER B OABEED /N>
Vafir WS Z EIC Ko Ta—F—DEZ/IFTMEL T DH, 72720, FT U7 va T T

CRDS-FY2019-SP-09 E SRR REARERMIREEE IRARERE Y 2 —

ERSER M ST F W L0



22

B IOR—HIL
R ITOv I/ Fr—oBfi~BACHEOT—4H#E - i{EXREZRLTEEEICRRT 5~

TRARSNTEY FFED2—HF—ID O ANHEGEIEL -85 2 LIT Lo TEAPEHE SN DN
N b,

& NHEEMA : 8EMET7TILII) XL, 41 o2 T 4 TERET. WEMM

INT Y 7 RNZBWTCUR RO VT o7 vavafedTHERT vy 7 2ERT DRI,
EORNT oW varBEIER T 70 a b LTGRODLINIZONT, <D/ —FKizk»
THBPNATON D EEERNPLEIZ 725, Bitcoin IZBWTIX, Z ORGEEHE~O®HREN & L T
PR EEEE 52D LT0D (w4 =2 ), 2O~ = TIZS KO HEKE U —LE
T EHEETD 2 ERRRELE 72 5, oRE5E PE(Ethereum) (2B W) CIX Z DS AR T 572D E
B ORTEHEE S DBEEZFFD/ — FIZEIVEZ 525 L0 DBAEEEKRT LT U X AR
MEINTVDEINZDENEFASHROBETH DL, TI7A4X— MY (2 V=7 L8 120
TIFAROEHE ) — FIZBWTHEKEZIT O O TZ OB,

¢ RY—braAVISHY M TOTSIUTETIVLEE. ELMRIE. HHEEMR - BiEtt
Av—har b7 7 MZBEL T, BT 2SEOERRDPEEL 725, Bitcoin TIFIEF = —
VTSRO AT )T N HWTHERA~— a2 N7 7 MRAIEEE 2508, b— 7 ALEN
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OT TV = a Y EFBRT 2O TH S, BIE, 7ot 2ORELRLEROEIET,
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13 David Furlonger and Christophe Uzureau, The Real Business of Blockchain: How Leaders Can Create Value in a New Digital
Age, (Harvard Business Review, 2019).
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0y T — O AT S The University of Houston St. Mary's University School of Law
T 1T
i = 70 F — H 4155 The University of British Columbia
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[ 2 7: 22K %) Siberian Federal University
IPMCE (Lebedev Institute of Precision Mechanics and Computer Engineering)
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Four Steps of construction:

Build Enhancement Research with
Fundamental * of * | * International
Blockchain Fundamental upper fayer Joint Research
Network Blockchain Software

(M) BSAFE.NETWORK web page, http://bsafe.network/

4.2 Bsafe. network
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