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Life Cycle Stages
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*Dependability: ability to deliver service that can justifiably be trusted

*Service delivered by a system: its behavior as is perceived by its user(s)

*User:another system that interacts with the former

*Function of a system:what the system is intended to do

(Functional) Specification: description of the system function

*Correct service: when the delivered service implements the system

function

-System failure: event that occurs when the delivered service deviates

from correct service, either because the system does not comply with the

specification, or because the specification did not adequately describe its

function

Failure modes: the ways in which a system can fail, ranked according to

failure severity

*Dependability: ability to avoid failures that are more frequent or more

severe than is acceptable to the user(s)

*When failures are more frequent or more severe than acceptable:
meta-failure, l.e. a dependability failure

Dependability

Absence

Readiness ) Absence of b Ability to
For usage of catastrophic unauthorized sence nd Jr/
..~ consequences on  gisclosure of of improper  Undergo
Continuity  the user(s) and information system Repairs and
Of Seﬂ/ice the environment alterations eVOIUtionS
~ v »// — —

Availability Reliability Safety Confidentiality Integrity Maintainability

Security

Absence of unauthorized access to, or handling of , system state
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Fault Model: Recursion
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— =+ Failures— Faults —> Errors — Failures—Faults — =

N

=

=

Phase of creation  _,, Development faults

! = Domain = Value failures
or occurrence Operational faults

Timing failures

System boundaries ., Internal faults

—P» Consistency =% Consistent failures
External faults

Inconsistent failures

—> Dimension —p Hardware faults
Software faults —> Controllability ., Controlled failures
) Uncongtrolled failures
—» Phenomenological ==» Natural faults
Cause Human-made faults
—> Consequernces_> Minor failures
—» Intention = Accidental faults
Malicious faults .
Catastrophic failures
—>  Persistence =  Permanent faults P
Transient faults
Design Faults < Physical Faults Interaction Faults
Fault & Intrusion
other faults
(nonmalicious)
attack
——————————— 1
hacker --:-» !
@ !
\ !
o N4
vulnerablll’ig/b—'@ AN
ha(?,ker, ! intrusion error failure
deSigNer eeueessmnsannsees®” | -
or : :
operator 22000 @ —o TS S S-S S-S SsSssss====

attack - malicious external activity aiming to intentionally violate one or more
security properties; an /nfrusion attempt

vulnerability - a malicious or non-malicious fault, in the requirements, the
specification, the design or the configuration of the system, or in the way it is
used, that could be exploited to create an /intrusion

intrusion - a malicious interaction fault resulting from an attack that has been
successful in exploiting a vulnerability
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Source:Strategy Analytics

[$M]

ElEFamOBE (1)

—— 7T

— RARAERBFHBRAOEE —

200,000

180,000

160,000

140,000
120,000
100,000
80,000
60,000
40,000
20,000

2003 2004 2005

2006 2007 200

o

2009 2010 201

2012 [ Year]

-

Il Powertrain

1 Chassis

[ Safety
Il Security [ Driver Info.

0 Body

/0

@ TOYOTA Copyright © 2006 Toyota Motor Corporation. All rights reserved.
=
HlEFHAaORE(2)
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[$B] 2006 — 2009:Average Growth Rate (AGR) 7.8%
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0 |
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Engine & Power Train

EFI (Electronic Fuel Injection)
KCS (Knock Control System)
ECT (Electronic Controlled Transmission)

Comfort & Convenience

ACC(Active Cruise Control) ggw::esg:tntrol
HV(Hybrid Vehicle Control) Preset Steering Wheel Position
CVT,Engine Mount Power Windows
Cooling Fans Liquid Crystal Glare proof Mirror
Back Guide Monitor
Door Lock Control
@) Night View
Keyless,Remote Engine Starter
o Immobilizer
Chassis & Safety /O v -
Active Control Suspension D'SPIays & Audio

Active 4WS (4-wheel Steering) | | Electron Multi-Vision ; B
ABS (Anti-lock Brake System) | | Navigation System Signal Communications

TRC (Traction Control) Television & Wiring Harness
VSC (Vehicle Stability Control) Super Live Sound System Multiplex Communication System
VDM(Vehicle Dynamic Control) | [ Cellular Mobile Telephone Diagnosis

PCS(Pre-Crash System) Digital TV,FMAM Starter,Alternator,Battery
Ultra-Sonic Sensing HUD VICS,ETC
@ TOYOTA Copyright © 2006 Toyota Motor Corporation. All rights reserved. %

Themes of Engineering Development

= Recognition/ @ +
&

Visual Assistance %

- b i)

Logic

Q ‘@O f

Assistance & Operation of Brake, etc. /
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Hybrid System (THSII )

e

Power control unit

Generator
Engine

Power split device

Secondary battery

Voltage boost
converter

Inverter

Motor

Drive wheel
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Night View System }
Concept Near Infrared Camera
Piﬁe!axef_t!u@_%
__________ e

Near Infrared Rays:
Not visible to people.

Real View

T e ST

@ TOYOTA Copyright © 2006 Toyota Motor Corporation. All rights reserved.
Pre-crash Safety System l
Pre-crash Brake Assist
Pre-crash Seatbelt
. Electric Control Unit
Millimeter-Wave Radar that foresees a collision
Radar identification range Road object: No collision
Own vehicle Oncoming 1=
Veh'dig Advancing
- %D vehicle
Unavoidable : No collision
collision
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Surrounding Monitor Systems

Parking Sonar (Corner)  Sensing the Road &

(Ultrasonic) Discerning other Vehicles and Obstacles

Parking Sonaf (Rear) (CCD Camera, Near Infrared Camera)
(Ultrasonic) Side Sensing e R [ G

(CCD Camera) / (CCD Camera)

R?SE\Ser;rlrggt)or “Blind Corner Monitor

(CCD Camera)
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VDIM System
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RTLA . IF7AV, TA18— ABS. TRC. EPS. VDIM BEELT. R,
Sy Ny TY— E—2I7> NIRLEE, FE. TF/NvT TL=2, EFERH. X-By-Wire
Electronics

3f onics
' Electronics
40%

BN RE ' D5 RE ' FEBRAE '
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ElEFamOEiTEFE (5)

Increase of Software Development Volume

T

18
— [ ] Development volume (Whole)
5 . .
) [ Multi-media (except NAVI)
g 15 [ Driving assist
o @ Body
8 [ ] Airbag
S {2/~ [] Chassis
S m HvV
& [ Power train
3
o 9
-]
3
@
=
3 6
3
@
¢, T
inENEN N N
'94 '95 '96 '97 '98 '99 '00 ‘01 '02 ‘03
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HEICEREH

High Integration SOI ICs for Brake Systems

Power

Power \

Power

ll

Power

@

TOYOTA Copyright © 2006 Toyota Motor Corporation. All rights reserved.




Photomicrograph of TOYOTA Diesel
(1CD-FTV:2.0L) Engine

Throttle Actuator

—

- High Temperature

- Strong Vibration

- High Humidity

- Load-Induced Noise
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Toyota Luxury Class Automobile Engine Room

Powertrain
Control
ECU

@ TOYOTA Copyright © 2006 Toyota Motor Corporation. All rights reserved.
EmERM (1)
On Engine o
On Transmission >140°C 30G Harsh
At the Engine o
(Intake Manifold) 125°C 20 - 30G Harsh
Under hood o
Near Engine 120°C 10G Harsh
Under hood o
Remote Location 110°C 10G Harsh
Passenger o ]
Compartment 85°C 3-5G Benign
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T U

Home . i
Electronics Aircraft Automobile
Accuracy Several % 0.1to 1% 0.1to0 1%
@ | Temperature o o i
g range of operation 0 to70°C -65 to 350°C | -40 to +140°C
= i}
5 Vibration 5G 20G™ 25G 2
£ - z
Fluctuation
[
O | of power supply £10% +10% +50%
E Electromagnetic
L environngm’ent Good Good Bad
Other Water Salt water Salt water,
Exhaust gas
* MIL STD 446 the 7th group
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Electromagnetic Environment

(F.S.: Filed Strength)

ES
Static Electricity \ 10us] 200us
Ai =

High Tension
Transmission Lines

NEEE OV
F.S. ‘77
F.S. .
> |« F.S. )
1nS
Noise emitted L—,—

5to6uS
by ignition system 100nS .
Noise emitted by ECU Radar Facility

1
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Environment of Electronic Components

Thermal cycle | | Temperature ;
heat shock B Sunlight

Heat shock

Vibration
Dew formation \ / Shock

Water & Mud water - Dirt/dust
Electronlc

Salt / components Various oils

Voltage fluctuation Static Electricity
. - EIectromagnetlc waves
Temporary disconnection
Reversed connection Floating ground

High voltage Load dump

Load-induced noise | | Field decay

@ TOYOTA Copyright © 2006 Toyota Motor Corporation. All rights reserved.

ERHE~DER |

1). High Reliability under Severe Conditions

2). High Quality

“KAIZEN”
3). High Cost Efficiency

4). Short Device Design Cycle
5). Long Term Relationship
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