CRDS-FY2006-GR-04

G-TeCih&EE
[BERVATLDTA4NITEY T o 5]
EREE e (B, RE)

O

’ CRDS ) Hrass AR R iiiREE MERERHRE T 5 —
eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
JSTi




Executive Summary

BMICRYNT =T ENEBRY AT LZEEE T 2EHRERE. BRNICECDABDERES
ZAPBRIEZ A, I\—ROT 7 DYIBENEARES., BEEFOABICELD VAT LBAYT—YHIR. 1
EPBRBEOZELICHTDVRATLADHLIFE, ZOEEEREEENTHRLEU A IICERLTLD,
BIETREHEDEBZRITBERI AT LIF. COKIEZHRLEY A TDEFEEICEHDDLEST, ZD
REITHIY—EADRETEETE. I— D LRDOULTZEDY—ER ([T TED EVWSMHE, I
OE[FTARIFEU T4 | ZZDE—FNEBHEELEULTRADNETH D,

O UIESED SIRMAEIE Y 5 —CTlE, Bl —2 7 7+« T ERIEH B DR E L EFEZBR
I 2GR ROBER| ZHTU. [ERIEHRDREL EEFEZER L. BRSO EICAlF T,
FTARVIEY T4 ZEREDIHiES T 23 UWVIERZIMAROMAFREBE ZHE T RE] LDRE
ZiTo1

ZDREITA>TH UWLERIEMHARDOMRHRZBEL . TORRDEE - RN RZRRY
BEDICEF. BV AT LURNILD SBRERUANIVE TCAI—YHERTERVATLDTANIFTE
U7+ ZEENITRIIBIEE ZOFHEFEDREIL, BXUZNSICEDVRRFMEDOTRIENHE
THd. Flc. AIEEICEM T SNGFHAREERTEICK D TTANYIFEY T4 EifiDORAEDNBES
N, EEXHmSN0&ELE. EEMEDOE L. EFFRELLEE. BYEOEBEHRFNDOFHICITRERORIL
HEIFCES,

CDELIBEBEEDS BRI AT LDT A XS ED T+ 5Hlll DV TDMFRICH T DI ZTRIFED
LDFABEZEM- L.

SAEIEXRD 3 DDHETRHIEL T,

1) TA4XVFEY T+ FHlCRT DU FTHMR & 15 > TV D BN & RE DR FRHEI DEA R
2) TANVIEYU T IRADRIBAREDFEREIND 2 DOEBESENDHE

3) BMNERBED T 7 ITAVII—I T VVICKDIERET—I Y3y IDOEI

ABEDERESNICELMRIGUTDED TH D,

1) YAFLDETU VI, T3—IbhA VI 1093 VICKDIVZalb—rarvEgE. 74N
VA EY T4 SHEORBNIAZEIEMAK TEA TS D, EY R T LDOFHEITET DLTULIEL,
FRIEV AT LDEHMEEFBRDAEXICHDD. COWRRIGSEESITHRAICED 2D, £
DRRICIETU—T RI—DRETH D, Fle. BIDERERE LT, TaXVFED T DRRE(
ENTDERBSNEVWRE T, X—H—b 11— biHEMOBEE LRI RV AT LD T +—
IV PEZEICET DT —YZRRULTCIBD DI EDEIFEND,

2) —AT. I4—IbbA VI 103ay - Y—)EREUTHMHAH Y T T 7 O5HEZIT IR
JVRAHILDRF +—1b% (Critical Software 1) HittFROFEHBEFREEDBATHRES - L
DEGITEERULTWVS . SEDBERICINZ T, KED NASA PEHED JAXA HZDER
THd. YINDI 7 DEREN - Bz s @AY — LIRSl SV EDEE
DEERZEZZATVDEEDNS,

3) TANRVAIEUT 4 - RUFI—oDTOITIRD 2002 FENS52004FE T, TS5 VA, ML
NHIL. AFZVT. ADT—FTV%ZFALETDEU IOV I IMFP 6)ELTIERBERESN



b IR OSEED—BDY AT LICRESN., FlcAB T+ —ILRCHT DERH 2T
FEFEVEE BIZ 1274 TORRD B oL EFRIEEINTUEN. XYFI—FVT(F
SEDFECH D,

4) BRYATLDTARIFEUTAEIFTIRIEL., BRVATLZERAUCEEAI VTS (BN -
IRILF—H. BRBEHE. BEfE. M. BIFPREE) DT RXVFEU T - 2Fa2UT
AN HHBEDREREBICRNBIEWVE DL S LEEBENFHIHOKEFEFEFOTOI o
RHOYEC (BRM) &E NSFCRE) DT 7 T4 VI TEREENTULD, BRI LAAS/CNRS HiHl
= CRETIE Univ. lllinois BRSO BASHEI Y V=P LZERLTWS,

5) KETI&I 3 P (Institute for Information Infrastructure Protection) h'. T4 X5 EUF
1EtEF YT DEHIEIEZZESH D T & (Metrics) B, BFBEICE > THHEDRRICE
DCHUATHBDELT. RDADDISVRFvLVIZRELTWVD,
FrLVI1@BYEEFAUTA- ANUIRZERT D
FrLVI2  ANUI R ZFHET 2 EZETEDH D
FrLVI3:  BIESME BE. VAT L. BHER) DANUIRZHRETD
FrL VP4 5% B ERABRBETCOXN I AEY —ILZHEET S

B) BR - KEBICRBMBEADYYEY TDRRAUITETRERHINTULIEWN, I —T 7= O
g, FHEFEBRAFETH S, ULH L. ZLOERREDFHIA N I A SBEME~NY Y E
VODEEZRMICERILTWVS,

7) BERM (EC) &KE (NSF, DHS) DT 7 7« 7 J#EghYEE U T RIS LI CTOEEDIEE
D2CWBH, ZCTH. TARVIEU T« tEF 21U T DFHIERAMIDYFR EU & US TESX
HICIREITNETEFESHIC—DELTEIFSNTWLS,

B EDOFREH S, g 7OR—ILBIRICHIEOTlIE. UTOLSERANSDIREEITSTED
ZEFLL,

1) BERICHBRULTCTARYIEU T F 21U T1 ZHORREDDEVEDETIE. ERIDH
REICERZBEOSFLLDTREL, TAXRVFEUTo/BFa2VT HAMKRZREL T T
VI—2ay (#Hea VI3 30) MREZCESIAALCEBNSHRHEEDNNE TH D,

2) EDREREDHRNS. EDEEA VTS (8BS IRILF—. [BHREE. @nX. TRl BT
B8) ZZDIHEDEDRY D — I 2EDKFHFTREZRERICER L. T+ XVFEUT1
tFa1UTr DERNRIABIZEET 2HED DD,

3) TANRVIEUT 7 EF 2T« ZEIcDEEE T IRMBERZITET DIcHICF. ZDlcsh
DAVEITATOEENERCHD., I—RENSDTARXIFEU T EFaUT«5F
MEEDRFE. BRUOZNICEDVRBMENDYvEY T EZORFREDARETH S,

4) FRMNEKEDEE, HERF., T Ay RESE, ERRECAOBE(CHEEBHICRES L. 0
—INIVIKHEIERBEAG T ERDED SOBEN I HHNETH D, TDIHIC, BN, KE
DI7IT4VITEREEETH2EPEOEOZRIICEMI 2END D,



CONTENTS

1

2
3
4
5
6
/

EU-US Summit Series : Workshop on
System Dependability & Security
BNERES oo 29

KEBLETDIIETIEER - ovvvevvrnnernnennns. &5

[F:3

I

BfOHmbEs M - e B S 0 © It B

HTHIEE O SrE =58

IFEE

doys>ioM SN-N3

BRSO S B

ot



R S "SR EH-U a1 FRRTHQIN

]

HERECRATYZEK

-
L

AU

EU-US Workshop
KNEREHD

KEIRES FRATYZEk

]



L Ui

HRBEREE T 5 —TT&. Higr=
VT T4 T ERIELHEDRE LB
BRI D IEHZXMARDEE] ZFHT
L. Bt =DRE LEFEZEBERL.
EEsRBAORIEICEIT T, T4 RXRVS
EUFs-EFaUTsZREOMEES
9 %3 UWIBBRRIMMAR DR R B FEE
BRZEHEET RNE | EDRSZITDO TV,

ZDIRE TA o I 1B MTE R DI
RERZREL. TORROEE - 1t
HINRZERR T DIhIC(E. BRI AT
LDI—YEHEIMSDTAXVYFEY
T4 ZEEENICRT FHEEE L T DT
IFEDHEIL. BRUZNICEDVERR
BMEDT R EDNETH D,

UL UIEH 5. MIBNER ST TIEE
< ANBRNEERVPEMIEY AT LEBER
EFRAERZZCBHRI AT LDT AN
VHFEY T4 FHE AT IC R T DRI,
EHEHZHTERNICE, BizdNc
FHMARELAEENFEE T, FIRE
IE~NDY v E> TEREREDIRRIC
Hdo

COUIEREN 5. 2006511 H 24,
25 HICBHRY AT LDTARNIFTE
U7« 5Hf]ICRET ST —T 3y Tz
BfE L. SISO RIEE~ v T DfE
. EERIEREDMES EDIERZTT
ofce TDT—U 3y TRMEICHIRU
T, ZOFERDOAEMEIES M ZHET
BleH. INFTTANRIFEUT15F
fICRIT DB THAZY —RLTL
BN EARKEDIHFERRZERI L. ED
MARBOAESEOREZFAETT D G-
TeCZXftgdZ & LT,

F9. 20065108 18H~20HIT/K

IWhABILDOAALVTST. BRMNTZ
DRBFOMYTHRENETIERES
% EDCC ( European Dependable
Computing Conference) higafEE Nz
DT, COEEBNDSINZEZH T, D
AIRICERMICHBIT DM THD TS
ADLAAS ERIVRAILOOA VTS
AREZHEFABUC. Ffe. Ta4XVS
EUSTsEMTOI—YEETHD
Airbus (752 R)&ET7#+—)bh70O
J10vavOERAY—IVERFET ST
AVISKERDAYT—K7 Y TEET
% % Critical Softwarett (/RJU A
V) ZEhRIERE Ui,

RIC, 2006511815, 16HIC Ireland
@ Dublin T. EkM®D EC (European
Commission) &. KE®D NSF
(National Science Foundation) XU
DHS ( Department of Homeland
Security) WHf#gEIT 20— av T
"EU-US Summit Series : Workshop
on System Dependability & Security”
HESNIC. COSE. RMNEKRE
DHSZENZEN 22D RIEED MY THAE
ZRE. TA4NVIEUTsEEFY
TADHRICBVWCTIFREZE L L DHE
D EFICEA U TR ERE TR ZE
BU. mEEE L BT OOIEEE
ZBER I LZ2BNELTVSH, H
KA —ARS U7 EHITHRIICEBEF
TnTEmL.,. ERXRZE{TOfc. D
=iEE. BOEDFFR, TANXVSFTED
T« sHE B T D E R LREN CEE
HICAS U CLWKBRICKELZRLZ
BHoCLSAREMEN DD,

=#(C. 12818, 19 HICIRAF i

&
=
D
A
=
%
<
B
=
%

BFOHI B

HTHIEE O SrE =58

IFEE

doys>om SN-N3

BRSO S B

ot



H7EinE 3 EERHE PRDC (Pacific
Rim International Symposium on
Dependable Computing) (CSINY
BEEBIC, TARVIEUTAIRAED
KEICBITDMRTH DAY/ A KEZ
AU,

RIEMICIX. INSDFETIHESN

L Usic

MREE. EERIBRYRATLDT AR
SEUT«FHEIICRATST -T2 3y
TICBIT2&FR=RICUIEERNSZ
HEETOR—TILELTE LD LKH
PRATBEREBAERE. REIZI1=5
ANBEIFTHEREL. T7Y TV THES
DORBITEAT D EZBELTV D,



FR S "SR EH-) M

FRRTHQIN

HERECRATYZEK

AADMEZRY T2

b
-
-

EU-US Workshop
KNEREHD

KEIRES FRATYZEk

]



FAARDNZPEY E

SH. ELDHAETIFE. AEHEDD
S52EENIBERY AT LICEKELT
W3, COREEISBREITETIESE
b, BEPEHRYATLEUTIEERE
EVPEREE). EREESZBHD I
BLIEBREDD. BHRHARICHIFTDH
SHEHDEBZM T ZDERY R
TALIC. B—EBENREL. HifFT LY
—EZADMEIELTED. BE UEVLERED
EDE. BEALHEOFEHVEELICHE
b, BVAMPEELHEDNRDODNSD
HULNEW,. BEICK>TIFEEFHIE
Rk, ERZEREDNEDN SNSDH
BEMD' DD . EIF. TEHIERAAICK
DEBYEEM. X ANV IEHITHD
VAT LEE. AEEEEIPMDTEY AT
LELE. T7AIVKIRY TRCLDER
BROXRERELEE., BRY AT LODRE
EVZORHESEHITIMEICVEFTHE
Lo BIEITREHEDERZR T ER
VAT LIF. ZHRIEYU RO DEEICHD
Hhho5TF, ZDRMITEHIT—ERANRE
TEFETE, ZO1—YDHLDULTZED
T—ERIIKHLTEDEVNSHE., I
ODE[TFA4RVFEU T4 | ZZDE—
EHBMHEULTRHADNETH D,

COURERED SHARAREEREY
H—TlF. A =774 T ERIL
HEDRE LERZERT IR
BROBE] =2FTL. [BRIEHEDR
L EERZBERLU. BEERS DA
BT, T4XVFED FT1 ZREDI
BLT 25 UWIBREITEROMFRH
RYRZEHETNE] EDIEEZITOT
EFTWVD,

C DIRE (TR o L BERBITHARDH

REARZEEL. TOHRDOERE -t
HINRZERRT DIes(ClE. BRIV AT
LDI—YHEIHNSEDTARVFED
T4 ZEENICRIFHEIEERE L T DT
MFEDHEIL. BRUOZNICEDVER
BMEDIREDNETH D,

CNETODBERYATLIF. BoEFS
=aet. B3Rk, 8ERItZBiELT
T TN SDOAUIEHRMAST
F. TOEBELDIEEHRA VTS,
BEFHAE. EFEHWE 15—V
H—ER AEFHRXAAVE2I—FT1Y
TIEEDRRICBVWTTARXYFEY
TaEEFIVTAZRODEBELV AT
LEEETRETHD., ZDIHICIE.
SHREILASFERECHSIFSI1—Y
BEHSDTARYFEUFT tEFa
U« OFHIRE. SHALE. 518, &F
5%, AIfREAEZHEIIL. SS5ICHR
BIIENDYYE VI HEZEIIT D
WMENH D, XICAEEICEMITEN
IEEHEEEREICK D TTA RS EY
T4 EifiOREFEDBESIN. EXFHRFT
Ds&fb. EEMEDLE L. EFEELE
& BHEDEREFRFNIDITCISIFERD
BIHD AT CE D,

ULhLIEh' 5., ¥IERNEREIT Tl
K ANBRNEERVPEMIEV AT LEE
ERDERZZVCR/BIATLDT «
NVFEU T« 5T ICRE T HIRIK
F. BHAESHZH CEENICH. HIIE
NIEFHIRELAEENFER T, e
BEMBEADYYEY IFEDRAR
DIKTICH Do CDXDIEERHD S, T
REAREE T Y —TCIBERY AT L
DTANVFEVU T4 5l CBET DD

A
=
D
1A
=
%
<
-1
=
%

BFOHI B

HTHIEE O SrE =58

IFEE

doys>om SN-N3

BRSO S B

ot



—0YavTzREL. TANYFTED
T+ FHEAFR ORI Z L . E2DEF
CRRRBZHME T H1EEZIT oI,
—A. BERVATLDTARVFED
TA4FHMAICEALT, Y RATLZRET D
DRI 5 TlEHDH. E&EUTHIE
NET 4 — LD RS DOERTHRET
DEZERRICVAT LD RASE
UF4PUSAT7EUTAZEHTDE
TI)ILNR—RADFHEAF Y Th DT 7
KBRUT#—ILEZFEAULTI AT I
DONANEZERAT DT+ =LA
I aVIRETIE. ROV DM
DIRFHIMEITLTWVD, TNHS5D
ARMICHITDINTTODRARRR
R, SBOMEFEICREAUTCRE
U. ERREMEROERZEITOIC &
F. ABERFTSHTCA—THRDT
A \VFED T+ 5l & FEMEDTIR
b2 o e A FEHEESTE DILE(IC
RHOEEWV, . TS5 VX -Y—)b—
ADEIZIAZFT LAAS/CNRS EKED
University of lllinois, Urbana-
Champaign [&. ZNEFNINEFTT«
NVFEU T« FHIE DD E TRz
U—RUTCTERMNEOREDRRT
Hd. COZDODHRARDIFEAE

ARDREEY R

(&, HROAREAZILET 5 L TR
THb. Tl D 2 A HFRD SR
ROE[ZERRLTNDEEZD I E
D TZED,

SE. RREFEEE T Y —bFEEL
EMERY AT LDTARIFEY o
MM ICRET 2D —0 Y av TITHBIFD
EWCIE.

1) ABHNERB LUHEBEERNER
[CKDIVARTL - TANIFEUTAAN
DER

2) A—HYHRDTARVFEU T«
SHIEE SRIEARFRE

3) BERME~NDY v E > T DL
EVVDTINZETICEFEWV 3 DDFTLULIR
PAEBALTWVND, CNSIETNETRR
KICBVWTHTHARSINTIHED,D
EHRRTH D, DL EH. INEFTD
B2 PERESE CTORKRMY
FE. BEFEOHRMD SIFT DL SEHR
MCOEMESEZI TV, DT, 45
[CZTD3IDDERDFFE. BMEZE
I BEHICH. RNRUKEICHIFS
LSRR DR E Z B U TR
NUOS#EDAQZRET 2 EHRD
CTEETHH. FHETOR—TILD
ERICE D TREBEL I ETH DI,



i

R S "SR EH-U a1

RSN

HERECRATYZEK

ARF &

-
-
-

EU-US Workshop
KNEREHD

KEIRES FRATYZEk

]



FRTT &

REEFIHICTDND,

183 (2006.10.16-24):

EE=E EDCC SR UM DRLSR
T RERa D AR
2HA(2006.11.15-16):

EU-US Workshop on System
Dependability & Security 21
3HA(2006.12.15-20):

EfE=E PRDC SN U KED#R
IR DR

BFEI—0OY/\THEINDTAN
VAT AVE1—T«VTICEET DE
R®& EDCC TlE, 3—0OvI/\OXE.
IHSRERS. (REICHIT HRIDIATMR
DEREIN, AREHEXDHDT. ZD
REANOSMEI—0Ov /IO EEHE
ZRBET DIHDIRD THRNTHES
ZERRtT D, SEIFEDCCHTA XY
FEVU T4 FHEDIZHD T+ —)U A
I 10T aVEMDHRR CEREN D DK
ILRABILDOA VY TSKRETHESIN
fclcdh. COEBNDSINZFAEHEZED
FIDICIER o, ShRAE T SRR
ELTE. Ix—IlbbaIz o3y
RiTDMATCRENH SV TSK
BETANVIEUTAARICEAT D
A—0Ov/NIEBIF DDA FTEES T
HBDITSTVA-Y—)b—XDLAAS/
CNRS ZEA I, Tle. T4 XVFED
T4 FHEICRET DEEELT, Ta4N
VHEVUTAFHBDE I R ATREE
ZRIFTCWDAAVTSKEHDASY
— 77w 7T B Critical Software
e TANRVITIVRIAFH Y AT LD
RKEFI—YTHD Airbus 11 Z:EA T

FEFAEZ{TD . BUL. Airbus #t(C
BELTIE. A 380 DAEREIEICH D EE
DR EEFROU ANSRIENFEE
Ufcfcd, SABERID 9 BRICIEDT
[ DHR/ICKDITXTDHEBISD
ShR7Z IS | S @BEEN. LAAS ADE
Fi7zf& D T Airbus Lt DHEAMMEZEE LD
HEXZ{T DI,

B U< BFRAEF s OFEER (7Y
. ZAET7 7. RKEBEBRELEE) O
REDEFXDHEEFERZEPRDC AU D
I ZTPREZUN—B AR TRETN
cfeh. COSBEANDHEICEDET,
KEICBIFEDTANIFTEUTAHHAD
FIOERED—DTHh DI U/ A RKED
Coordinate Science Laboratory &
& U Information Trust Institute Z=
ShEEAE L,

ETHIC.HmMDEC(European
Commission)&. KE®D NSF
(National Science Foundation) ¢
U DHS(Department of Homeland
Security) Wt fET 29— 3v T
"EU-US Summit Series:Workshop on
System Dependability & Security"
[CHARBA—ARSU 7 EH(CHRIICERT
TNTESHL, BRREZITol,

INHS—EDFABECSMUIEX VN
ELATDEDTH D,

4 ERAA (=5 —R) | 18iMD EDCC.

LAAS. Airbus #t5ZE(CSN

Y 2EZ77I0—FTRAXE

BiR) . I XTCORECSM
BB BR (=77 7z 0—) : 1HAD
REICSH
fAlE % (7xz0O-—): 180 EDCC.

&
=
D
A
=
%
<
B
=
%

HTHIEE O SrE =58

IFEE

doys>om SN-N3

BRSO S B

ot



LAAS. Airbus tt3AEDHES
TAE IE(LBXEHE) 1 HOHRE
(&N
T EEsL (RIRAZEBZEIR) : 1HID
LAAS. Airbus #t3AEDH S

HART



L

R S "SR EH-U a1

FRRTHQIN

HERIESRAHZEK

PN RS

-
-
-

BN F R D

EU-US Workshop
KNEREHD

KEIRES FRATYZEk

]



4.1 AV TSKE

BN R D AL R

HE5:10816H15:00-18:00. 178 15:00-18:30
5 : Departamento de Engenharia Informatica, Universidade de Coimbra, Polo

[1-3030-290, Coimbra, PORTUGAL

EIAZEE : Prof. Enriqgue Madeira, Prof. Joao Gabriel Silva (Dean), Prof.

Marco Vieira

(G2 hEZ)

10 B 16 HICTEART )L T Madeira
REFEOE, D1V ITSKR2EHRT
FRERT 5. FBRIFREIIY
TJSHDIAHEICH DA F v VIN
ATRIEL, AUEHPD SEENTCRIF v
VINAICMEBULTWD. T4V T
VAT LRRIIN—TDREIT HAN
—APEREZERZ L. Madeira
ROBEZET. SEO JST-CRDS D
BEHNICDOWCEHBAL, T+ XVFEY
T« DEHAIEFHMmICRI T SRR EI@IC
DVWCEHRKRIRZTE O Ice A4V T
SKEFTANIIT TNV AT LRRT
W—TRET7+=IbbarrIxz o3V

BEOVWeTaXVFEU T SHIERTD
W THD., FIV—TTINETITER
UcHRBR EREETHOTOI T
INCDVWCEREZITIE D, B
BE DR ZFA L. Joao Gabriel
Silva #%. Marco Vieira #i% &35 L
DFIRZEITE DI,

1081 7HOF#%(EF. BE. 317
SREZEBBU. TARII TRV F
< —27 (Dependability Benchmark :
DBench) [CE89 $iRFRIC DLV CEiRA%Z
F(Ffc. TFRVIIC, VieiraBugIC KD
FTOSAVNSI YT IO I VNE
(OLTP) ¥ A7 L. DBench [CEAT %
MAEBERICOVWTHREZZ (T, KL

System under Benchmarking

1 RUFI—FVIOHIE

M - e B S 0 © It B

BHFOTHni B

BX
I
#i
I
()
A
=
&
R

IFEE

doys>ioM SN-N3

HBEIEE O MnE %

b



20

CT.AAMVITSREOKREREICKD
Web Y —/\{—> X5 LMD DBench [CD
WCHEFERD BT,

DBench [&. 19985 ~20024(C EU
[C & [F % Information Society
Technology (ist) [C&k o> TEIBGZIE%
ZF. I—0Ov )\ DOFMAAKEICK>T
K NeT4RXVFEY 570
JIURTHD,. JOVIIOMETED
ikt U CHRDMTEDNTWVWS., 75
XM LAAS-CNRS H"d—F+x%—
& 72338, Critical Softwarett. J1
v J 5 K% . Friedrich Alexander
University. Erlangen-Nurnberg.
Polytechnic University of Valencia bt
2@ L TL\fc, DBench ®BHIE1EER
VATLDTANYFTEY T4 ZE5HAIT
B ET RVATLDEEN L LR Z
TESEODRYFI—IZHRET D
C & TH D, DBench THTDMHR &
ol AT LlF Windows 5 ED OS.

Ethernet

FHYATLLBIFDEREA—RID.
BEIEDOIVIVHEIE7Z TV —3
J.OLTP VAT LIEETHD, IRET
[, ESICVBVBIKIBERY AT LD
BAYEF U T« FHENDISADERET
TNTVD,
RUFI—F VI DELRNLREZ
BRIBDEHIC. F—T v I AT LE
LCTOSZEZLD. A—TVV—AD
0S &FEMRD. Windows I ED 0S
CIIEEHVERELTHI-—THEEY
—RAO—RIET7IERAT D EDHFKI
Lo &5IC, 0SS ECTREUEEI(CE
BURNITUR—REI—YCREET
N3 ERFFEVDT, —FH0S DT
ANVFEY T4 ZFHIT DIcHICFE
EEANSOLEBHRIEIFICEDLKL
HAEEREL TaXVIEY T4 %ZE
Bl - 5T D EIFKAICAHAEETH
%, £ T. &5 workload Z&&E LT
Application Program ZED/\—R

2 OSARUYFI—FVIDYATLIER



D17 TSI —LLETEHSE
(R1%Z&88R). 74—ILhZEATDC
ETCIRATLDTARNIFEY T4 %ZE
HTd. KOEFNICIF. K2 CRT &K
DI R ZEE L. HDHED Fault
Load [T ;A o = # T Fault Injection
Tool ZEHUCO—RET T+ —I)b%
BAL. HAOELTYRAFTLOOINA S
RAURY—REE. U702 3V
BIEEDBME/INSA—5ZEHAT D, &
DK D IFRERZ RN CHRR T J757%Z
Simulating Fault Injection & U
EE D Physical fault Injection & (&
XBIENBDBEEHZL,

BN A—5 DXRIRBEDOHETHE
48 (F19. DD ZFAND T ET. NV
FIY—FVITDEEFEZFTDIIENER
AH. ETSICEEE. EE7NA1IEV
4. MTTF (Mean Time to Failure).
MTTR (Mean Time to Recovery) 7&&
DEENTANVFIEU T FHIREZ
BHI S EBOEETH D, BL. B3
[CRg@ED. ERDKSETANIFTE
D5« FHlREZEHRIT e [CIFtR4

BN M3 D R AAE R

BETETIVIEZITEDRED DD,
Measurement-based approach &
Modeling-based approach DG Hiwh
B2LEEND,

CDEKIIC, =T v AT LHVT
THINCKODT. RYFIY—FTD
VAT LB EHRAIEADORB /IS X
—IDELDDT, FENLTTERDE
IENBDTENRFELO>TVD. &
FAUTUIVRTLDRIYFI—FT
DRIEF T SITHRLIT. Security load
ZUOICEREVEDRKDIBENRNYFIY—
FUIDYRT LERZEITIEDINED
[CDWVWTCTHHSHICEDTIFWVEL,
Ffc. B3 TiuiXfz Measurement-
based approach & Modeling-based
approach ORI & [FRE (CHRIVIEH
CTERIREINTHHF. TANNVFEUT
4 EHRICEIF TR R DE R D EATF
TNHEEHTHD,

Measurement Phase

Work load
_—
- '
_—

Faultload

Experimental
» Measures

and Features

Comprehensive

IIIIIIIII

Modeling Phase

» Dependability
Measures

3 FTANVIEUT «FHEFHRED—HI
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4 .2 Critical Software #1354

HEF:108178 9:30-11:30

127 : Critical Software (CSW). Coimbra. PORTUGAL

[R5 Ta—)U)
JST Visit to Critical Software

9:30-9:35 Welcome Address

Henrique Santos Madeira (University of Coimbra)

Nuno Silva (CSW)

9:35-10:00 JST-CRDS Presentation : Introduction about the Mission
Takashi Nanya (JST-CRDS)
10:00-10:30 CSW Company Presentation

Nuno Silva (CSW)

10:30-10:40 Coffee Break

10:40-11:00 Exception Fault Injection Tool Demo
11:00-11:15 Dependability & Embedded

11:15-11:30 Open Discussion

(E¥#mEHAA]

(a) CSW Company Presentation

Project manager M Ricardo Maia
KD ARETH o lefesb. Engineering
Manager @ Nuno Silva Kh'5 CSW
DOBEBN DO, CSWI(EO1VT
SREDEFEENAZTERELENY
Fv—1EETHD. 1998 F(CRIIEIN
feo SHRIHAE. A1V TSKET
ANII TV AT LRI IL—TD
HETHo>cEWVWDTET, T4 =L
4 VI IOV avEiiERDCUIEY T
D17 YR T LADEEREEMTHERE
DHFILTH oo U UEHSIRET
(&, —fEY T D 7 OREFEFEFD
FEFHEIMULTETWVSH. Mission
Critical System > Business Critical
System ZXRELEVUI—T3Y
BB OERLNRFREEEOTL
%, CSWODBEZELFEDEHMER
([X50% %=X . WxEH140~2204.

FHFm 20 RBFEEVSIBETEBRNY
Fv—1EETHD.

TANRYIEY T4 FHiiEFE DR T
. Fault Injection Tool [Exception]
FTFANRVIEUTAHARIZT2 =T+
EIF Tt RBZEDEEDLIHEERER
o FEZEHTND, WRETDY
AT LDEE(E Industry. Aerospace.
Defense. Telecommunication.
Public Sector &% IZICED. NASA
VPHEDOFHEFEEREH ™. NATO ¥
BEOHAFHEZRE LD TOI T I
PHZ<EDO>TWVD ., BEFNLES
EUT. FHYATLILEREINS A —
TV —AREEUIE 1 — )L DOFF.
BA®D JAXA DREFE ULV AT LDE
SEZ{TIES e D Exception DJEA.
EUDIO—/\ILFES—YaVvEEY
AT LTHB GALILEO Y X5 LDEF
fii. RILAIICBIF D Fire Hazard
VAT LDORAFELEEDBN SN,



(b) Exception Fault Injection
Tool Demo

Fault Injection Tool [ Exception]
DEHBETEDNHAERSINE, Fault
Injection DIRIBAITKEREA & EHEFRAIIC
DULTIE. Madeira ZigH SHEEMIC
SEADTE SN, BEBEICKOT, X
[C fault Load [CiE>CTT#—ILb%ZEH
BERL. VAT LDERITSEICEAL
74 —IVhDEEZYZa2L—bMUT
WA FZREHLTCHS 2. TEZ
BUT. CSW H Exception DL <D
DOBBERZEELTHED., 5D E
EFZREITDHICHIIVTSK
FEIRD LT IREZLDOHBRRZ T
KHICHITEODTHEWVWEDIET
dbolc,

4.3 EDCC-6 8il#ke
4.3.1 REBE

2006 10H 18H~20H® 3 HAE.
MRILRAILDOA Y TSHICBEWVWTE
bEII—OvI\TFaNXYSFT)LaY
Eai—75+>22J%% (6 th European
Dependable Computing Conference:
EDCC-6) hpfES NIz, J14 TS5
FEDEICHZT4M Y TSKEZRILD
[CHEBRUCEEEDSGDHE T, @R
DRIV MIRWTRILNAILIEBED
XitEBHTH D, AOIF 10 5AZED/N
SEEH T D DD, TV TSKEEF
T4 ZAEICKDTI290 F(TERIIEN
EIA—0vI\&EDRKZDUEDTH
D, 1911 F(ICYU ARV KREDERIIEIN
DFECIREAE—DKETHOfc,
IV HIVDKRZHDI R ICHEWVICH
HHOOSTF, IV TSKEDTA Y
FEUTAHRRIIWN—TDITLVEVR

BN M3 D R AAE R

FIERBICEL. YRR KRZDHAR I )L
—TJEEBIC TARVIEUTAHRR
DI—OYNICBIFHIHARMIELT
BEICERE TN T LD,

EDCC-61&04 TS KEDHTH
H L) College of Jesus THETN
Jc. EDCC-6 DEFTZRERIEFOAMVT
S KZD Joao Gabriel Silva#ig T
Hb. 707> LEERIF Chalmers
University M Johan Karlsson # %
HiFEsH Tz, EDCC-6 (F/IRIBLEH S H
BOBLMXHOERINDIEELLT
HS5NTHD, SHFIF Regular Paper
1174, Practical Experience Report
27, Tool Paper 1ADEHIRE NI,
KEEIF. H9554K (Regular
Paper 47 7. Practical Experience
Report 47, Tool Paper 4 7K) D3
XEfEhdb, 33ERHI—0Ov/IH 5,
13 ADIER K UKD S, 6 AN 7Y
ThoDEiE T ofc. Regular Paper
F3RODTOJSLREERARLIRET
DOHEEFRZEEICK>TEIIDITHN
fc o Practical Experience Report
& Tool Paper®HE#RIC. 32070
IS LZENEZFZITV. 12BHLLIEF
2 HRDNBEFZENEIZHTHN . &
HEIC, 55 ADIFTRICK UTIEN 296
BICKDEFHITON, FIWNICHT D
EHBEFENES. 4R THolc. KAEF
E D Regular Paper DR (F 23 .
4 9% . Practical Experience Report
DEIRZE(F 50 %. Tool Paper DFIR
E(F25% T ofco EDCC [CIEFEEIN
BIFEAEDRIDIBH TEMNFLID
T, BREMNICIF. REFRRIFIESICTE
WHDEFREIND, BEFRBRE.
2006 E6 A 15H~16HICRDIT—F
>~ M Goteborg CRESINETOTS
LEZERTEBICERIN. 2 HEDE
HZE L TR DEE SN,
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EDCC-6 ~NDE&1#&EIX60R5FTH
b, 3—OvINICBVWTTaXUFED
TAMBRICEDDIEFEAETXTOH
REDSIMUTL I, EDCC [FEICH
mEBDRNZRKT DELITTIEHEL,
BAI—Ov/INCBIFBDTARXVFEUT
AMAREIZ 21 =51 DIFERKIRDIZ &
ULTHHELTLD LS TH D, HE
WERDIBE T 7 T+ > T IEERDIE
FE, HRBEDRYNDI—IZERT
BIcHICEDCCH—ZRE>TLDT &
FEHELVELY, BIEH(C, SEl. BAH
50 EDCC ~D&N#E(& G-TeC &R
BSRZEZHILTRTHD. ERISMY
ARDHRTIEHIED EFIICHELTL
fco 0B 17HDHZZOLET3VIC

Tuesday, October 17

(&, HRAZEDL SSMEDEHEZL. FIH
DR ZEmDIc. ZRBEFI—OvIN
DARZFEDCHNEEEAZELE D
THEDh., BEZBA TR EESEDEH
ERURHOSKREFICHEOEVS DMK
TZEREUC, 10 18H® Welcome
Address and Introduction Tl&. 3%
ITZERO SilvaBIEOKRE ICirx., 7
0935 LZERD Karlsson #igh S
GEIRBREZDOFMSEHBEN D o . &
#(E 10 B 20 HOFRIPF THeE. [F&
AREETOEMEDRRDEYVaVE
TH%>TUL\fe, EDCCIE24IC1[El. ’E
K CTHESNSD LADC EXEBICR#ES
N3dKS5T. REIDZE=(IF 2008 FI(CH
EEINDZEICKED,

19:00-21:00 Welcome Reception (Conference Venue)

Wednesday, October 18

08:30-09:00 Conference Registration
09:00-09:30 Welcome Address and Introduction
09:30-10:30 Keynote Address : A business case for dependability

Joao Carreira
10:30-11:00 Coffee Break

11:00-12:30 Session 1: Robustness and Fault Tolerance
Design of a highly dependable operating system
Jorrit N. Herder, Herbert Bos, Ben Gras, Philip Homburg and

Andrew S. Tanenbaum

Automatically finding and patching bad error handling
Martin Suesskraut and Christof Fetzer

Communication integrity in networks for critical control

systems

Anis Youssef, Yves Crouzet, Agnan de Bonneval, Jean

Arlat, Jean-dacques

Aubert and Patrice Brot

12:30-13:30 Lunch

13:30-15:00 Session 2 A : Practical Experience Reports and Tools



15:00-15:15
15:15-16:15

16:15-16:30
16:30-18:00

18:00-19:00

BN M3 D R AAE R

A fault tolerant VolP PBX on standards based COTS
platform

Anand Gorti

Lessons learned from the deployment of a high-interaction
honeypot

Eric Alata, Vincent Nicomette, Mohamed Kaaniche and
Marc Dacier

Session 2 B : Fast Abstracts |

Coffee Break

Session 3: Fault Injection

Temporal characterization of embedded systems using
Nexus

Juan Pardo, Jose-Carlos Campelo, Juan-Carlos Ruiz and
Pedro Gil

Injection of faults at component interfaces and inside
the component code : are they equivalent?

Regina Moraes, Ricardo Barbosa, Joao Duraes, Naaliel
Mendes, Eliane Martins and Henrique Madeira

Coffee Break

Panel 1: In search of real data on faults, errors and failures
Chair : Miroslaw Malek

Visit to the Physics Museum of the University of Coimbra

Thursday, October 19

09:00-10:30

Session 4 A : Hardware Implemented Fault Tolerance
SEU mitigation techniques for microprocessor control
logic

Ganesh T S, Viswanathan Subramanian and Arun Somani
Fault-tolerant distributed clock generation in VLS| sys-
tems-on-chip

Matthias Fugger, Ulrich Schmid, Gottfried Fuchs and
Gerald Kempf

Dynamic derivation of application-specific error detectors and
their implementation in hardware

Karthik Pattabiraman, Giacinto Paulo Saggese, Daniel
Chen, Zbigniew Kalbarczyk and Ravishankar lyer

Session 4 B : Fast Abstracts |l

10:30-11:00
11:00-13:00

Coffee Break

Session b : Student Forum

N/2 + 1 alive nodes progress condition
Ruben De Juan Marin

25
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13:
14:
15:
16 :
16:
20:

00-14:
30-15:
30-16:
00-16:
30-19:

30
30
00
30
00

Robustness testing for reactive systems

Saad Khorchef Fares

COTS-based safety critical systems . challenges and
approaches

Gabriella Carrozza

Fast & early validation of VLSI systems

Luis J. Saiz

Proactive resilience

Paulo Sousa

Lunch

Special Session : Research on Trust and Security in FP 7
Coffee Break

EDCC Business Meeting

Local Tour

00 -Conference Banguet

Friday, October 20
08:30-10:00 Panel: Education in dependable and resilient computing ?

10:00-10:30
10:30-12:30

10:30-12:30
12:30-14:00

Meeting the needs of the information society

Coffee Break

Session 6 A : Dependable Storage and Services

Impact of WAN channel behavior on end-to-end latency
of replication protocols

Roberto Baldoni, Carlo Marchetti and Antonino Virgillito
Customizable service state durability for service oriented
architectures

Xianan Zhang, Matti Hiltunen, Keith Marzullo and Richard
Schlichting

Storage tradeoffs in a collaborative backup service for
mobile devices

Ludovic Courtes, Marc-Olivier Killijian and David Powell
Rephrasing rules for off-the-shelf SQL database servers
llir Gashi and Peter Popov

Session 6 B : Fast Abstracts llI

Lunch



4.3.2 F¥HHHEA

(1) Keynote Address : A Business
Case for Dependability

ZRORAY—hzehndEFAFEEIR.
(%) Critical Software %t (CSW) 7
ANYFEYU T FMEBFAD J
Carreira BXICK>TITFEODN., T«
NVFEU T« 5l E Y R ADERIKIC
DWCOBEAN D >, G-TeCHE
REFFIHIC CSW ZEHE L. KD EHH
IFEHBAZE =T TLED T, $FHITHFHLLVE
WHhESNIEEVWDSDIFTRED DI
D\ Fault Injection Tool M Exception
ZEREFBICTARNVFEU T FHEE Y R
ATCTERLULCVWDC EFHFNICHGRA
[CRHAENEHTVND LS TH D, O
AVTSKREEOHBHARYOA VT
SRKEHNSBEFLAMZERT DIL—
REBEICHFRIFULTWLWDAEWLWDEKT.
CSW [FtHFRBPDT A XU FEU T4
REIZAZTA4HSBAVNFEZEDT
Wad.

(2)Robustness and Fault
Tolerance
OJNR b= 25l & it e fREF A D =
w232 ClE3 DD Regular Paper M
HEXH H o e, Construction of a
highly dependable operating sys-
tem Tl&. 0S DEEDZLHT/INAR
RSANICZSEND/INTICERT D
EICEHE U, kernel tables D7 Hl
WU BLDRSA)\7ZII UTERR%Z
5Z L) use-mode process & LT
BEIcE 5 ET. COR@EDEFIEN
DT EERFIELTWD,
Automatically finding and
patching bad error handling T (&.
B—INVRATLATRETDIIS—%ZH
ISR LI\ FZHTBDIIC, T

BN M3 D R AAE R

=LV I o avERWVWERE
ZREL. BERNICEDY A TDINy F
DHEBEN T H DD ZERET DIcshIC2
[EO— R ELOENEERZITo>TVNS,
Communication integrity in net-
works for critical control systems C
[&. LAAS-CNRS & Airbus France
HHE T communication integrity
protection scheme ZR% L. error
detecting code & UL T cyclic
redundancy code '@ LTWH T &
ZmUlc,

(3) Practical Experience
Reports and Tools

108 18 BF &DRIDEY3aVIk
Practical Experience Report 1 7
& Tool Paper 1A SER SN,
A fault tolerant VolP PBX on
standards based COTS platform
Tl&. Voice over IP Softswitches
DTFARVFEU T ZA@ALEEDTH
DTFHAVERTICERZHT, U—E
ARTPRASEVUT 4T +—5 L (SAF)
ROV 7 ZRAWVWTCA—T Y
— A Cd B asterisk private branch
exchange application [C{ &4 7%
TMmMeadTECHEBILTWVWD,
Lessons learned from the deploy-
ment of a high-interaction honeypot
Tl N\ Z—RybEHEN DEETE =T
HIEHAATEY —/\ZERNICEELT
BLIET. BEEDHDIHBEDHE/N
Y—VEBEMITBHHAEICERL. GO
interaction Z59 %/\Z—RKwhZ64
BAREERAILIEERICDOVLTEHRESN

(4)Fault Injection

CDEwvyayTR@ERI+—=ILb1Y
T3V ICEY % Regular Paper 2
ADFERENc, Temporal charac-

2/
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terization of embedded systems
using Nexus [&. 3—0Ow/\[CHLTO
AV TSKE, LAAS &£MAT Fault
Injection M EEA K Technical
University of Valenciah 5 @ # &
T, REFEHAH Y AT LICH LT T #
=AM VI 103V ERITITDES
[CBEVWTT A —ILbDHRZEHRIL S
I BIEHDFERCDOVNTIRARTL
%, Injection of faults at compo-
nent interfaces and inside the
component code : are they equiv-
alent? [F34 VTS5 KEECSWD
HEMHZFR THO. API(Application
Program Interface) D/\S X —% %
1B1E9 D &Tinterface faults =1
AU, Java® CEFE et NcaY
R—R VKNP TUT—=23>rDT4NXY
FEU T« ZKENICEHE T 2557 R
ELTW5,

(5)Panel 1: In Search of Real
Data on Faults. Errors and
Failures

Miroslaw Malek ##% (Humboltdt-

Universitat zu Berlin) " J—7F« %
—hgB/IRIVTIE. JVE2—5T R
TLDT A=) T5— BET—%
DEEME. TNHSDEEICHITDE
BIEDWT/IKRU AR S5 DHREZZ
(Flz. I\ U X I D. Controneo
(Universita di Napoli). D. Penkler
( Hewlett-Packard ) . H. Madeira
( University of Coimbra ) . M.
Reitenspiess  ( Fujitsu Siemens
Computers) ToHb. TEPKECH
F2T7NTIVIMARDERDS T+
— L PEZEICEHTIET—FIDIY R
IRXIRNCOVWCERDIGD Dfc. REXT
(BB D G-TeC&ME(F Malek Hi%.
Penkler t#1t. Reitenspiess &t &%

BZHICUL. I3—Ov/\OHRTHBEICK
AVICBIFDTANVIEUSTAIRRD
BIR.U—EX7PRASEUT 4T+ —
SL(SAR) [CBIFDFEEERFEIVY
— V7 LI EDFEETHEMZIT D1,

(6)Hardware Implemented Fault
Tolerance

108 19HDZRMD Y 3aV(d/\—
RO 7 I4—ILENVSVAICET D
3 A Regular Paper hFEXRENIc.
SEU mitigation techniques for
microprocessor control logic (& 77
AFITMIIKRENSDHEKRT., Y120
JOtvyHoRlEOYy o ZRET D
EHIC3BED7 —FT I F vigR =
RELEBDTH D, Y=Zalb—ray
EEZBEU T, 74 —)LNEHIgELBE
EH R 5N, Fault-tolerant dis-
tributed clock generation in VLSI
systems-on-chip CTl&. VLS| EICZE
FENS broadcast primitive [CED
L fe fault-tolerant tick generation
algorithm ZI=Z2E LT\ %, IEREEIN
FeVLSI Fy 7 (CH9 %00y JERGE
ZRREET DfcblC. FPGA JOY A T
[CEDVRBOABICOVLWTHENT
U7z, Dynamic derivation of appli-
cation-specific error detectors
and their implementation in hard-
ware AU /A KRE7—INF v X
AVRDSDHERKRT. 7 IUTr—3y
M3E4T corruption hEE Ul & E(TIA
BEIICEST—FIS—ZFHI DI
WIZ. 7TV Tr—2 a3V I(THHELTZBE
fEENc TS —1&A#EEZEA LTV
. BEZIWIVXLGIS—&AH
Ny IZRKICTDRIOFETEINT
B, TH—IbbA2 IO aVICE
DUVVeEERZ B U TZEDEN DR
TNTWD,



(7)Education in Dependable
and Resilient Computing-
Meeting the Needs of the
Information Society

ZL2N\VTybOBHICHBS T, &

REDI0B20HBE#HANSZL DS
MEHDRZICEFT o fc. RICHDRY)
DIFEF CIE/ \RIVEIFRENEE SN,
Johan Karlsson##EH 11—« *—
FEED, TANRVFEAUTAERE
LIUTITU S GENE) STEOHBIREGIC
BIFDFEICOVWTCELEDN . /X
XU ZKIE. W. Arendt (Chalmers
University of Technology) . R.
Jimenez-Peris (Universidad
Politecnica de Madrid) . L.
Simoncini (Universita di Pisa). P.
Verissimo (Universidade de Lisboa)
THO., BE - FRRECHIFTDIZEE
RIBICBIFZD_—XEV—XICDNT
=yl Ry ralt

(8) Dependable Storage and
Services

REDEYIavTR. ELTF4RY
FTIWARU—IEWAN F v R)LD
H—EARICET DIRTRFERD D DI
Impact of WAN channel behavior
on end-to-end latency of replica-
tion protocols Tl&. 2 DB LK (F 3
DO tier architecture ZH UL\ TRET
SNHE|ETONIILDMEERENTZ1T
BFo2CTWD, VIRII7EHEICHLT
3 DO 7Ok )LD end-to-end laten-
cyZtE®I S5 ET. RyhNT—0OF
vRIICHTBHTORIIDREZ
AXTL\%, Customizable service
state durability for service oriented
architectures Cl&. 7—F+F7IJF vl
NIV TH—ERATFARIFEU T2 DA
L+7ZFRITT DI, B —E RIRERD

BN M3 D R AAE R

AMEMENDEHICEB TS EZ
RBEULTHED, Web H—EXD7 XA
SEU T« %Z[0 LT BB DEMME
AELCDODVWTHREZITo>TWD,
Storage tradeoffs in a collabora-
tive backup service for mobile
devices l&. E/\MJVIRIEICSWVTH
B/I\w o7y TH—ERXZEIRT DE
[CHEBEEIND THBOMHERMZ
REL. ANL—=I LA VPDT7ONTA
TZRFEITDET,. WKDHhDAKY
— I A VP7ILTUXLZLE - SHi U
TW 3, Rephrasing rules for off-
the-shelf SQL database servers C
(F. SQL U —/\hs35nc/NJUR
— b DT EMHE Y — I NDEEHIE
ERMEENZO LESED T EICHIIL
JCRRRD 5. T —F DRSO EEE
MO EZREIT SHCHIC SQL
rephrasing rule ZE& 925 & &g
ELTWD,

4.4 LAAS/CNRS g5f4
4.4.1 AEERUE

FA4RYEIITNAVEA—FT 4T
DHEHEFRNEIWMRTHDLAAS
( Laboratory for Analysis and
Architecture of Systems) PR
Z5hR L. LAAS CTEREESN TS T
ARV TIVAVE2a—FT 4V JICE
THAMBRBLBRIEZ{Tolc. &
FE#IC. Director T¥H % Malik
GhallabtEtHh' 5. LAAS iRFRFTHIE
DOTVSHARDEHL. AEDHRIEE
Wo fciBfICRE T 2B ANKIBIRICD
WCEBRZER T, TD%. MEHE
H5. JST-CRDS OEAIEIHREHRD
BERICDWVWCERAZIT o . 5IEHL)
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T, T4V T)WAVELI—FT1V f& + . Jean-Claude Lapriet& + .
TRHICHBIFDHRNLEHRRETHD Mohamed Kaaniche @+ & D &R
Jean Arlat{& . Karama Kanoun Z{Tolc,

(R5ya—)U)

Visit of the JST-CRDS Delegation

9

10:

10:

11
11

11

12:

12:
14

15:

9:00-9:

:30-10:

00-10:

30-11

:00-11

215-11

145-12:

15-12:

45-14:
15-15:

00-16:
16:

[E$fHERER]
(a) The Dependable Computing =L ZEL DS DICHFETDEDE
and Fault Tolerant Research RSN

Group

30

00

30

100

215
145

15

45

15
00

00
00

Welcome Address

Malik Ghallab (LAAS-CNRS)

JST-CRDS Delegation : Introduction about the Mission
Takashi Nanya (JST-CRDS)

The Dependable Computing and Fault Tolerant
Research Group

Jean Arlat (LAAS-CNRS)

State of Knowledge in Dependability Evaluation
Karama Kanoun (LAAS-CNRS)

Break

Dependability Evaluation of Critical Infrastructures :
Modeling Interdependencies

Jean-Claude Laprie (LAAS-CNRS)

Evaluation of Security : Characterization of Attacks
Mohamed Kaaniche (LAAS-CNRS)

Dependability Benchmarking

Karama Kanoun (LAAS-CNRS)

Lunch

Brief Presentations of Selected IST Projects :
-Network of Exellence : ReSIST

Jean-Claude Laprie (LAAS-CNRS)

-Specific Targeted Research Projects : CRUTIAL and
HIDENETS

Mohamed Kaaniche (LAAS-CNRS)

Discussion : Additional Questions, Future Plans, etc.
End of Meeting

Y URRICE T SRS o fc. T

F ., Jean ArlatfELHh 5. LAAS IYPET+—IUb
[CBIFDTAaNIYT)NAVEI—T+ 125t 0 =)Lk

30



N EBEHDHRTH—IUD

W55 0230Tx—ILbA 2RI
—J3aV(BEDDA(VISIV3Y
T+—IUK)

ZD>5B. LAAS DIREHNHEEL T
WBDIE. MBI+ —IU. RET T 7+ —
L. AV NIL—Y 3D 3TEFETH D,
INS5DT+—=ILRCHUT. 4 DDA
B CHDITA—IVLNFBA. T —IUk
NUSVR, TH—IURBRE. 73—
rRRZHEIEDE. T4XVF TV
JEA—FTa VI ERRELTWS,

KO EFHIICIE. FIZEF, RUY—P
POLERFEEE, tFa T DERER
Ffild. EICT+—ILNFBEICET %o
TJ+—=ILhRUSVRAEIMELTIE. 7
ARG TIIEV AT LT —FTUOF
vDERETDEIFSND, Fle. T+—Ib
RBRZEICBILTIE. 7 A MMETHRFRE
FBITHD. TARXRVFEUFTICEAT
BNYFIY—UFMilE. T+ —IU T
DRERBITH S,

FTANIATINIAVEA—FT4VTD
KEORAELTIE,. /AT L. O
Rrav O X, HEE - FIE, fZE - F
H. @&\ ol IEBICLEEDHZ
WRZELTWD, BEEREMTOERAM &
UT.2EBXRICBIFZDTSAVYU., &h
VHUAVE1—IDEROBE M E
REI DO TORIILD, 2005 F
KD Za1—F— UM THO—EBEIRT
EIRIGERAINTL S,

RS &~ DHEFE 7OV T OB BEAT
Hb. EU. B&LU. 75V AEAZHID
[C. 10EBEDTOYVIINZERELTW
%, Flc. LAAS EFEBRBERICH DD
KFJHFAFALRELT, PRAUDER
EICBIFBDAV/AKRET—=INFIv
RA IR BRUOHD—RF—AOVKE
hdlFonic.

BN M3 D R AAE R

(b) State of Knowledge in
Dependability Evaluation
RIC. Karama Kanounf@t+h 5.
TANYIEY T4 FHIICEAT DIRZRED
BERRICOVWTCTEREZRZT. FRZET
ofce TH—IUME. BENLEEDOHE
BH2DhEWVD., 2EEFEICKAIT S
CEDTE, Kanoun B EDEFTIE
{BHME (accidental) 7 #+—)U MRS
9 5EEZFINE LT, ZDEEREHE
[CDOVWCERXBEZIToIc. BHRRIC
F. VIR 7 OEEERROETV
VI BEETIICKD VAT LY —F
TOFvDTA4RVFEY 55, Z
UCT. 7#4—=ILbbA42Ix0232MD3
Rt Bz MRICERZED
VIO 7 et T A —IL DR
HEEBIEZEDRT CET, TDEEE
DEFREDBAE EBICEELTVL,, V
JhDI7EREBRRETIVEGR. D
KOEBEEEDELZETIVIET ST
ETVINIIT7 VAT LDEREZH
ETIDT4—ILTFRIFMTHD. D
BT EFICRULTIE. fTUWET VDR
R VINIITP7—FTI0FvDIEE
ZERBURETIVE. Ffe. YATLD
ELZERT D EICKDHEEFED
HFEED. LAASTAFRMOMRE LTE
[FENd. EUT. INSOFEDES
%[, BEEEEY AT LEFDEEDY 7
ROz 7DEAIICK>TESNIET—
FICKO>TEMIFOSNTLD,
EBEETIVICKDVATLT7—FF
TFvDTANVFTEY T4 FHETIS.
RIVIATETIV®., —MRIEHER KD R
v g, ERERZHEINT DICHDER
xRy —)LZEBEE(IC, Y AT LDEHE
([CHEDECRDEEE LD, BET NEIREE
HOBRANIENZEFFRT DFEZRE
LTWD, CDOKRIFEFHAICKI DT, &
ATLDTARNVFEYU T4 HEEMNIC
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i CEBENDTIHL, BIZEF. Tr
NVFEVU T ZREILT DL OE. &
ELBEICHITDVATLOERKRY
V—mRETDEDAREE T D,

EBRETIVZEBRID LT, T+—)U
FDIRDEFBVLHEENICEMIFESNT
LWNIE, EBEV AT LATANNIFTED
T4 DFHAENAIREE Do TA =LA
VI3 vVTESNST—FIF. C
DRI, LDV AT LUAN)VICEIF
BTANYIEUTAFHHICE DT, &
ARIEBHDELED. LAASTRFEFTIE.
RIELANIVICBIFDY Iz 7ZAN
=k STl <2 V2N VO VAC Nwk W
N)VDOEZEICDWVWT, T+ =LAV
IV aVDRRARZEITOTCVD,

CNFETICTARYIEY T+ 5l =
TRV AT LIE. BRFIFOHIET X
TLDS., RITRIEEFBRAD DT TRX—
ADT TV —23 v b TDED
BEFTUVD - FRFECHL, EER
HSIEFING DD T ELH EDER
[CRAULTIF. RAEZDTHHN., EIF
[CTF—5%ZT4—RN\wITBHIET.
FRLICEBEHNEOSNDEDIETHD
Too $FIC. MZEERZHRDIC. EFEED
PITFRICES LT, ADL (architecture
description language) h'5. 8D
HENLEETILNDEENEATWD
EDEED DD,

(c) Dependability Evaluation of
Critical Infrastructures :
Modeling Interdependencies

Laprief@H5(E. EODIVED

— Y IRATLZEBNT, EHMZFEL
T, EEEEICBITHEEDETIVE.
TANRVFEU T DFHEICDOWVT, i
REAND D o fc. CDWFRTIE. (T,
RlZDEROEHNTABE(EA (inter-
dependency) [C3FBE LTV, BFH

[CI&. 2003 FARE TOENIEESFHD
KIS, BIXDT+—IUNDEEEALU
HITET. VAT LAZEDEEIRREIC
fEdLOFIHZETHD. CDKLIFIR
RICH U TIREREICHEDAR+73TH
b, ZOOREMZEENICTFRATDH L
(. HEHICEBTHDEWVZ D,

BNEFEELTF. A1V TS5 AN
SUOFvORBHER. ENWTHNIL,
BB A ERIEIOTH DIBHRERLRE, &
Lo feBRZHMHL. ZNZTNOEIEZ
ETIETDELEDIC, RIED2ERME
TO. RE - FEROERICOVTEHET
NET D, CNSOETILZERIEHIICHE
HFEDEDTET. YATLEROENE
ZEERUICET I ERFDIENTED,

TANVFEY T« DEENFFHE
&, FSBROLEERZHEL. ET )V Z
—MRALFERNRNU Ry EUTKRIET D
C&ET. AReEED. TDXRDFERR
([CRIT BENFOSNDDD EWL S RER
(ClF. RERICT—IDEFETDENDT
ETHDo

(d) Evaluation of Security :
Characterization of Attacks

Mohamed Kaaniche @t h 5.
EBR®DDIA—IVb FIT. A1 VBIL—
JaVERRIC, VATLDEF1UT
1« ZEENICFI T HHAiTICEA U T
D% o fc. BEAFMICIE. IFOZD0D
MRICOVWCERLIc. FTF—DIF, &
ATFLDAVI4Fab—2arvh5x
SNEBSIC. EFaVUT DESVE
Mg AR CTH b, I T, EFaU
T4 DEEVIE. RAENBENZRUX
(FRHDICHEBLFEHINETREE L LT
EExEIND, COREZ. METF
(Mean-Effort to Security Failure)
ERfFIFTVWSD, METFD{EIE. BH
ERICED VT UAZETIVIEL. EA



DERIECOBEREFNZEHTTTD
CETHESN D,

RIS N Z—RybZAWLWTREDK
BOTF—5=IEL. DTUIHERICD
WCERD Do e, I\Z—Rub&ld, Z
DRIET—IZINET BlclcRryb
D—IICEREIND. BEODDY—/NT
HD. COFHDFER. BADEHFSN
DE TOFIE . WEE DM, thd
Y— I\ NORBOGHBIEFEICET
2. BEET—IHESNTND, D
KOOSR T —F & AV BIV—T 373
RNDARZESZBDREIFTTIFEL, LELD
LFaUTAOFHBETIVICHHFAND
CET. FHEDRBRIED EIREE 18D,

(e) Dependability Benchmarking

RIC. Karama Kanounf@thH 5.
DBench Z7OY T VDR FERLRICD
WTHRED Do lco TN LAASTHR
Fizti&E L, T4XVFEU TN
JFIY—UICEETSTOITINTH
D, T4RVFEUTARIFI—TD
BHEIDIREEE. ORI DT
ANRVFEUTARYFY—o0OTOK
A TDHEED. TDELEHRTHD.
InNso7OMATIE LTFOKIE
VAT LERRICLTWVD,

AR OS

I FEADA VIR—RYRATLICBIF
DREFEAH—=IV

1Tl

WAVSAVNS YT 3R

wECTIFEFITNA OS. BEFERICIE.
Windows 8 &K U Linux 77=U—[CD
WC. T—FZRATEHADGD o Ic. N
IFRI—UDEMFNEFELE. 7TUT
—23avHh 60 APIOFUH U ZERE
LT, T4 —ILhZFAL. NEL(EZ

BN M3 D R AAE R

FWTAPI ZHUHYT, INICHT D
VAT LDRINEEBRAT DI ETRIR
END, FHEREELTIE. 74—=ILb
P& D OS DIRRE, T4 —ILRREDS
EERBICEDSFT TORINERE. YRS
—hEREENBALSND, CDKIIC,
TANVITEU T4 (CIFZ < DERIBHTE
EIBDDT. FLHEREZRHET H200E
HHDRIE. HEENYFI—TEDEL
LVEWTH D,
TARIFEUTARIFI—T(F.
HEEICEAT 2 BEDNNYFIY—T EE
L\ FREERICFLLZFANSNTL
BEFVRIEVD. CTHETIKRIEFE
{EULDDHBHEVND, Fles BHETRY
FI—JZEDDDOHDIEEDLHDE
DTETHD, ENRZEHITFTVWIER
EUT, BREREMELFHEEIND T &
V. BRZAR I S ETHRFLEARFIIC
BB ENDEBNHEZ S5ND, LIcH
DCARIYFI—=IICH/ITDAIEVT
4 TZESEHHTHD. EFHLDRE
THBDEWVWIFEEICES I,

(f) Brief Presentations of
Selected IST Projects
&I, Laprie 1. Kaaniche &t
ho. BEETHROXE OO TOI D
NMCDWTCEREAN & o fz. Laprie &t
h 5 & . ReSIST ( Resilience for
Survivability in IST) ZOY T I KIC
DWCEHIAD Do fce CDTOI I
FAEFHRAAVEI—FTAVIVRT
LICBIFDTANXVIEYU T DER%Z
BiEULT. RDTARXVYFT)LaAVE
A—FT4VITDEZZ. KDILEVRRIC
LRI D EZBERNEREHE U
JOYJIORTHD.
Ffc. Kaaniche fEth'5l&. CRUTIAL
(Critical Utility Infrastructural resilience)
JO0Y Ik &EHIDENETS (Highly-
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Dependable IP-based Networks and
Services) 7OV T IMCDWTCEA%Z
Bl Tc. BHREZNZHET 298]
VATLEWRIC, ETIVEFEE. 7
—FFIFVICDODVTHEZITSBOD
Tdhd. ANhD, BAHRZERFIE U
HERBICBITDIEZDETIVEICE
IAHMEIF. COTOITIMD—ERT
Hd. Fle. BEBDTIOITIME, BEL
BEEzEEx7” JUT—3vEUT, #
RBEDTANIIEUT A ZERT D
ZEZBMELIETOIVIONTH D,

4.5 Airbus & DRE - 5

)Y —)b—XmCEH B Airbus At
ZEhE L. RRERPORHHiZE RE

HEF:10824H 9:00-14:00

95 FECHDIEH. Airbus tEE
DHEEICEKD. LAAS [C Airbus DEE
BEFE. REZBVWTCHR - @R - 5
MeZERET DT EICE o, Airbus
HIFMZERELERTDARF TH D, EBHX
BEESHIEICHIFDTANRIFEUTA 1%
MIDIEICDVWTCRFEWABEFEZITE
2CW3d, I—F4%—4%®D Michel
Diaz {1 (LAAS-CNRS) 55 [ED##
BICDWCERAMD D, BEHENS
JST-CRDS OEARIBFHRCEEEDERC
DVWCEHBEZITO. BIEHEWVT.
Jean-Pierre Daniel K ( Airbus) .
Patrick Ringeard K5 (Airbus). Luis
Nobre K (Airbus) [C& o T. Airbus #t
CBVWTHLOLNTWSTARNYFE
U« Bl s O AR 70Oy
TIMCDOVWTHBNZES T T,

5P : LAAS-CNRS. 7 av.du Colonel Roche, 31077 Toulouse Cedex, FRANCE

(R ¥a—)U)

Meeting between the JST-CRDS Delegation and Airbus Representatives

9:00-9:15 Welcome Address

Michel Diaz (LAAS-CNRS)

9:15-9:45 JST-CRDS Delegation : Introduction about the Mission
Takashi Nanya (JST-CRDS)

9:45-10:30 A Process Towards Total Dependability-Airbus Fly-by-Wire

Paradigm

Jean-Pierre Daniel (Airbus)

10:30-10:45 Break

10:45-11:30 Introduction of IMA Impact on A/C System Safety
Patrick Ringeard (Airbus)
11:30-11:50 JASTAC, SHM Research with Japan

Luis Nobre (Airbus)

12:10-12:30 Further Discussion and Wrap-Up

12:30-14:00 Lunch
14:00 End of Meeting



(E¥#mEHAA]

(@) A Process Towards Total
Dependability-Airbus  Fly-by-
Wire Paradigm

F 7. Jean-Pierre Daniel Eh'5 75

- )\ - D4 ¥ (Fly-by-Wire) [CBW

TARVIEU T4 ZERT DI

« BREHAICDWCERRN e, 75

KA DAV ERK, B DEIE =

HEEEIRBEICK>TERIF 2

T—HIBADDTIFEFEL ., BRIESIC

Z{EUT, AV E 21— ETHEFUIE

Z{Tolc LT, BRNICmET A=

89,

$BEATIE. £¢. COMMON (com-

mand (control) + monitoring) & I

[FN3. BERMEHIEREDBEXIC DL

CTEiBAD B ofco COMMON TlE. €

—y—fllFtEruDEZEE=ZF—U. £

BT 5 & COM AlFHIfEZ A s

925 ETYENIE T +— )L MTHIS

L. &M ZRET D, YATLKRUT

VE 31— DEE Tl MEEEDEHF T

EHSNEDO 178 BEDFLREE

AEmlcI LT, BFICERETIS—D

BAZRKRRIWLTUL S,

T4—=ILhSU SV RAZERIRT B

[ClF. ZEZRZHAWVSH. BUERERICK

DCRAFICEBMDRNTEZRZITDHD

ZHLleh. BEICSNIEREY 2—)L

X PEENICEBDUEICIET DL

BIC. BELDBEDRETET DI &7,

BEARWEHEHELTVD, CDKIEHR

%Z. dissimilar SR EFATWND,

N, N\ OvbDIRDEEL. T5D

5. AWE T+ —ILCHHTIEED.

BHEEDOTIOT U3y ZERULTH

IHUTWS, EEEDHEiiTZEWNT. B

HIRIRRDE U DD, 1REORIT

TI0D-9FEUTICHEDKDIC, §ZEHH

TIOHNTVBEDTETH D,

A9 AA

BN M3 D R AAE R

(b) Introduction of IMA Impact
on A/C System Safety

R IC . Patrick Ringeard 5hHh 5.
IMA & ADCN [CDWCEBAD D o Tz,
INsiFZENZEN. Integrated
Modular Avionics &. Avionics Data
Communication Network @ & T &
%, ADCN [3HATT — 7Bl =il
TRDRYNT—ITHBD, INUE, 1V
F—Rv hOFAT7ERN—R(C. BERH
LZDHEEDZ . MMZEREHIEIC HE TR
BEZERIRULUIEHDEDTETH D —
7. IMAE, OS &E/\—RDI7H 5
&/ —RT. 7JUsr—yaveElR
WM UIENBEDEIY2—ILTHD. &
FICE. 100 2ED ./ —RHFEL.
ADCN [CEfic N5,

CDRYNT—=TF. BE—DT#—)U
N CIEBIEIRREDE | ERIETNEN
KOIC. ZDEETBEEFICK>T (by
design) REETN S, FIZAF. RybhD
—JB&IF. 2RBELSHED. RAMYF
BENZNRIEOBHDAWNS., Fic.
ADCN DFEETI VI VDFHIENTE
L IEoTeiH5E(E. ADCN TIRULVRER
CTIVIVHHIHTEDKLDICEHEEL
TW3, IMADEEZICDOWLTH. Btk
([SHMENTED. FIZIE, FERED
TU—FH IMA [CK > THIFEITERRL)
S DfEHIC, IMA E(FEBIRD. FEFE
JU—FREDVARINTLD., N
SDOTRIEFEMIICKD. 1RREDRITT
10 D-9 BT DREEERMNER TN
%, COEREDOTEIL. BEDT +—
WYY —3# (FTA) ZBWCIT>T
WbEDZETHD,

(c) JASTAC. SHM Research
with Japan
Luis Nobre EHh 5. BREDHE
@E70J T8 TdH2d JASTAC (2006
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FTHA~)ICDODVWTCEHBZER Iz, D
OV UK. BaH# (composite
material) . $ICH—RY T 74 )\—%
BuetmilemieE Uiz, EZ9UV D
Fifr[CRTHBHDTHD. TDKIIFH
i &7 . SHM( Structural Health
Monitoring) &EFFL TS, EEME
ElF. BHOMEHD SEBRISN. TTDM
Bl&D BN ZRFOMEIZIEL. &
B SDEBmIEATWVND, JOI I
IRTE. EYHHRRICK > TREH=Z
BRHATDHLOIC, EEMBZE=S—
L. BIZRITHTHOTH. B8 - EH
DFEEZETREICT DT EZBIR LTV
%, BIIC. FREDEHEICDOVT, T
[CRDBREFXMDBERDEITHEDT
ETH D,

(d) Further Discussion and
Wrap-Up

B#(C.Jean-Piere Daniel EHh 51,
EFHXEIJO0IIDHELT.
AIRSYS [CDWCELFEAD G o fe.
CNIE. AIRBUS & TS5 XD -
HBEKETH D ONERA. LAAS. IRIT
EICKDBEHT. EFC2070VT
IRDIRETODNTVWSEDTETH
%o

4.6 Z{FDENSR

SEIOMMNAETE. FFI1VTS
K% & Critical Softwarett(C&ko>T
FBAMICITEDONTWS I+ —ILbA
VIO VavEMDOREFEE. DBench
[CRREINBIARNYFI—FVIICED
WeTa RV FEY T+ FHE DIz b DI
RIOVIIMIBVLEHIRZRZIT .
EDCC-6 TERINTLZ < DHXY
BHIDFEEISRSBEHELTHB D D

REFICHITHI—OvINDOLUAXILD
BZRRUNo e, J1VTSKEE
CSWRHICH. LAAS-CNRS.
Technical University of Valencia.
AV/AKRET—I\F v IRA IR,
H—RF—AOVKEEFMHBIC Fault
Injection Y AFLZRAFELTED. F
HEICHF D HZD BFORIiMTEImHiE
FEHSEFKRELENTVD EZmR
Uico

UL ULIEHS, Jx—IbbaA2Ix o
32 ®H Measurement-based
Approach DU &EDDEGETHD ., 1—
PURILDT 4 RXVFED T4 FHDER
RS BEFIREFLEZLOBEIHES
N%d. ¥©t. Modeling-based
Approach & DG PREEME~NDY
wEVIFERFER., TRIKTIFRESHIC
FELTVEL. T4XVFEUTAEF
MICRET 2BRERRMZZLDIRRE
BOUICHRRI IV —T THILITITIED
CEHERBHEREZED LTHETE
HBdH. BHEICHIFDTARXUFED
T+ FHEARDELIFZRD. [k <5
BANRBEEZRERT HICHICIE. B
N ESERERDRR TOI T I DR
EDNNERARTHSD., Flc. EDCC
CBIFTDEFEEE - RYRNDT—T
hB(E. FTARYFEU T IREDRS
BTHBDT7AUADICEETDLOIESE
mEBDOMARRZEZEH LT IHDES
HEZRIFS5NS,

Fle, BE—DOHRKEEFELTRDE
COMREBEBZEBL. TA4RXVFEUTF
<« EFROBIMEH S RO RAR &
UCEBUTELAAS-CNRSTD
AETEH. J4—Ibha4Ix O3
VDRIV EDDHEFHDMHITHHET
B ERFL. RREHZLLEELE
P5BHNSTVADLWVWT—VYZEICE
BULTWBREDEHIRZRZ (T,



DBench Z7OY 1K TH LAAS TV
— 5 —MEEZREZRIELTLSDH. /\
—ROxz 7. VIO, HIAFT R
Th, EFa2UTA R EFFLEHEIED
FEAETVWEVWDEREZFE O,
Fle. V—=)b—XH Airbus 31
IWRZIZ U ET BMEEEDHDM
THHEDS, EXREDENDD
ELL BICRY AT LD ERD e
EFHliZEZRFRICHRTOI T IR ZER
LTWDBEDEEZASND, TA4N
VHEVU T EiTEVWDBREEDF
EAEETICAET 2EBRTZER
LXNIVTERR L. #EHICZE DRz
FR1F 9 21 ICIF LAAS-CNRS [CH
[J % Dependable Computing and
Fault Tolerance 32 2'JL— 7 (9 30
BOWMARYY T) HIROHRZFHH
EICHOERTI2UHEL DD, T,
LAAS T3ttt T IL—T (Power
Integration and Devices Group.
Microwave Integrated Devices and
Systems for Telecommunications
Group. Photonics Group. Nanoad-
dressing and Nanobiotechnologies
Group. Technology. Micro and
Nanostructures Group. Microsys-
tems and Systems Integration
Group. System Engineering and

BN M3 D R AAE R

Integration Group. Qualitative
Diagnosis and Supervisory Control
Group. Methods and Algorithms in
Control Group. Modeling. Opti-
mization and Integrated Manage-
ment of Activity Systems Group.
Telecommunication Networks and
Systems Group. Robotics and
Artificial Intelligence Group. Soft-
ware and Tools for Communicating
Systems Group Dt 145)L—27) &
HETHRZTEOD>TLWDHIENS
B, HBAICBIFIRRERD/INT +
—NVADBHTEVNC EHNEFHICH
T2 CTWd,

BRI ATLDTARIFEU T EF
(M DRFEE. L ANBEHIERY AT
LDEEZZEZ T BHRDICENTIEE
FTIFBEBNEVWEELRECHD. T
fe. T4RVFEDY T4 5HA BRI
DIcH DIRRIFKEDREECTH D, T
ANVFEY T ZRAEDMEEIED
(F D EEIMTORFIE. SEDOMMEZE
ZEBEUTCTHIRARELTHANTSED.,
HELNHEZS B CHANEA V7 F
J7Z&ED. #FHUWEEHREMICERNICE
UL IeHICEFEHELET—V
THHDBDEEEFELTULD,
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5.1 #&#&

MILNAIL - A4V TS TRESNE
EDCC ( European Dependable
Computing Conference) [CE&HNULTE
B. ZO0HBICHBEULTWIIEC
(European Commission) D[ICT for
Trust and Security] Z3FIDEIEEE
T&% Dr. Thomas Skordas &4&8t
VA—R. BV 7z O0—-HmERL
T7 057400 - I—I1/9—EULTD
EC U JST DEENCRI U ClEERin =
17U\ SBETANNVFED T DR
EERECRAT D IEERIRZERIFIHZSIC K
DCIFEEDEEDOREMZEIRS LT
arRUk,.

ZTODE, BEDEENDHEZFTZ2E
N, ZOBFEZEE LI

=E(E. 200611 A 15, 16 HIC
Ireland @ Dublin CRfESN. Y=
77 IO0—hHELT,

5.2 REDMHE

DEFHISZDRZRIDES D, FRMD
EC (European commission) &. SKED
NSF (National Science Foundation)
K U DHS (Department of Homeland
Security) DHEET, BN KEHSZEN
ZN2REBD Y THREZBE. T
ANVFEU T EEF YT DIRFEIC
BVWCTHEREE L L HEEDEFICRELT
BN & RE TR ZHB U, mEDLEE
UTcHERRA DO REZE R T D & %Z

EU-US Summit Series : Workshop
on System Dependability & Security

N/UEES

BrELTWS,

ZBED"Summit Series"& (&, S[E|
(200611 A 15, 16 H) @ Ireland.
Dublin [EBI1F2HE—QT—0>3vTD
ERZZ(I T, 5IEHmEE Oz 2007 F
ABFERRIFESBICKE. 1U/AM
Urbana-Champaign TS 5. &L
DT EZERLTWVD,

BRI KEDRI TS, TEEREE - (B
MDHEFT. MEDBEERRUIETD
BORED 1998 FEN S, FERMESIN
T8 b. 5 E & "Dependability &
Security” DO K Tl TDT—
923y TTHB,

3 REROBIE

REHES (B &, KENH 5254,
RIS 314, HhFFh 518, 7—Ab
SU7PHHS 18 BEDS 18 THD. £
DfIC. ECHSTICT for Trust and
Security| BBFIDEFE LEIEFEZS
$ 4. NSFH 518, DHSHS5 18D
siLle.

R 2 HEISE ST 6 DD/ \RILsTHR
TSN &)\ RIVIFEATDIDRIY
IVh—=0% T ol TTO7 &ERXA e
SERZIT ol B ADINRU XN, g
HIICRRMND'S 342, KED'S 3ZHYEIEN.
PEHICH. Dependability 9EH 53
. Security ZEFH 5 3IZHELEFND.
EVVSKIICNSVRICREEDTLD
DHEHIRMTH oI,

5%, dependability & security D4
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(CRELTF TV —23avnBE LT, TIWIRT Ly AEFIR IN—RADT
BE2A(VT5, BFEHG|. BFEA. & JAVEA—FT4VJIEEDEFSNTL
FER. ROV T—vb AT—5 2o

JOJSLOBREIELITDESD:
Day One

Welcome. Workshop objectives and format
(EU representative - Willie Donnelly
US representative - Bill Sanders )

Keynote speakers : Setting the scene for the Workshop
Representative from the European Commission (Thomas Skordas)
Representative from NSF (Karl Levitt)

Representative from DHS (Doug Maughan)

Panel A : Dependability & Security of Future Networked Systems
- architecture and design issues
Co-Chairs : David Du(NSF. US) & Paulo Verissimo (Univ. Lisboa. Portugal)
Rapporteur : Jim Clarke
Speakers :
Ravishankar lyer (Univ. Of lllinois, US)
Michel Riguidel (ENST, France)
Felix Wu (UC Davis, US)
Bart Preneel (Katholieke Univertsiteit Leuven, Belgium)
Yair Amir (JHU, US)
Neeraj Suri (TU Darmstadt, Germany)

Panel B : Dependability & Security of Future Networked Systems
- scalability and context-awareness
Co-Chairs : John Knight (Univ. Virginia, US) & Brian Randell (Univ. Newcastle
upon Tyne, UK)
Rapporteur : Jim Clarke and John Knight
Speakers :

Jean-Claude Laprie (LAAS, France)
Nick Weaver (Berkeley, US)
Christof Fetzer (TU Dresden, Germany)
George Kesidis (Penn. State, US)
Gerard LeLann (INRIA, France)
Ming-Yuh Huang (Boeing, US)



EU-US Workshop H7uikZ

Panel C : - Security & Privacy in Dynamic Wireless Networks
Co-Chairs : Gene Tsudik pdf (UC Irvine, US) & Roberto Baldoni, (U. Roma,
Italy)
Rapporteur : Michael Bailey
Speakers :
David Kotz (Dartmouth, US)
Reijo Savola (VTT, Finland)
Joe Evans (KU,US)
Stephan Engberg (Priway, Denmark)
Wenke Lee (Georgia Inst. Of Technology, Atlanta, US)
Paddy Nixon (UCD, Ireland)

Australian perspective in securing future communication networks (Ed
Dawson)

Japanese perspective in future networked dependable systems (Takashi
Nanya)

Day Two

Panel D : Evaluating the Dependability & Security of Networked Systems -
modeling, simulation, predictive evaluation, assurance cases
Co-Chairs : William H. Sanders (Univ. of lllinois, US) & Dieter Gollmann
(TU Hamburh-Harburg, Germany)
Rapporteur : Stephan Engberg
Speakers :
John Rushby (SRI International, California, US)
Bev Littlewood (City University, UK)
John McHugh (DAL, Canada)
Aad van Moorsel (Newcastle, UK)
0. Sami Saydjari (Cyber Defense Agency, LLC, US)
Robin Bloomfield (City Univ. + Adelard, UK)

Panel E : Evaluating the Dependability & Security of Networked Systems -
monitoring, operational assessment, auditing
Co-Chairs : David M. Nicol (Univ. of lllinois, US) & Marcelo Masera (JRC, Iltaly)
Rapporteur : Jim Just
Speakers :
Roy Maxion (CMU. US)
Evangelos Markatos, (FORTH-Creta, Greece)
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Alfonso Valdes (SRI, US)

Fabio Martinelli (IIT-CNR, Italy)

Todd Heberlein (NetSQ, US)

EU-US Workshop H7uikZ

Andras Pataricza (Univ. of Budapest, Hungary)

Panel F : Future Test beds

Co-Chairs : Doug Maughan (DHS, US) & Jim Clarke (Waterford Institute of

Technology, Ireland)
Rapporteur : Zeta Dooly
Speakers :

Mike Bailey (Univ. of Michigan, US)

Pekka Nikander ( Ericsson NomadicLab, Finland) , Mikko Sarela

(Helsinki Univ. of Tech)

Anthony Joseph (Berkeley, US)
Jim Just (Global Info Tek, US)

Henrique Madeira (Univ. of Coimbra, Portugal)

5.4 FRR

Dependability & Security [CB§T 2
SEFEZHMEHUTCEU & US DETE
pirwa i d (S IESEE STt 2 o N A ko Tl
EDEFBOENEESINICH, 6 DD/ R
LTI ENZEN6RD/I\RUARDES
DIRRDEFICRT D ENZEFNDRF RN
NIEEFT, IKRILELTH, FeRER
AE LU TONRIESERITED D e, E—
DIEROLEBDIF6EBD/\RILDS
ANLEBESTUVETAMMUYRKT, EU
S US OEDHERBEZ7OY 7 hD0lEEM
D—DEUTKIIRT Ay R ZIEET
BIEEN D DI, U L. BEFRNIFZIFE
EBHSHTIFEL,, HETEESE =

HI 5T EICEAUT, & (EC, NSF,
DHS) &E&iN&E £ DRICHIE D DEFED
FvwIHHb. EUEUSHHFTTE
B EFABIFEL. ELWSERBH T

o, BAZERUTCEU & US Cigze
ESH TV, LB "Japan passing”
EBBABDEENGEIBEUTVNDE
SONDH. SEDTDRFBEHZDXD
([CHFDAEEMD B ol LU, Sl H
KEA—ARSUTZHEMULT—EDHF
ERZRUEID. St EU-USHhHS
& 5I(C International ICAIFTLVKARE
2. EDENHTEC, CDTEF. S
BOFHEIMTOERFEE ENDEIEZE
AdE KELPETHDEEZ S5ND,
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6.1 TU/AKF

AU ARET—=I\F I IR=2
& (University of lllinois, Urbana-
Champaign) [FETE#REIZE. BEFIER
TZDONHETERDIY T10ICADE
TIRTHD. EODIFTFANVYF TV
JEA—Ta VT DRHFTEItFEY —
RLUTWD., TDOPEHT Center of
Excellence ZFEH LTV DHEIAXE
DZDDMHREFr. I/&H 5B, Coordi-
nate Science Laboratory(CSL) &
Information Trust Institute (IT) T
Hb. EEDHAEICINZ T Depart-
ment of Computer Science(CS).
Department of Electrical and
Computer Engineering (ECE) %<
DEFFHCD=DDEES5H B DK
AHZEFRBLTCVD, SODFAEEIF. 2D
CSL & ITI7ZEARL. #88BF30 D5
736:00XTT. working breakfast,
working lunch ZZ$T. 15200
iz E L DOERIERICK > TERE U,

SHEIEES 1 2006 £ 12 B 15 H
8:30 - 18:00

mEE - Prof. Ravishankar lyer
(Director of CSL)
Prof. William H. Sanders
(Director of IHI)
Prof. Dick Blahut
(Head of ECE)
Prof. Marc Snir
(Head of CS)
Prof. Molly Tracy
(Vice Director of ITI)

RERQDFRKEFR

Prof. Nikita Borisov

Prof. Klara Nahrstedt
Prof. Naresh Shanbhag
Prof. Elyse Rosenbaum
Prof. Himanshu Khurana
Prof. Roy Campbell

Prof. David Nicol

Prof. Grigore Rosu

Prof. Zbigniew Kalbarczyk
Prof. Steve Lumetta

Information Trust Institute (ITI)
FERIATLDTARIFEUT1EE
F21U 7« (CEAT HEMRF. ILBIRAR.
BT OREDOWR DM ZFEEDD
b B . AT & DO Prof. William H.
Sanders |& 5 TiliNfe EU-US Summit
Series :  Workshop on System
Dependability & Security [C8 (T2
KERIORFRZFHEDH TS, 808U ED
BELEVZTHAE. BRUSHOKRE
Bra. (EEMTENCDITIICEREL. E
EULT3IDDTF—VREBEICHDN TR
Z{ToCL\S:

1) Critical Infrastructure &

Homeland Security
BRI, TRIVF—HE. 358
. EEH. SRR EDKSICH
BICKFURZHDERA 2V TIH
U CIR<#EET D &ITIRFL
TWd, INSDEZEAVTSIEE
NZEXZBDERY AT LDIERICHE
BETHCLICHKFLTLD. NS
DA VT SICBARDDVIFERIC
BEHS |IERIEIND EZDHEM
HEFETDHNIEL, €D T. D
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KOBEEAN VT SICHT BRI
R D\ EFRET DIFZED T
W2,

2) Embedded & Enterprise

Computing

ENTREGHBEEL. RET
(EFECETDE/IE. 3B, WIS,
EEREICIKFT HH. INsSlEn
FNHEHMAF AT L7ZELTEBICUL
THEEINTWD, e, BUFTHEEE.
EIRRABERF. BERIATLDE
[CRIRSNDBEHRE. hS TS
VIVIR, T—INAZVTIRE
[CIKFEL TS, COKRSICHEE
ABEDMKF T DHHFAH T AT L&
BEIZATLDTANRNIFTEY T4,
tTF 21U T« ZHREND DF—HIIC
fsRZEEDH TS,

3)Multimedia and Distributed

Systems

BEEH SEREIEX T, YILF
XTFA TV AT LIFEBEEIC
2BELTCWVWDD. ZDEENE. B2
HDHEFRHIBEKREND, CNKTIF
BRHDEEA VI SIEEDKDICEH
UleY AT LICRSNTUL el
REE. FRR. RbT. JHBRE. BRIGE
DIEHRREBEICHKRKENTETHED.,
ZCTIRRIVFATA TR AT
L EEFREZRICT,

CNSORZEMEED. IRE. LUITD7D
DX EYY—(TOITINICBNT,
ZTNZNOBENICIEOTREATN TS,

1)Boeing Trusted Software
Center
M—AVIttEAI /A KEED
HERZR 5 —Thb. REARIE
FEC. RYyNT—U, fHIHAHFT R
Th. DA VYUVREI Y=V AT A
PR ATLDY IRNIT T T4N

VHFEU T4 ICEY DILEEDS
HIISIRZR 2D T D,

2)CAESAR : the Center for

Autonomous Engineering
Systems and Robotics
BEVATLANIVFI—-IIV
N RT L ORTAOADT AR
FEUT4, BF21UTAZERD S
JGEFETHRE LTS, FHICABE
Oy bOEEEA. =hEifE. OR
YN KDERH RIS E DS, &
2HICERZEEVN TS,

3) Center for information

Forensics

KEFRODT. I\F—ERF. &
AT LRA (E2 - EYETR. B3R
DARIENELFE. BEHRY AT LICE
DBDILFEDH. Wb, EHIE
FEZLEHEICHR LTS, %
BDEHEMDHFIE. I\ F—505H. &
WEE. T—INA VD, HistE.
—LIER. BS. [FERIER. *vb
J—0. (SSEhT. 8B VI
D17 TR, F E9F. DR
ESERCILER TH Do

4)NCASSR : National Center

for Advanced Secure
Systems Research

AU/ KZ®D Dept. of Com-
puter Science. /BED Pacific
Northwest National Laborato-
ry, Naval Postgraduate
School, Naval Research Labo-
ratory DRI IL—ThuEE LT,
BAN—A2VTSDT4XVFEY
TaEEF 2T/ (CEAT DERE
ZkR>S. BEWRA (Office of
Naval Research ) DHET. 1
U/ARZDA—/)\—AE1—%
Bt %5—(NCSA)DMEZE LT
AV



5)NSA Center for Information

Assurance Education

1998 F b BICHENEEBE 1
7 SBAEICEAT D EREER (Presi-
dential Decision Directive 63)
CEDVT.,. BRZE2HRER
(National Security Agency) bt
E2A CHRIBULICBRZESHE
(Information Assurance Edu-
cation) 7095 LADEFEHLRD O
EDEUVTA U/ A RRZICHETN
Tco (&L, B1LFRE HEAHKBEL
EZEFEHLTWVS,
6) TCIP : Trustworthy Cyber
Infrastructure for Power
Center

AV AKRE, I—RIVKE, F—
RYAKZE, TV NMIIKED
EEICKDEHROY—/\—1 D
SDTARXVFEUTEEF Y
T4 DiEFRZENE TR TOY
IORTHD. BLDEEFEHSH
SEHNICIKEF T 2EENFEHHE
WDTF4RXFEUTsEEF2Y
T4 ZHERT DIcHIC, 2006 F8H
[CHEEULR. NSF(National
Science Foundation) H' 5 &R
[CE->T$ 7.5 MilionD&EE%=
LTV, Ffc,Department
of Energy & Department of
Homeland Security h'. NSF(C
EE U CESZRMETHRZEZLT
AV
7) Trusted ILLIAC

Lb K 3"0On-demand/utility
computing"®dUL\[E"Adaptive
enterprise computing"MxER%Z
BT BIcHDTARXIFTILTE
FaFPIEEKRI SRS - TS5VRT
F—LZEREEET D EEBNELT.
BRNE T+ —ILhEBEDRE(C

REMRDFRKER

WG DIAT LT —FTIFv&
THA VDR =ZE{TOTVD, IBM
 Sunmicrosystems iEEE T«
NV ED T+ FHl CESAR =T
2CL\%,

AU/ AXRZITIDFAVINELTS
109313 P(Institute of information
Infrastructure Protection) [&. 2%
DIEFHRA V75T DB ZEEE ULE
9 2FMRDEFSHIVY—IY P LT
»b. XKZ. B, NPOELEDLS
MUT. 1&R1 V7S DiEs5Z27=iRd %
R LEBHET DERIES Z1T D EXKITN
—F¥I)LSRSMUEULTERELTLD,
EBBIFI— Y AXENEHE LTV,
ZDI| 3 PHEFE, TAXVFEU T+
EtFaUT DFHEESREED DL
(Metrics) [FREETH D D', BFEEIIC
EOTHHUBDREICEOTHIEATSH
5ELT. RDADDISVRF VLY
ZRELTCLD,
FrLoI1 @B EF 1T - X
DO RAZETEETD
FrLI2: ANV T R ZFHIES 55
EETEDD
Fr LT3 BISDEE (B VA7
I BRER) DXNUD
AZHETD

FrL I AR5 B, BT
DXANUT ZAIEY—IU
ZHRFEITD

EREBEITDE AU/ A KRZDITI
[FTARVIEU T« - TF 1Y T il
DERED SINAE THERO - —X LB
(CEE UIRZSENEREN 5175
KEDFIAFTHR TH D, BEHRARIC
BIFDEDEEAVISHSRBHV AT
L #IHAHV AT LE T, EEFZDERE
([OEFEUTRRZED DDHES T, K
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HARAEE = D CAMBRIICI7ZENT
W RIFFITERITIET Do

6.2 PRDC 2006 &l#kE
KB

2006128 18-20HIC. KEAU D
FIVZPKZU)I\—Y 1 & (Universi-
ty of California at Riverside) TERA
EETANVIITINIAVE2I—FTa4VT
HF=% (The 12 th IEEE Pacific
Rim International Symposium on
Dependable Computing) hikfESN
fc. |IEEE Computer Society, Tech-
nical Committee on Dependable
Computing and Fault Tolerance &
IFIP WG 10.4"Dependable Com-
puting and Fault Tolerance" M+
THd. 1991 FICHAD)I|IBHTEE1
EhEESNTH S 16 FHICHCDS
CIDRENEE 12 CIEH CTHHIERIF. =
DIEFREELVLTRAY—FUIEBD
D RO SEINDESICEDL B TESE
FIEICUIDEBZ SN &ICKD[IRK
x| ORFIICHEODS T, 3—0Ov /D
S5DSIMEBZL.

ZDEFEDFEITEERIZ Prof. Daniel

Jeske (Univ. California, Riverside,
USA). JOJ 35 LEBZRERIZ. Prof.
Gianfranco Ciardo (Univ. California,
Riverside, USA). Prof. Yuanshun
Dai(Purdue University, USA) T&%
b, BEBZEREULTTANRYFEU T
ST D i 38 T & & 1 Prof. Kisor S.
Trivedi (Duke University, USA) %=
X ChRfESNT,

SEIOTSLIF. 117 HORFERXD
FhS. BULESZRE CERIRENTZ 41
HOLF15—mYE 16D a—NR
X. BRUIHOEFEECTHER SN, 3
BiEER. &VIC KREOETEECZED
HDtEvYavOszRIFcaEZ0S
&IX70&TH o,

RFAXZE. BEMETET YT E5H.
VIRDI 7 DROBHET A, 81
ATFL BFIUTA. PRASEUTo
M. AL, *vbD—o70O3)L.,
FANRIT TN AT LD —FFTIF
vEREE VATLUANUEXYTF
VARE, BIRITED. —T3. FIIEH 5.
SODFEHFEENRE U N\BERE
SOBERVATLDTANIFTEUT AP
FHmAND O XICEHET HEEEICR DN
THEOER>ED T,

AREF2007F 12 BICA—ARNS U7 -
XUV CREfEES NS,
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Detailed Program
Dec. 18 (Mon.) Opening session 8:30 - 9:00 %

Keynote Speech Prof. Way Kuo EGN Il 138 9:00-10:-00

Title © Quality Wave in Light of The Nano Development

Abstract . Nano technologies are a driving force for strong economic growth in the world, and some =5
analysts predict that its impact will bring to us the next industrial revolution. In the 2005 National §
Academy's publication of Keck Futures Initiative, reliability is cited as the key element of the success '}%
of nano fabrication and manufacturing. In this keynote speech, we will address both the historical %
review of the nano technologies ever since the industrial revolution and recent development, par- ,%
ticularly those events which have great impacts on quality and computing. Some new challenges will
be discussed as well.
EE]
=
Coffee Break 10:00-10:30 ?ij;
Session 1: Reliability Modeling ENG Il 138 Dec. 18(Monday)10:30-12:30
PRDC-109 Two-Dimensional Software Reliability Models and Their Tadashi Dohi
Application B
PRDC- 133 A Strategy for Verification of Decomposable SCR Models Dejan Desovski };ﬂ
Bojan Cukic §
PRDC- 155 Detection and Correction Process Modeling Considering Yanping Wu %
the Time Dependency =
PRDC- 159 DETECTING AND EXPLOITING SYMMETRY IN Michael McQuinn
DISCRETE-STATE MARKOV MODELS William Sanders
zm
Doug Obal me
56
-5
Session 2 Fault Detection ENG Il 143 Dec. 18 (Monday) 10:30 - 12:30 2
PRDC-124 An Evaluation of Similarity Coefficients for Software Fault Rui Abreu g
Localization Peter Zoeteweij

Arjan J.C. van
Gemund
PRDC- 125 SEVA : a Soft-Error- and Variation-Aware Cache Architecture Luong Dinh
Hung Masahiro
Goshima
Shuichi Sakai
PRDC-216 An Operating-System-Level Framework for Providing Zbigniew
Application-Aware Reliability Kalbarcyzk
Long Wang =
Weining Gu &
Ravishankar lyer »
PRDC- 149 Minimal System Conditions to Implement Unreliable Failure ~ Antonio Fernandez
Detectors Ernesto Jiménez

X
=
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Luncheon 12:30-1:30

ENG Il 138

Session 3. Software Test
PRDC-106 A New Approach to Improving the Test Effectiveness
PRDC-120 A Framework for Inheritance Testing from VDM++

Specifications
PRDC- 156 Assessment on Undetectable Burst Errors in Tandem CRCs

PRDC- 163 Efficient Built-In Self-Test Schemes for Video Coding
Cores . a Case Study on DCT/IDCT Circuits

Session 4 i ENG Il 143
PRDC- 134 Flexible, Cost-Effective Membership Agreement in
Synchronous Systems Raul Barbosa Johan Karlsson
PRDC- 177 Towards Adaptive Secure Group Communication : Bridging the
Gap between Formal Specification and Network Simulation
PRDC- 187 Quantum oblivious transfer and Fair Digital Transactions

PRDC-207 Storing RSA Private Keys In Your Head James Diamond

Coffee Break 3:30 - 4:00

ENG Il 138

Session 5: Availability
PRDC- 108 Database Transaction Management for High-Availability
Cluster System

PRDC- 139 Restoration Strategies in Mesh Optical Networks : Cost vs.
Service Availability
PRDC- 161 Modeling High Availability Systems

ENG Il 143

Session 6: Intrusion Detection
PRDC- 121 Base Address Recognition with Data Flow Tracking for
Injection Attack Detection

Sergio Arévalo

Dec. 18(Monday) 1:30 - 3:30

Shiyi Xu

Aamer Nadeem
Michael Lyu
Meng-Lai Yin
Bruce Orenstein
Shyue-Kung Lu

Dec. 18 (Monday) 1:30 - 3:30

Raul Barbosa Johan
Karlsson

Sebastian
Gutierrez-Nolasco
Yao-Hsin Chou
Sy-Yen Kuo

[-Ming Tsai
Chien-Ming Ko

Jeff Hooper

Taisya Krivoruchko

Dec. 18 (Monday)4:00-5: 30

Ken-ichiro
Fujiyama
Nobutatsu akamura
Ryuichi Hiraike
Ashwin Sampath
Daniel Jeske
Ranijith Vasireddy
David Trindade
Rick Castro
Kishor Trivedi
swami Nathan

Dec. 18(Monday)4:00-5:30

Satoshi Katsunuma
Hiroyuki Kurita
Ryota Shioya
Kazuto Shimizu



R LR O PR B

Hidetsugu Irie
Masahiro Goshima
Shuichi Sakai

PRDC-186 STARS : Stateful Threat-Aware Removal System for Ming-Wei Wu
Self-healing Spyware Yennun Huang
Yi-Min Wang
Sy-Yen Kuo
Dec. 19(Tue.) Breakfast / Coffee 8:30-9:00
Keynote Speech  Professor Takashi Nanya EGN I 138 9:00-10:00

Title * "Challenges in Dependability of Future Networked Systems"

Abstract © As networked systems pervade every aspect of the modern information society, we
are faced with serious threats to dependability due to problems caused by accidental events such as
human mistakes and physical malfunctions or by intentional behavior being either malicious or non-
malicious. In this talk, we discuss major challenges and give views of future directions in

research on the dependability of evolving networked systems toward an advanced information soci-

ety.
Session 7 : Reliability Prediction & Optimization ENGII 138  Dec. 19(Tue.) 10:00-12:00

PRDC-130 A Best Practice Guide to Resource Forecasting for the Miroslaw Malek
Apache Webserver Guenther Hoffmann Kishor Trivedi

PRDC- 141 Software Reliability Prediction and Assessment Using both Chin-Yu Huang
Finite and Infinite Server Queuing Approaches Wei-Chih Huang

PRDC- 146 On Statistically Estimated Optimistic Delivery in Wide-Area Jose Mocito
Total Order Protocols Ana Respicio

Luis Rodrigues

PRDC- 158 Early Software Reliability Prediction with Extended ANN Qingpei Hu Min

Model Xie Szu Hui Ng

Session 8 : Dependability Applications ENG Il 143 Dec. 19(Tue.)10:00-12:00

PRDC- 148 A Dependable Outbound Bandwidth Based Approach for Sheng-De Wang
Peer to Peer Media Streaming Zheng-Yi Huang
PRDC- 151 A Pragmatic Protocol for Database Replication in Jon Grov
Interconnected Clusters Fernando Pedone
Luis Soares
Alfranio Correia
Junior
José Orlando
Pereira Rui
Carlos Oliveira
PRDC- 157 An efficient commit protocol exploiting primary-backup Xiangyong Ouyang
placement in a distributed storage system Tomohiro Yoshihara

Haruo Yokota
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PRDC- 164 Reliable Video Transmission Techniques for Wireless
MPEG-4 Streaming Systems

Luncheon 12:00-1:00

ENG Il 138

Session 9: Survivability
PRDC-122 On the fly estimation of the processes that are alive/crashed
in an asynchronous message-passing system

PRDC-129 Synchronous Set Agreement : a Concise Guided Tour
(including a new algorithm and a list of open problems)

PRDC-171 Dependable Multithreaded Processing Using Runtime
Validation

PRDC- 173 Improving Fast Paxos : being optimistic with no overhead

PRDC-191 Fault-Tolerant Partitioning Scheduling Algorithms in Real-
Time Multiprocessor Systems

PRDC- 126 Resource Availability Optimization for Priority Classes in a
Website

Coffee Break 2:30 - 3:00

Short Paper Track 1 ENG Il 138
PRDC-110 Evaluating the Impact of Fault Recovery on Superscalar
Processor Performance
PRDC- 115 A Scenario of Tolerating Interaction Faults Between
Otherwise Correct Systems
PRDC- 119 Detection and Recovery for Disconnection Failures in a
Web-based Medical Teleconsultation System

PRDC- 123 Leader Election in the Timed Finite Average Response Time
Model

PRDC-127 A Replication Model for Trading Data Integrity against
Availability

PRDC- 128 Improving Data Transmission with Helping Nodes for

Geographical Ad Hoc Routing
PRDC- 153 Towards Timely ACID Transactions in DBMS

PRDC- 154 Monitoring Database Application Behavior for Intrusion

Sheng-Tzong Cheng

Dec. 19(Tue.)1:00-2:30

Michel Raynal
Achour Mostefaoui
Gilles Tredan
Michel Raynal
Corentin Travers
Kaiyu Chen
Sharad Malik

Andre Schiper
Bernadette
Charron-Bost
Hakem Beitollahi
Geert Deconinck
Vasilis Koutras
Agapios Platis

Dec. 19(tue.)3:00-5:00

Toshinori Sato
Akihiro Chiyonobu
Bogdan Nassu
Takashi Nanya
Chih-Hsun Chou
Kuo-Feng Ssu
Wei-Te Shih
Pau-Choo Chung
Martin Suessikraut
Christof Fetzer
Johannes Osrael
Lorenz Froihofer
Karl M. Goeschka
Shin-Hung Chung
Kuo-Feng Ssu
Marco Vieira Anténio
Costa Henrique
Madeira

José Fonseca
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Henrique Madeira
Marco Vieira

Short Paper Track 2

ENG Il 143

Dec. 19(Tue.)3:00-5:00

PRDC- 160 Implementation Results of a Configurable Membership Carl Bergenhem
Service for Active Safety Systems Johan Karlsson
PRDC-175 Ontology based IT-security planning Stefan Fenz
Edgar Weippl
PRDC-180 The Hierarchy of BGP Convergence on the Self-Organized Jinjing Zhao
Internet Peidong Zhu
Xicheng Lu
Feng Zhao
PRDC-190 Dynamic Policy Decision for Reconfigurable Coded-WDM chuan-ching sue
PONs
PRDC-192 Fault-Tolerant Rate-Monotonic Scheduling Algorithm in Hakem Beitollahi
Uniprocessor Geert Deconinck
PRDC- 198 The Survivability of the Augmented Logical Ring Topology in  Yung-chiao Chen
WDM Networks chuan-ching sue
Sy-Yen Kuo
PRDC-203 A Hybrid Multipath Routing in Mobile ad hoc Networks chuan-ching sue
PRDC-211 A Generic Trust Overlay Simulator for P 2 P Networks wang wei
Dec. 20 (Wed.) Breakfast / Coffee 8:30-9:00
Keynote Speech  Professor Michael R. Lyu EGN Il 138 9:00-10:00

TITLE - Code Coverage : The Missing Link Between Software Testing and Software Reliability?

ABSTRACT - While hardware testing and reliability techniques are closely related, software testing
and reliability approaches were developed independently, sometimes with conflicting principles.
Software testers spend their most testing efforts in exceptional test cases, while software reliability
engineers require software to be tested under a normal operational profile. Software testers are inter-
ested in knowing how software testing covers the development requirements. Software reliability engi-
neers are interested in how software reliability is perceived from customer views. Software
testers do not trust numbers. Software reliability engineers insist software quality cannot be an objec-
tive attribute without creditable reliability measures.

The main issues in software testing are the design and evaluation of effective test cases, and relat-
ing software testing with the resulting reliability. Code coverage was proposed as an estimator for test-
ing effectiveness, But it remains a controversial metric in linking testing with reliability. In this talk, we
focus our research questions regarding the measure of code coverage on testing effectiveness under
various testing strategies, and evaluate the influence of code coverage to software reliability
measurement. We conduct experiments to investigate the relationship between code coverage and
fault detection capability under different testing profiles. From our experimental data, code coverage
is merely a moderate indicator for fault detection regarding the overall testing strategies examined
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on the whole test set. However, it is clearly a good fault detection estimator with exceptional test cases.

Moreover, we analyze the effects of different coverage metrics and how coverage can be used to in

reliability measurement, and establish a new reliability model incorporating both testing time and code

coverage. New research directions in software testing and reliability will also be given.

Session 11: Maintenance and Recovery ENG Il 138 Dec. 20(Wed.)10:00-11:30

PRDC- 143 Design Tradeoff and Deadlock Prevention in Transient
Fault-Tolerant SMT Processors

PRDC- 144 Incorporating Network Connectivity Analysis in Maintenance
Planning

PRDC-212 Low-Overhead Run-Time Memory Leak Detection and
Recovery

PRDC-193 End-to-end consensus using end-to-end channels
PRDC-213 Performance and Reliability Analysis of Web Server Software
Architectures

PRDC- 140 A Single-Chip Fail-Safe Microprocessor with Memory Data
Comparison Feature

Xiaobin Li
Jean-Luc Gaudiot
Meng-Lai Yin Rafael
Arellano

Timothy Tsai

Kalyan Vaidyanathan
Kenny Gross

Matthias Wiesmann
Swapna Gokhale Paul
Vandal

Jijun Lu

Kotaro Shimamura
Takeshi Takehara
Yosuke Shima Kunihiko
Tsunedomi
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I
SEDFEDERES SNIELHFEE DYAFLICRSN, FleABT+
LUTFD@ED TH . —IUNTH T BEED+H T _
NYRFLDETY YT, T4 — HE. EBIS 171 TORED %
WA VI THYa VLD YZ2 BolzEFBBENTULEL, XY Z
L—yavigeE, FARUFEUT4 FI—F VI SBOFETH D, g
ST EREITZE LK A TL BRI AT LADFARIFTEU T4 =
BH, Y RF LAOFHEICED DL RIFTEEL, BRY AT LEER
TUEL. BEEY RFLOEMS UlcEEA V75 (8- TRILF—
ERMEDAEFE(CHBD. DR 8, EIEEH. Wi, SR,
FSRE SRR DD, ZD RREE) DFARUFE U T - %
BRICIE TL—2 RIL—HDRETH T 21U TR D HEDRR(RE &
%o e BIOBERELT, FaRY [CRDEHENEDREN S, LEHE
S UF 1 DEFMBED 5058 FEEDIEEF MO TOY T~
NEVRRT, XA—h—HI1—HH HYEC () & NSF CKE) DT 7 .
STER N OERE KDEY 2T LD FA4 VI TEBEINTND. FmiE M
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