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1
SECRET COMMUNICATION METHOD AND
SECRET COMMUNICATION DEVICE
THEREOF

TECHNICAL FIELD

The present invention relates to a secret communication
method and a secret communication device thereof. More
particularly, the present invention relates to an efficient infor-
mation communication between two parties at remote loca-
tions who share correlated random numbers used for prevent-
ing leakage of the information to a third party under the
situation that such information may be leaked to the third

party.
FIRST BACKGROUND ART

Because of the explosive growth of the Internet and the
practical application of electronic transaction, the social
needs for encryption technology in view of confidentiality,
prevention of alteration, and personal authentication in the
communication are increasing. Currently, the common key
system such as DES code and the public key system such as
RSA code have been widely used. These systems are, how-
ever, designed on the basis of the “computational security”. In
other words, the existing encryption system is kept under
threat of advancement in the computer hardware and the
decryption algorithm. Practical realization of the encryption
system that guarantees safety in principle may give a signifi-
cant impact on the fields which require especially high secu-
rity, for example, bank transaction and communication with
respect to military and diplomatic information.

One-time-pad method is the encryption system which has
been proved as exhibiting unconditional security according to
the information theory. In the one-time-pad method, a dispos-
able secret common key with the same length a message is
used. However, the one-time-pad method is established under
the strict condition where two parties at remote locations
share the perfectly matched secret common key which allows
no information leakage to the third party on the assumption
that no error occurs. Generally, this may cause difficulties in
the application. Meanwhile, the condition where two parties
at remote locations share the correlated initial random num-
bers and such information may be leaked to the third party can
be realized relatively easily. In fact, the sender and receiver
share such random numbers using the quantum cryptography
subsequent to the quantum communication, base collation
and error probability estimation. Under this condition, the
secret communication between two parties is highly
demanded. Conventionally, the key distillation including the
quantum cryptography described later is performed first, and
then the secret communication with the one-time-pad method
is performed by using the resultant key.

According to the above, the key distillation is a process
performed to generate the perfectly matched secret common
key for two parties, which allows substantially no information
leakage to the third party, by performing communication
properly between those two parties. The error-correcting
code, such as Reed-Solomon code and LDPC code, has been
well known to be used for coping with the communication
which causes error with a certain probability. The use of the
error-correcting code for the key distillation has been known
(see Non-Patent Document 3).

The method for obtaining the error ratio of the initial ran-
dom number generated through the quantum communication
and the upper limit of an amount of information eavesdropped
by the eavesdropper has been researched in various studies
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2

with respect to the quantum cryptography. Accordingly, the
initial random number generation unit, the device for estimat-
ing the error ratio with respect to the initial random number,
and the device for estimating the upper limit of the eaves-
dropped information amount are considered as background of
the present invention.

The generally employed secret communication device is
operated using the one-time-pad method which allows the
key distillation device to generate the secret common key for
the purpose of transmitting the information from the sender to
the receiver based on the initial random numbers of the sender
and the receiver without leakage of the information to the
third party (see Non-Patent Document 2).

The configuration of the secret communication device
explained with respect to the secret communication method
(see Non-Patent Document 2) will be described hereinafter.

FIG.1is ablock diagram of a secret communication device
as related art (Non-Patent Document 2) and FIG. 2 is a flow-
chart showing the secret communication method.

Referring to FIGS. 1 and 2, the secret communication
device is formed of a key distillation section A and a one-
time-pad secret communication section B. The key distilla-
tion section A includes initial random number generation
units 1, 15, initial random number storage units 2, 16, trans-
mission units 9, 28, public communication paths 10, 29,
reception units 11, 30, common key generation units 24, 26,
confidentiality increase matrix generation units 8, 18, a parity
check matrix generation unit 25, an error correction code
decoding function generation unit 21, an error ratio estima-
tion unit 4, and an eavesdrop information amount estimation
unit 19. The one-time-pad secret communication section B
includes the transmission unit 28, the public communication
path 29, the reception unit 30, an input unit 6, an output unit
20, an encryption unit 27, and a decryption unit 31. The error
ratio estimation unit 4 and the eavesdropped information
amount estimation unit 19 are provided for the sender side as
an example, however, they may be provided for the receiver
side.

The error ratio estimation unit 4 estimates the ratio of error
which occurs in the initial random numbers shared by the
sender S and the receiver R to determine an encoding ratio.
The parity check matrix generation unit 25 preliminarily
stores the encoding function corresponding to the error ratio
value. The error correction code decoding function genera-
tion unit 21 preliminarily stores the decoding function corre-
sponding to the error ratio. The eavesdropped information
amount estimation unit 19 estimates the upper limit value of
the amount of the information which may be eavesdropped by
the eavesdropper. The confidentiality increase matrix genera-
tion units 8, 18 preliminarily store the confidentiality increase
matrix uniquely determined by the eavesdropped information
amount and the encoding ratio. The common key generation
unit 24 ofthe sender S generates the common key based onthe
initial random number, the confidentiality increase matrix
and the encoding function. The common key generation unit
26 of the receiver R generates the common key based on the
initial random number, the confidentiality increase matrix,
the decoding function, and the bit sequence sent from the
sender S. According to Non-Patent Document 2, the initial
random number generation units 1, 15, the error ratio estima-
tion unit 4 and the eavesdropped information amount estima-
tion unit 19 are configured by using the quantum communi-
cation.

Next, the operation of the secret communication device
explained in Non-Patent Document 2 will be described.

The correlated initial random numbers are generated by the
initial random number generation units 1, 15 of the sender S
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and the receiver R, respectively (step S1) and stored in the
respective initial random number storage units 2, 16 (step S2,
S3). At the same time, the ratio of error which occurs in those
random numbers (error ratio) is estimated by the error ratio
estimation unit 4 (step S4). The parity check matrix genera-
tion unit 25 generates the encoded parity check matrix corre-
sponding to the error ratio value estimated by the error ratio
estimation unit 4 (step S5). The error correction code decod-
ing function generation unit 21 generates the decoding func-
tion corresponding to the encoding using the error ratio esti-
mation unit 4 (step S6). The eavesdrop information amount
estimation unit 19 estimates the upper limit value of the
amount of information with respect to the random number
which may be eavesdropped by the eavesdropper (step S7). It
is then determined whether or not the eavesdropped informa-
tion amount is larger than the threshold value determined by
the estimated error ratio (step S8). If the amount is larger than
the threshold value, the process returns to start generating the
initial random numbers again. Meanwhile, if the amount is
smaller than the threshold value, the confidentiality increase
matrix generation units 8, 18 of the sender S and the receiver
R generate the confidentiality increase matrices, respectively
(step S9, S10). The sender S operates the common key gen-
eration unit 24 to generate the common key determined by the
initial random number, the confidentiality increase matrix,
and the encoded function (step S11). The sender S operates
the common key generation unit 24 to generate the informa-
tion with respect to the syndrome required for the receiver R
to generate the common key. The information is then trans-
mitted through the public communication path 10 (step S12).
The receiver R uses the bit sequence sent from the sender S to
allow the common key generation unit 26 to generate the
common key by the initial random number, the confidentiality
increase matrix, and the decoding function (step S13). This is
the operation of the key distillation section A.

The operation of the one-time-pad secret communication
section B will be described.

The sender S performs XOR operation of the input infor-
mation (step S14) and the common key to generate the cipher-
text (step S15) using the encryption unit 27. The ciphertext is
sent to the receiver R through the public communication path
29 (step S16). Then the receiver R performs XOR operation
of' the received ciphertext and the common key to decrypt the
ciphertext using the decryption section 31 (step S17).

In Non-Patent Document 2, the common key generation
unit 24 of the sender S is formed of the syndrome generation
unit and the common key generation unit. Those components
are collectively called as the common key generation unit 24
s0 as to be compared with the present invention.

In Non-Patent Document 2, the common key generation
unit 26 of the receiver R is formed of the syndrome decoding
unit and the common key generation unit. Those components
are collectively called as the common key generation unit 26
s0 as to be compared with the present invention.

In case of the quantum cryptography, key distillation of the
correlated random number is performed after the quantum
communication, the base collation and the error ratio estima-
tion to generate the secret common key (see Patent Document
2). Thereafter, the secret communication is normally
executed using the generated secret common key.

The system for delivering interference quantum encryption
key (Patent Document 1) and the method for delivering quan-
tum key and communication device (Patent Document 2)
have been disclosed.

SECOND BACKGROUND ART

Besides the aforementioned first background art, the sec-
ond background art will be described.
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The method for enhancing confidentiality using Toeplitz
matrix is well known (see Non-Patent Document 2).

The secret communication device of the aforementioned
type allows the sender to send the information to the receiver
based on the initial random numbers owned by the sender and
the receiver, respectively without leakage of the information
to the third party. Conventionally, the secret common key is
generated by the key distillation device first, and then the
one-time-pad method is conducted using the secret common
key for executing the secret communication (see Non-Patent
Document 5).

The configuration of the secret communication device
explained in the secret communication method (method
according to Non-Patent Document 5) will be described here-
inafter.

FIG. 3 is a block diagram of the secret communication
device of arelated art (Non-Patent Document 5) and FIG. 4 is
an operation flowchart of the process executed in the secret
communication device.

Referring to FIGS. 3 and 4, the secret communication
device is formed of a key distillation section A and a one-
time-pad secret communication section B. The key distilla-
tion section A includes initial random number generation
units 51, 65, initial random number storage units 52, 66,
transmission units 59, 62, 78, public communication paths
60, 63,79, reception units 61, 68, 80, common key generation
units 74, 76, a confidentiality increase matrix generation unit
58, an encoding function generation unit 94, an error correc-
tion code decoding function generation unit 71, an error ratio
estimation unit 54, an eavesdropped information amount esti-
mation unit 69, converters 90, 91, an encoding unit 92, and an
error correction decoding unit 93. The one-time-pad secret
communication section B includes a transmission unit 78, a
public communication path 79, a reception unit 80, an input
unit56, an output unit 70, an encryption unit 77, and a decryp-
tion unit 81. The error ratio estimation unit 54 and the eaves-
dropped information amount estimation unit 69 are provided
for the sender side, however, they may be provided for the
receiver side.

The error ratio estimation unit 54 estimates the ratio of the
error which occurs in the initial random numbers of the sender
S and the receiver R to determine the encoding ratio. The
encoding function generation unit 94 preliminarily stores the
coded function corresponding to the error ratio. The eaves-
drop information amount estimation unit 69 estimates the
upper limit value of the amount of information with respect to
the initial random number of the sender S which can be
eavesdropped by the eavesdropper. The confidentiality
increase matrix generation unit 58 preliminarily stores the
confidentiality increase matrix uniquely determined by the
eavesdropped information amount and the encoding ratio.
The common key generation unit 74 of the sender S generates
the common key based on the initial random number, the
confidentiality increase matrix, and the encoding function.
The common key generation unit 76 of the receiver R gener-
ates the common key based on the initial random number, the
confidentiality increase matrix, the decoding function, and
the bit sequence sent from the sender S. According to Non-
Patent Document 5, the initial random number generation
units 51, 65, the error ratio estimation unit 54, and the eaves-
dropped information amount estimation unit 69 are config-
ured using the quantum communication.

The operation of the secret communication device accord-
ing to Non-Patent Document 5 will be described hereinafter.

The initial random number generation units 51, 65 of the
sender S and the receiver R generate the correlated initial
random numbers, respectively (step S21), and the resultant
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numbers are stored in the initial random number storage units
52, 66, respectively (step S22, 23). At the same time, the error
ratio estimation unit 54 estimates the ratio of error which
occurs in the random numbers (error ratio) (step S24). The
encoding function generation unit 94 generates the encoding
function corresponding to the error ratio estimated (step S24)
by the error ratio estimation unit 54 (step S25). The error
correction code decoding function generation unit 71 gener-
ates the decoding function corresponding to the encoding
using the error ratio estimation unit 54 (step S26). The eaves-
dropped information amount estimation unit 69 estimates the
upper limit value of the amount of information with respect to
the random number which may be eavesdropped by the eaves-
dropper. Then it is determined whether or not the estimated
eavesdropped information amount is larger than the threshold
value determined by the estimated error ratio. I[f the amount is
larger than the threshold value, the process returns to start
generating the initial random numbers again. Meanwhile, if
the amount is smaller than the threshold value, the sender S
operates the confidentiality increase matrix generation unit
58 to generate the confidentiality increase matrix (step S32)
s0 as to be transmitted through the transmission unit 62, the
public communication path 63, and the reception unit 68 (step
S34).

The sender S operates the random number generation unit
55 to generate the random number (step S27), and further
operates the encoding unit 92 for encoding (step S28). The
encoded bit sequence is converted by the converter 90 using
the initial random number (step S29), and the converted bit
sequence is transmitted to the receiver R through the trans-
mission unit 59, the public communication path 60, and the
reception unit 61 (step S30). The receiver R operates the
converter 91 to convert the received bit sequence using the
initial random number and decodes the converted bit
sequence using the error correction decoding unit 93 (step
S31). The common key generation unit 76 is operated to
generate the common key using the confidentiality increase
matrix (step S35).

This is the operation of the key distillation section A.

The operation of the one-time-pad secret communication
section B will be described.

The sender S operates the encryption unit 77 to perform
XOR operation of the input information (step S36) and the
common key, which is formed into the ciphertext (step S37).
The ciphertext is sent to the receiver R through the public
communication path 79 (step S38). Then the receiver R per-
forms XOR operation of the ciphertext received in the
decryption unit 81 and the common key for decrypting the
ciphertext (step S39).

In case of the quantum cryptography, key distillation of the
obtained correlated random number is performed after the
quantum communication, the base collation and the error
ratio estimation to form the secret common key (for example,
see Patent Documents 2 and 5). The secret communication is
generally executed thereafter using the secret common key.
The inventor of the present invention has proposed the
method for quantitatively evaluating the safety of the key
distillation based on the protocol for determining the confi-
dentiality increase matrix after generating the initial random
number generated through the quantum communication (see
Non-Patent Document 5).

The system for delivering interference quantum cryptog-
raphy key (Patent Document 1) and the quantum key delivery
method and communication device (Patent Document 2) are
also disclosed.
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Patent Document 1: U.S. Pat. No. 5,307,410

Patent Document 2: Japanese Patent Application Publica-
tion No. 2004-274459

Non-Patent Document 1: C. H. Bennett and B. Brassard,
“Quantum Cryptography: Public Key Distribution and Coin
Tossing,” in Proc. IEEE International Symposium on Com-
puter, systems, and signal processing, pp. 175-179

Non-Patent Document 2: H. Krawczyk, “Advances in
Cryptology—CRYPTO 94 (Springer-Verlag), LNCS839,
pp- 129-139, (1994), “LFSR-based Hashing and Authentica-
tion”

Non-Patent Document 3: Y. Watanabe, W. Matsumoto and
H. Imai, “Information reconciliation in quantum key distri-
bution using low-density parity-check codes,” in Proc. of
International Symposium on Information Theory and its
Applications, ISITA 2004, Parma, Italy, pp. 1265-1269 (Oc-
tober, 2004)

Non-Patent Document 4: Peter W. Shor and John Preskill,
“Simple Proof of Security of the BE84 Quantum Key Distri-
bution Protocol,” in Physical Review Letters volume 85, pp.
441-444, (2000)

Non-Patent Document 5: M. Hayashi, “Practical Evalua-
tion of Security for Quantum Key Distribution,” http://lan-
lLarxiv.org/abs/quant-ph/0602113

DISCLOSURE OF INVENTION

In the related art described in the first background art, the
first problem is that the secret communication through two
stages including the key distillation section for generating the
common key and the one-time-pad secret communication
section requires the use of the public communication twice
because the public communication path is used for both the
key distillation section and the one-time-pad secret commu-
nication section.

The second problem of the related art is that the workload
of the entire secret communication is heavy as the work is
required for both the key distillation section and the one-time-
pad secret communication section.

The third problem of the related art is that the public com-
munication is required to be executed three times in total, i.e.,
twice for the key distillation section for generating the com-
mon key and once for the one-time-pad secret communication
section. This is because the public communication path is
used for both the key distillation section and the one-time-pad
secret: communication section. It is well known that gener-
ating the confidentiality matrix using Toeplitz matrix after
generating the initial random number is superior to ensuring
enhanced security. Accordingly, the secret communication
using the public communication path as little as possible is
required under the condition where the confidentiality matrix
is formed after generating the initial random number to be
transmitted through the public communication path for the
purpose of ensuring the enhanced security.

The first object of the present invention is to provide a
secret communication method and a secret communication
device for executing the secret communication using the pub-
lic communication path less frequently by avoiding duplica-
tive use of the public communication.

The second object of the present invention is to reduce the
workload over the entire secret communication by improving
the conventionally employed work required for the key dis-
tillation section and the one-time-pad secret communication
section.

Furthermore, a third object of the present invention is to
provide the secret communication method and the secret
communication device for executing the secret communica-
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tion using the public communication path less frequently by
avoiding the duplicative public communication under the
condition where the transmission is performed with the pub-
lic communication path by generating the confidentiality
matrix after generating the initial random number.

To achieve the above described objects, the present inven-
tion provides:
[1] A secret communication method for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party under the situation
that the information may be leaked to the third party includes:
(a) step of estimating each error ratio of the initial random
numbers X and Y;
(b) step of estimating an upper limit of an eavesdropped
information amount;
(c) step of determining an error correction code based on an
estimated value of the error ratio, an encryption function
corresponding to the error correction code, an error correction
decoding function g, and a decryption auxiliary variable;
(d) step of uniquely determining a confidentiality increase
matrix C based on the estimated upper limit value of the
eavesdropped information amount and an encoding ratio of
the error correction code;
(e) step of uniquely generating a ciphertext Z from transmis-
sion information M to be sent to the receiver using the encryp-
tion function, the initial random number X, and the confiden-
tiality increase matrix C;
(D) step of transmitting the ciphertext Z; and
(g) step of decrypting the ciphertext Z to a transmission text
M using the initial random number Y, the confidentiality
increase matrix C, the decryption auxiliary variable, and the
error correction decoding function g.
[2] A secret communication method for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party under the situation
that the information may be leaked to the third party includes:
(a) step of estimating each error ratio of the initial random
numbers X and Y;
(b) step of estimating an upper limit of an eavesdrop infor-
mation amount;
(c) step of determining an error correction code based on an
estimated value of the error ratio, an encryption function F
corresponding to the error correction code, and an error cor-
rection decoding function g;
(d) step of uniquely determining a confidentiality increase
matrix C based on the estimated upper limit value of the
eavesdropped information amount and an encoding ratio of
the error correction code;
(e) step of uniquely generating a ciphertext Z from transmis-
sion information M to be sent to the receiver using the encryp-
tion function, the initial random number X, the confidentiality
increase matrix C and a random number D;
(D) step of transmitting the ciphertext Z; and
(g) step of decrypting the ciphertext Z to a transmission text
M using the initial random number Y, the confidentiality
increase matrix C, and the error correction decoding function

[3] In the secret communication method according to [1], a
quantum cryptography protocol is used for generating the
initial random numbers of the sender and the receiver, esti-
mating the error ratio of the initial random numbers X and Y,
and estimating the upper limit of the eavesdropped informa-
tion amount.
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[4] In the secret communication method according to [2], a
quantum cryptography protocol is used for generating the
initial random numbers of the sender and the receiver, esti-
mating the error ratio of the initial random numbers X and Y,
and estimating the upper limit of the eavesdropped informa-
tion amount.

[5] In the secret communication method according to claim 1
or 3, the transmission information M is encrypted to establish
7Z=BM+(I,A+BC)TX, where I denotes a unit matrix, and A,
B, and T denote the encryption functions which satisfy a
following relationship:

_—

I 0

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function g.
[6] In the secret communication method according to [2] or
[4], the transmission information M is encrypted to establish
a following relationship:

D
Z:F( ]+X
M-CD

where F denotes the encryption function.
[7] In the secret communication method according to [5], the
ciphertext Z is decrypted to establish:

VA
el (4]

where T™' as an inverse matrix of T denotes a decryption
auxiliary variable.

[8] In the secret communication method according to [2], [4]
or [6], the ciphertext is decrypted to Mz=(C,D)g(Z-Y).

[9] In the secret communication method according to any one
of [1] to [8], elements of Z/dZ are used for all random num-
bers and matrices without using bits, where XOR denotes a
sum on the Z/dZ, and d denotes a natural number.

[10] A first device according to the present invention includes
means for sharing n-bit initial random numbers X, Y (initial
random number generation units 101, 115 shown in FIG. 5);
units for storing the initial random numbers (initial random
number storage units 102, 116 shown in FIG. 5); means for
estimating an error ratio of the initial random numbers X and
Y to determine an encoding ratio m/n (error ratio estimation
unit 104 shown in FIG. 5); unit for estimating an upper limit
value k of an amount of information with respect to the initial
random number X possibly eavesdropped by an eavesdropper
(eavesdropped information amount estimation unit 119
shown in FI1G. 5); means for inputting m-k-bit information M
(input unit 106 shown in FIG. 5); means for determining a
function required for encryption encoding (encryption func-
tion determination unit 107 shown in FIG. 5); means for
encryption (encryption unit 103 shown in FIG. 5); means for
determining an error correction decoding function g used for
secret communication (error correction decoding function
determination unit 121 shown in FIG. 5); means for deter-
mining a decryption auxiliary variable for decryption (de-
cryption auxiliary variable determination unit 114); means
for decoding an error correction (error correction decoding
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unit 122 shown in FIG. 5); means for decryption (decryption
unit 117 shown in FIG. 5); means for transmitting a ciphertext
Z (transmission unit 109, public communication path 110,
reception unit 111 shown in FIG. 5); means for determining a
matrix used for enhancing confidentiality of communication
(confidentiality increase matrix generation unit 108, 123
shown in FIG. 5); and an output unit 120 for outputting
decrypted information M.

By adopting such configuration to convert the information
with the initial random number and the encoding unit so as to
be transmitted, the secret communication using the public
communication path less frequently compared with the
related art can be realized.

[11] A second device according to the present invention
includes means for generating a k-bit random number D
(random number generation unit 105 shown in FIG. 7) in
addition to the above means ofthe first device according to the
present invention. Further, the means for determining the
decryption auxiliary variable for decryption (decryption aux-
iliary determination unit 114 shown in FIG. 5) of the first
device according to the present invention can be cut off.

By adopting such configuration, the workload required for
the encryption unit 103 and the decryption unit 117 can be
reduced compared with the first device according to the
present invention. Further, the secret communication can be
performed using the public communication path less fre-
quently than the related art.

[12] A secret communication method for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party under the situation
that the information may be leaked to the third party includes:

(a) step of estimating each error ratio of the initial random
numbers X and Y;

(b) step of estimating an upper limit of an eavesdropped
information amount;

(c) step of determining an error correction code based on an
estimated value of the error ratio, an encryption function
corresponding to the error correction code, an error correction
decoding function g, and a decryption auxiliary variable;

(d) step of determining a confidentiality increase matrix C
stochastically based on the estimated upper limit value of the
eavesdrop information amount and an encoding ratio of the
error correction code;

(e) step of uniquely generating a ciphertext from information
M to be sent to the receiver using the encryption function, the
initial random number X, and the confidentiality increase
matrix C;

(P step of transmitting the ciphertext Z; and

(g) step of decrypting the ciphertext Z to a transmission text
M using the initial random number Y, the confidentiality
increase matrix C, the decryption auxiliary variable, and the
error correction decoding function g.

[13] A secret communication method for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party under the situation
that the information may be leaked to the third party includes:

(a) step of estimating each error ratio of the initial random
numbers X and Y;
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(b) step of estimating an upper limit of an eavesdropped
information amount;

(c) step of determining an error correction code based on an
estimated value of the error ratio, an encryption function F
corresponding to the error correction code, and an error cor-
rection decoding function g;

(d) step of determining a confidentiality increase matrix C
stochastically based on the estimated upper limit value of the
eavesdropped information amount and an encoding ratio of
the error correction code;

(e) step of uniquely generating a ciphertext Z from informa-
tion M to be sent to the receiver using the encryption function,
the initial random number X, the confidentiality increase
matrix C and a random number D;

() step of transmitting the ciphertext Z; and

(g) step of decrypting the ciphertext Z to a transmission text
M using the initial random number Y, the confidentiality
increase matrix C, and the error correction decoding function.
[14] In the secret communication method according to [12], a
quantum cryptography protocol is used for generating the
initial random numbers of the sender and the receiver, esti-
mating the error ratio of the initial random numbers X and Y,
and estimating the upper limit of the eavesdropped informa-
tion amount.

[15] In the secret communication method according to [13], a
quantum cryptography protocol is used for generating the
initial random numbers of the sender and the receiver, esti-
mating the error ratio of the initial random numbers X and Y,
and estimating the upper limit of the eavesdrop information
amount.

[16] In the secret communication method according to [12] or
[14], the transmission information M is encrypted to establish
7Z=BM+(I,A+BC)TX, where I denotes a unit matrix, and A,
B, and T denote the encryption functions which satisfy a
following relationship:

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function g.
[17] In the secret communication method according to [13] or
[15], the transmission information M is encrypted to establish
a following relationship:

D
Z:F( ]+X
M-CD

where F denotes the encryption function.
[18] In the secret communication method according to [16],
the ciphertext Z is decrypted to establish:

z
Mg =(C, 1)g(T*1( 0 ]— Y]

where T~! as an inverse matrix of T denotes a decryption
auxiliary variable.

[19] In the secret communication method according to [13],
[15], or [17], the ciphertext is decrypted to M z=(C, Dg(Z-Y).
[20] In the secret communication method according to [13], a
Toeplitz matrix is used for generating the confidentiality
increase matrix C.
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[21] In the secret communication method according to any
one of [12] to [20], elements of Z/dZ are used for all random
numbers and matrices without using bits, where XOR denotes
a sum on the Z/dZ, and d denotes a natural number.

[22] A secret communication device for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party under the situation
that the information may be leaked to the third party includes:
initial random number generation units (201, 215) for sharing
n-bit initial random numbers X andY; initial random number
storage units (202, 216) for storing the initial random num-
bers X and Y; an error ratio estimation unit (204) for estimat-
ing an error ratio of the initial random numbers X and Y to
determine an encoding ratio m/n; an eavesdrop information
amount estimation unit (219) for estimating an upper limit
value k of an amount of information with respect to the initial
random number X possibly eavesdropped by an eavesdrop-
per; an input unit (206) for inputting m-k-bit information M;
an encryption function determination unit (207) for or deter-
mining a function required for encryption encoding; an
encryption unit (203) for encryption; an error correction
decoding function determination unit (221) for determining
an error correction decoding function g used for secret: com-
munication; a decryption auxiliary variable determination
unit (214) for determining a decryption auxiliary variable
used for decryption; an error correction decoding unit (222)
for decoding an error correction; a decryption unit (217) for
decryption; a transmission unit (209), a public communica-
tion path (210) and a reception unit (211) for transmitting a
ciphertext Z; a confidentiality increase matrix generation unit
(208) for determining a matrix used for enhancing confiden-
tiality of the communication; a transmission unit (212), a
public communication path (213) and a reception unit (218)
for transmitting the confidentiality increase matrix C; and an
output unit (220) for outputting decrypted information My
from the decryption unit (217).

[23] A secret communication device for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party who has a chance
of eavesdropping the information includes: initial random
number generation units (201, 215) for sharing n-bit initial
random numbers X and Y; initial random number storage
units (202, 216) for storing the initial random numbers X and
Y; an error ratio estimation unit (204) for estimating an error
ratio of the initial random numbers X and Y to determine an
encoding ratio m/n; an eavesdropped information amount
estimation unit (219) for estimating an upper limit value k of
an amount of information with respect to the initial random
number X possibly eavesdropped by an eavesdropper; an
input unit (206) for inputting m-k-bit information M; a ran-
dom number generation unit (205) for generating a random
number; an encryption function determination unit (207) for
determining a function required for encryption encoding; an
encryption unit (203) for encryption; an error correction
decoding function determination unit (221) for determining
an error correction decoding function used for secret commu-
nication; an error correction decoding unit (222) for decoding
an error correction; a decryption unit (217) for decryption; a
transmission unit (209), a public communication path (210)
and a reception unit (211) for transmitting a ciphertext Z; a
confidentiality increase matrix generation unit (208) for
determining a matrix used for enhancing confidentiality of
the communication; a transmission unit (212), a public com-
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munication path (213) and a reception unit (218) for trans-
mitting the confidentiality increase matrix C; and an output
unit (220) for outputting decrypted information My from the
decryption unit (217).

[A] The third device of the present invention ([22]) includes
means for sharing n-bit initial random numbers X, Y (initial
random number generation units 201, 215 as shown in FIG.
9), units for storing the initial random numbers X, Y (initial
random number storage units 202, 216 shown in FIG. 9),
means for determining an encoding ratio m/n by estimating
the ratio of error in the initial random numbers X andY (error
ratio estimation unit 204 shown in FIG. 9), a unit for estimat-
ing the upper limit value k of amount of the information with
respect to the initial random number X that may be eaves-
dropped by the eavesdropper (eavesdrop information amount
estimation unit 219 shown in FIG. 9), means for inputting
m-k-bit information M (input unit 206 shown in FIG. 9),
means for determining the function required for encryption
encoding (encoding function determination unit 207 shown
in FIG. 9), means for encryption (encryption unit 203 shown
in FIG. 9), means for determining the decoding function of
the error correction code used for the secret communication
(error correction decoding function determination unit 221
shown in FIG. 9), means for determining decryption auxiliary
variable for decryption (decryption auxiliary variable deter-
mination unit 214 shown in FIG. 9), means for decoding the
error correction (error correction decoding unit 222 shown in
FIG. 9), means for decryption (decryption unit 217 shown in
FIG. 9), means for transmitting the ciphertext Z (transmission
unit 209, public communication path 210, receiver unit 211
shown in FIG. 9), means for determining the matrix used for
enhancing the communication confidentiality (confidential-
ity increase matrix generation unit 208 shown in FIG. 9), and
an output unit 220 for outputting the decrypted information
M.

Such configuration is adopted to convert the information

with the initial random number and the encoding unit so as to
be transmitted to realize the secret communication using the
public communication path less frequently compared with
the related art.
[B] The fourth device of the present invention includes means
for generating k-bit random number D (random number gen-
eration unit 205 shown in FIG. 11) in addition to the above
means of the third device of the present invention. By adopt-
ing such configuration, the workload of the encryption unit
203 and the decryption unit 217 can be reduced compared
with the first device according to the present invention. The
fourth device of the present invention realizes the secret com-
munication with the public communication path less fre-
quently compared with the related art.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.1is ablock diagram of a secret communication device
according to related art (Non-Patent Document 2).

FIG. 2 is a flowchart showing a secret communication
method according to the related art (Non-Patent Document
2).

FIG. 3 is ablock diagram of a secret communication device
according to another related art (Non-Patent Document 5).

FIG. 4 is an operation flowchart showing a secret commu-
nication method according to the related art (Non-Patent
Document 5).

FIG. 5 is a block diagram showing a secret communication
device according to a first embodiment of the present inven-
tion.
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FIG. 6 is a flowchart showing a secret communication
method according to the first embodiment of the present
invention.

FIG. 7 is a block diagram showing a secret communication
device according to a second embodiment of the present
invention.

FIG. 8 is a flowchart showing a secret communication
method according to the second embodiment of the present
invention.

FIG. 9 is a block diagram showing a secret communication
device according to a third embodiment of the present inven-
tion.

FIG. 10 is an operation flowchart of the secret communi-
cation device according to the third embodiment of the
present invention.

FIG. 11 is a block diagram showing a secret communica-
tion device according to a fourth embodiment of the present
invention.

FIG. 12 is an operation flowchart of the secret communi-
cation device according to the fourth embodiment of the
present invention.

BEST MODE FOR CARRYING OUT THE
INVENTION

The secret communication method according to the present
invention for efficiently communicating information between
a sender and a receiver at remote locations using correlated
initial random numbers X and Y respectively held by the
sender and the receiver without leakage of the information to
a third party under the situation that the information may be
leaked to the third party includes: step of estimating each
error ratio of the initial random numbers X and Y; step of
estimating an upper limit of an eavesdropped information
amount; step of determining an error correction code based
on an estimated value of the error ratio, an encryption func-
tion corresponding to the error correction code, an error cor-
rection decoding function g, and a decryption auxiliary vari-
able; step of uniquely determining a confidentiality increase
matrix C based on the estimated upper limit value of the
eavesdrop information amount and an encoding ratio of the
error correction code; step of uniquely generating a ciphertext
Z from transmission information M to be sent to the receiver
using the encryption function, the initial random number X,
and the confidentiality increase matrix C; step of transmitting
the ciphertext Z; and step of decrypting the ciphertext Z to a
transmission text M using the initial random number Y, the
confidentiality increase matrix C, the decryption auxiliary
variable, and the error correction decoding function g.

The secret communication method according to the present
invention with improved security for efficiently communicat-
ing information between a sender and a receiver at remote
locations using correlated initial random numbers X and Y
respectively held by the sender and the receiver without leak-
age of the information to a third party under the situation that
the information may be leaked to the third party includes: step
of'estimating each error ratio of the initial random numbers X
and Y; step of estimating an upper limit of an eavesdropped
information amount; step of determining an error correction
code based on an estimated value of the error ratio, an encryp-
tion function determined by the error correction code, an error
correction decoding function g, and a decryption auxiliary
variable; step of determining a confidentiality increase matrix
C stochastically based on the estimated upper limit value of
the eavesdropped information amount and an encoding ratio
of the error correction code; step of uniquely generating a
ciphertext from information M to be sent to the receiver using

15

20

25

40

45

60

65

14

the encryption function, the initial random number X, and the
confidentiality increase matrix C; step of transmitting the
ciphertext Z; and step of decrypting the ciphertext Z to a
transmission text My using the initial random number Y, the
confidentiality increase matrix C, the decryption auxiliary
variable, and the error correction decoding function g.

Embodiments of the present invention will be described
hereinafter.

FIG. 5 is a block diagram showing a secret communication
device according to a first embodiment of the present inven-
tion and FIG. 6 is a flowchart showing a secret communica-
tion method using the secret communication device.

Referring to the drawings, the secret communication
device according to the first embodiment of the present inven-
tion includes an input unit 106 for inputting information M to
be transmitted, an output unit 120 for outputting the
decrypted information My, initial random number generation
units 101, 115, initial random number storage units 102, 116,
an error ratio estimation unit 104, an eavesdrop information
amount estimation unit 119, an encryption unit 103, an
encryption function determination unit 107, a decryption unit
117, a decryption auxiliary variable determination unit 114,
an error correction decoding unit 122 for decoding the error
correction code, an error correction code decoding function
determination unit 121, confidentiality increase matrix gen-
eration units 108, 123, a transmission unit 109, a public
communication path 110, and a reception unit 111. In the
embodiment, the error correction estimation unit 104 and the
eavesdropped information amount estimation unit 119 are
provided for the sender side, however, they may be provided
for the receiver side.

The initial random number generation units 101, 115 gen-
erate n-bit initial random numbers X and Y, respectively. The
error ratio estimation unit 104 estimates the ratio of mis-
matched bits (error ratio) in the initial random numbers (bit
sequence) X of the sender S and the initial random numbers
(bit sequence) Y of the receiver R, and further determines the
encoding ratio m/n in accordance with the estimated error
ratio.

The eavesdropped information amount estimation unit 119
estimates the upper limit value of the amount of information
with respect to the initial random number X of the sender S
which may be eavesdropped by the eavesdropper. For
example, when the correlated initial random numbers X and
Y are generated through the quantum communication, the
error ratio is estimated by the sender S and the receiver R for
making a portion of the generated initial random numbers
open to calculate the mismatched ratio.

In the aforementioned case, the upper limit value of the
eavesdropped information amount may be calculated based
on the estimated value of the error ratio with respect to the
other base likewise the key distillation case.

In the case where the initial random number is generated
through the quantum communication, various methods for
estimating the upper limit of the eavesdropped information
amount has been introduced in accordance with the situation
(see Non-Patent Document 4). However, arbitrary configura-
tions may be employed as the initial random number genera-
tion units 101, 115, the error ratio estimation unit 104, and the
eavesdropped information amount estimation unit 119 so
long as they are combined to generate the initial random
number and to estimate the upper limit of the eavesdropped
information amount at the same time.

The confidentiality increase matrix generation units 108,
123 preliminarily store m-kxk confidentiality increase matri-
ces with respect to all the possible values as integers k and m,
respectively.
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Referring to FIGS. 5 and 6, the operation of the first
embodiment of the present invention will be described in
detail.

The encoding ratio m/n per possible error ratio is obtained
prior to the actual communication. An nxm matrix F for
encoding the error correction linear code and the error cor-
rection decoding function g for decoding are obtained in
accordance with the corresponding encoding ratio. The nxn
matrix T and the inverse matrix T~!, n—kxk matrix A and
n-kxm-k matrix B which satisfy the following condition are
obtained using sweep-out method. The terms A, B and T
denote the encryption functions, and the inverse matrix T" is
used as the decryption auxiliary variable.

wel? 7]

I Ot

The term I, denotes the unit matrix of kxk, and O, ,
denotes the zero matrix of kxm-k. The matrices A, B and T
are stored in the encryption function determination unit 107
for each of the possible error ratios, respectively. The error
correction decoding function g for each of the possible error
ratios is stored in the error correction code decoding function
determination unit 121. The inverse matrix T~! for each of the
possible error ratios is stored in the decryption auxiliary vari-
able determination unit 114.

Then n-bit initial random numbers X and Y are generated
(step S41). The sender S and the receiver R store the initial
random numbers X and Y in the initial random number stor-
age units 101 and 115, respectively (steps S42, S43). The
error ratio is estimated by the error ratio estimation unit 104 to
determine the encoding ratio n/m (step S44), that is, the value
of m is determined.

The eavesdropped information amount estimation unit 119
estimates the upper limit value k of the amount of information
with respect to the initial random number X of the sender S
which may be eavesdropped by the eavesdropper (step S47).
If the value k is larger than the value m, the initial random
number is invalidated to start the process again (step S48). If
the value k is smaller than the value m, the confidentiality
increase matrix generation units 108 and 123 for the sender S
and the receiver R generate m-kxk confidentiality increase
matrices C, respectively (steps S49, S53).

The encryption function is determined (step S45), the
decryption function is determined (step S52), and the decryp-
tion auxiliary variable is determined (step S54) in accordance
with the values of m and k. The matrices A, B and T each as
the encryption function is determined by the encryption func-
tion determination unit 107. The error correction decoding
function g is determined by the error correction code decod-
ing function determination unit 121. The inverse matrix T~!
as the decryption auxiliary variable is determined by the
decryption auxiliary variable determination unit 114.

Then the m-k-bit input information M is determined by the
input unit 106 (step S46).

The input information M is encrypted to the n-k bit
sequence:

Z=BM+(I, ,,A+BC)TX

by the encryption unit 103 using the matrices A, B, T, the
initial random number X and the confidentiality increase
matrix C (step S50). The term I, , denotes the n-kxn-k unit
matrix.
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The sender S transmits the n-k-bit transmission bit
sequence Z to the receiver R through the transmission unit
109, the public communication path 110, and the reception
unit 111 (step S51).

The n-k-bit sequence Z is decrypted to the m-k bit
sequence M as below by the decryption unit 117 using the
inverse matrix T, the initial random number Y, the confi-
dentiality increase matrix C and the error correction decoding
unit 122 (step S55).

z
Mg =(C, I)g(T’l( 0 ] - Y]

The bit sequence My, is output from the output unit 120.

The secret communication method for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party under the situation
that the information may be leaked to the third party includes:
step of estimating each error ratio of the initial random num-
bers X and Y; step of estimating an upper limit of an eaves-
dropped information amount; step of determining an error
correction code based on an estimated value of the error ratio,
an encryption function corresponding to the error correction
code, an error correction decoding function g, and a decryp-
tion auxiliary variable; step of uniquely determining a confi-
dentiality increase matrix C based on the estimated upper
limit value of the eavesdropped information amount and an
encoding ratio of the error correction code; step of uniquely
generating a ciphertext Z from transmission information M to
be sent to the receiver using the encryption function, the
initial random number X, and the confidentiality increase
matrix C; step of transmitting the ciphertext Z; and step of
decrypting the ciphertext Z to a transmission text M using
the initial random number Y, the confidentiality increase
matrix C, the decryption auxiliary variable, and the error
correction decoding function g.

A second embodiment according to the present invention
will be described referring to the drawings.

FIG. 7 is a block diagram showing a configuration of a
secret communication device according to the second
embodiment of the present invention and FIG. 8 is a flowchart
showing the secret communication method using the secret
communication device.

The same elements as those described in the first embodi-
ment will be designated with the same reference numerals,
and explanations thereof, thus will be omitted.

The configuration according to the second embodiment is
formed by adding a random number generation unit 105 for
generating a random number D to the structure according to
the first embodiment, and eliminating the decryption auxil-
iary variable determination unit 114 therefrom. The error
ratio estimation unit 104 and the eavesdropped information
amount estimation unit 119 are provided for the sender side,
however, they may be provided for the receiver side.

Referring to FIGS. 7 and 8, the operation of the configu-
ration of the second embodiment of the present invention will
be described with respect to the difference between the first
and the second embodiments.

The encoding ratio m/n for each of the possible error ratios
is determined prior to the actual communication. The nxm
matrix F for encoding the error correction linear code and the
error correction decoding function g for decoding are deter-
mined in accordance with the respective encoding ratios. The
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resultant matrix F for each ofthe possible error ratios is stored
in the encryption function determination unit 107. The error
correction decoding function g for each of the possible error
ratios is stored in the error correction code decoding function
determination unit 121.

The process in steps from S41 to S44 according to the first
embodiment is executed (steps S61 to 64). Then the encryp-
tion function F is determined by the encryption function
determination unit 107, and the error correction decoding
function g is determined by the error correction code decod-
ing function determination unit 121 in accordance with the
value of m (steps S65, S73). Then the process in steps from
S47 to S49 according to the first embodiment is executed
(steps S68 to S70, S74).

The m-k-bit information M is determined by the input unit
106 (step S66), and the k-bit random number D is generated
by the random number generation unit 105 (step S67). The
encryption unit 103 generates the n-bit ciphertext (step S71)
obtained by adding the initial random number X to the n-bit
output of the encoding unit so as to be transmitted by the
encryption unit 103 using the m—kxk confidentiality increase
matrix C (step S70) and the resultant ciphertext is output.

D
Z:F( ]+X
M-CD

The sender S uses the transmission unit 109, the public
communication path 110, and the reception unit 111 to trans-
mit the n-bit ciphertext Z to the receiver R (step S72).

The decryption unit 117 decrypts the n-bit sequence Z to
the m-k bit sequence My using the initial random numberY,
the confidentiality increase matrix C and the error correction
decoding unit 122 as below (step S75).

Mp=(C1)8(Z-Y)

The bit sequence My, is output by the output unit 120.

The secret communication method for efficiently commu-
nicating information between a sender and a receiver at
remote locations using correlated initial random numbers X
andY respectively held by the sender and the receiver without
leakage of the information to a third party under the situation
that the information may be leaked to the third party includes:
step of estimating each error ratio of the initial random num-
bers X and Y; step of estimating an upper limit of an eaves-
dropped information amount; step of determining an error
correction code based on an estimated value of the error ratio,
an encryption function F corresponding to the error correc-
tion code, and an error correction decoding function g; step of
uniquely determining a confidentiality increase matrix C
based on the estimated upper limit value of the eavesdrop
information amount and an encoding ratio of the error cor-
rection code; step of uniquely generating a ciphertext Z from
transmission information M to be sent to the receiver using
the encryption function, the initial random number X, the
confidentiality increase matrix C and a random number D;
step of transmitting the ciphertext Z; and step of decrypting
the ciphertext Z to a transmission text My using the initial
random number Y, the confidentiality increase matrix C, and
the error correction decoding function g.

In the first and the second embodiments, the error ratio
estimation unit and the eavesdropped information amount
estimation unit are provided for the sender side, however, they
may be provided for either the sender side or the receiver side.

The other embodiment according to the present invention
will be described in detail.
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FIG. 9 is a block diagram showing a secret communication
device according to a third embodiment of the present inven-
tion. FIG. 10 is an operation flowchart of the secret commu-
nication device.

Referring to the drawings, the secret communication
device according to the third embodiment of the present
invention includes an input unit 206 for inputting information
M to be transmitted, an output unit 220 for outputting the
decrypted information M, initial random number generation
units 201, 215, initial random number storage units 202,216,
an error ratio estimation unit 204, an eavesdropped informa-
tion amount estimation unit 219, an encryption unit 203, an
encryption function determination unit 207, a decryption unit
217, a decryption auxiliary variable determination unit 214,
an error correction decoding unit 222 for decoding the error
correction code, an error correction code decoding function
determination unit 221, a confidentiality increase matrix gen-
eration unit 208, a transmission unit 209, a public communi-
cation path 210, a reception unit 211, a transmission unit 212
for transmitting the confidentiality increase matrix D, a public
communication path 213, and a reception unit 218. The error
ratio estimation unit 204 and the eavesdropped information
amount estimation unit 219 are provided for the sender side,
however, they may be provided for the receiver side.

The initial random number generation units 201, 215 gen-
erate n-bit initial random numbers X and Y, respectively. The
error ratio estimation unit 204 functions in estimating the
ratio of unmatched bits (error ratio) in the initial random
numbers (bit sequence) X and Y of the sender S and the
receiver R, and functions in determining the encoding ratio
nm/n in accordance with the error ratio.

The eavesdropped information amount estimation unit 219
functions in estimating the upper limit value of the amount of
information with respect to the initial random number X of
the sender S, which may be eavesdropped by the eavesdrop-
per. For example, when the correlated initial random numbers
X andY are generated through the quantum communication,
the error ratio is estimated by calculating the unmatched rate
with respect to the generated initial random numbers partially
made public by the sender S and the receiver R.

In the aforementioned case, the upper limit of the eaves-
dropped information amount may be calculated based on the
estimated value of the error ratio with respect to the other base
likewise the key distillation case.

Inthe case of generating the initial random number through
the quantum communication, various methods for estimating
the upper limit of the eavesdropped information amount have
been introduced in accordance with the situation (see Non-
Patent Document 4). However, arbitrary configuration may
be employed as the initial random number generation units
201, 215, the error ratio estimation unit 204, and the eaves-
dropped information amount estimation unit 219 so long as
they are combined to generate the initial random number and
estimate the error ratio and the upper limit of the eaves-
dropped information amount at the same time.

The confidentiality increase matrix generation unit 208
does not store the confidentiality increase matrix C for each
size, however, it functions in generating the confidentiality
increase matrix C stochastically.

Referring to FIGS. 9 and 10, the operation of the third
embodiment of the present invention will be described in
detail.

The encoding ratio m/n for each of the possible error ratios
is determined prior to the actual communication. In accor-
dance with the encoding ratio, the nxm matrix F for encoding
the error correction linear code and the error correction
decoding function g for decoding are determined. The nxn
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matrix T, the inverse matrix T~*, n-kxk matrix A and n-kx
m-k matrix B which satisfy the following condition are
obtained with the sweep-out method. The matrices A, B and
T become encryption functions.

wel? 7]

Iy Opmt

The term I, denotes the kxk unit matrix, and O, ,, , denotes
kxm-k zero matrix, respectively. The matrices A, B and T for
the respective possible error ratios are stored in the encryption
function determination unit 207. The error correction decod-
ing function g for the respective possible error ratios are
stored in the error correction code decoding function deter-
mination unit 221. The inverse matrix T~! for the respective
possible error ratios is stored in the decryption auxiliary vari-
able determination unit 214 as the decryption auxiliary vari-
able.

Then n-bit initial random numbers X and Y are generated
s0 as to be stored in the initial random number storage units
201, 215 by the sender S and the receiver R, respectively
(steps S81 to S83). The error ratio is estimated by the error
ratio estimation unit 204 to determine the encoding ratio n/m
(step S84). That is, the value of m is determined.

The upper limit value k of the amount of information with
respect to the initial random number X of the sender S which
may be eavesdropped by the eavesdropper is estimated by the
eavesdropped information amount estimation unit 219 (step
S87). If the value k is larger than the value m, the process
returns to start the routine again. If the estimated eavesdrop
information amount k is smaller than the value m, the sender
S is only allowed to operate the confidentiality increase
matrix generation unit 208 to generate the m—kxk confiden-
tiality increase matrix C using Toeplitz matrix (steps S88 and
S89). That is, m—-1 random numbers X, . . . , X, , are
individually generated and C,;, the i,j components of the
confidentiality increase matrix C, is given with X, ,. Any
method may be used for generating the confidentiality
increase matrix C so long as it is stochastic. Further, the
confidentiality increase matrix C may be sent to the sender S
through the transmission unit 212, the public communication
path 213, and the reception unit 218.

Then the matrices A, B and T are determined by the encryp-
tion function determination unit 207, the error correction
decoding function g is determined by the error correction
code decoding function determination unit 221, and the
inverse matrix T~" is determined by the decryption auxiliary
variable determination unit 214, respectively in accordance
with the values of m and k (steps S85, S86, and S94).

The m-k-bit input information M is determined by the
input unit 206 (step S91).

The encryption unit 203 is operated to encrypt the input
information M to the n-k-bit sequence using the matrices A,
B and T, the initial random number X, and the confidentiality
increase matrix C as follows (step S92).

Z=BM+(I, ,,A+BC)TX

where I, denotes the n—kxn-k unit matrix.

The sender S transmits the n-k-bit transmission bit
sequence Z to the receiver R through the transmission unit
209, the public communication path 210, and the reception
unit 211 (step S93).

The decryption unit 217 is operated to decrypt the n-k-bit
sequence Z to the m-k-bit sequence My as follows using the

10

15

20

25

30

35

40

45

50

55

60

65

20

inverse matrix T, the initial random number Y, the confi-
dentiality increase matrix C and the error correction decoding
unit 222 (steps S90 and S95).

z
Mg = (C, 1)g(T*1( 0 ] - Y]

The bit sequence M is output by the output unit 220.

A fourth embodiment according to the present invention
will be described referring to the drawings.

FIG. 11 s ablock diagram showing the configuration of the
secret communication device. FIG. 12 is an operation flow-
chart of the secret communication device.

The configuration according to the fourth embodiment is
formed by adding a random number generation unit 205 for
generating the random number D to the configuration accord-
ing to the third embodiment, and eliminating the decryption
auxiliary variable determination unit 214 therefrom. In the
embodiment, the error ratio estimation unit 204 and the eaves-
dropped information amount estimation unit 219 are pro-
vided for the sender side, however, they may be provided for
the receiver side.

The operation of the configuration according to the fourth
embodiment of the present invention will be described refer-
ring to FIGS. 11 and 12.

The difference between the third and the fourth embodi-
ments of the present invention will be described.

The encoding ratio m/n for each of the possible error ratio
is determined prior to the actual communication. In accor-
dance with the respective encoding ratios, the nxm matrix F
for encoding the error correction linear code and the error
correction decoding function g for decoding are determined
such that the matrix F for each of the respective possible error
ratio is stored in the encryption function determination unit
207. The error correction decoding function g for each of the
respective possible error ratio is stored in the error correction
code decoding function determination unit 221.

The process in steps S81 to S84 according to the third
embodiment is executed (steps S101 to S104). Then the
encryption function F and the error correction decoding func-
tion g are determined in accordance with the value of m by the
encryption function determination unit 207 and the error cor-
rection code decoding function determination unit 221,
respectively (steps S105 and S106).

The process in steps S87 to S90 according to the third
embodiment is executed (steps S107 to S110).

The m-k-bit input information M is determined by the
input unit 206 (step S111), and the k-bit random number D is
generated by the random number generation unit 205 (step
S112). The encryption unit 203 is operated to generate the
n-bit ciphertext as follows by adding the initial random num-
ber X to the n-bit output of the encoding unit using the m-kxk
confidentiality increase matrix C so as to be output (step
S109).

D
Z:F( ]+X
M-CD

The sender S transmits the n-bit ciphertext Z to the receiver
R through the transmission unit 209, the public communica-
tion path 210, and the reception unit 211 (step S114).

The decryption unit 217 is operated to decrypt the n-bit
sequence Z to the m-k-bit sequence My using the initial
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random number Y, the confidentiality increase matrix C and
the error correction decoding unit 222 as follows (step S115).

Mp=(C.Dg(Z-Y)

Finally, the bit sequence My is output by the output unit
220.

According to the third and the fourth embodiments of the
present invention, the error ratio estimation unit and the
eavesdropped information amount estimation unit are pro-
vided for the sender side, however, they may be provided for
either the sender side or the receiver side.

The present invention is not Limited to the aforementioned
embodiments, but may be modified into various forms which
do not deviate from the scope of the present invention.

The present invention reduces the number of times for
using the public communication path as a whole, and the
entire workload. Unlike the related art where the secret com-
munication has been executed in two stages for the key dis-
tillation section and the one-time-pad secret communication
unit, the secret communication may be directly executed
without requiring the key distillation processing.

The present invention reduces the number of times for
using the public communication path as a whole, and the
entire workload to further improve the communication secu-

rity.
INDUSTRIAL APPLICABILITY

The secret communication method and the secret commu-
nication device are applicable to the secret communication by
reducing the number of times for using the public communi-
cation path as a whole and the entire workload reduced. The
aforementioned method and the device are also applicable to
the encryption unit for communication that demands high
security against the eavesdropping, and the electronic authen-
tication, electronic transaction, and electronic voting system
based on the random number sequence.

The invention claimed is:

1. A secret communication method for efficiently commu-
nicating information between a device at a sender side and a
device at a receiver side, each at remote locations, using
correlated initial random numbers X and Y respectively held
at the sender and the receiver sides, the method comprising:

(a) estimating an error ratio between the initial random
numbers X andY, stored in initial random number stor-
age units of the devices at the sender and the receiver
sides under the situation that the information can be
leaked to the third party, the estimating performed by an
error estimation unit provided in the device at the sender
side or the device at the receiver side;

(b) estimating an upper limit of an eavesdropped informa-
tion amount by an eavesdropped information amount
estimation unit provided in the device at the sender side
or the device at the receiver side;

(c) step of determining, at the device of the sender side, an
error correction code based on the estimated value of the
error ratio, an encryption function corresponding to the
error correction code by an encryption function deter-
mination unit, and determining at the device at the
receiver side, an error correction decoding function g,
and a decryption auxiliary variable by an error correc-
tion code decoding function determination unit, respec-
tively;

(d) uniquely determining a confidentiality increase matrix
C based on the estimated upper limit value of the eaves-
dropped information amount and an encoding ratio of
the error correction code, by confidentiality increase
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matrix generation units provided in the devices at the
sender and the receiver sides;

(e) uniquely generating a ciphertext Z from transmission
information M to be sent to the device at the receiver side
using the encryption function, the initial random number
X, and the confidentiality increase matrix C by an
encryption unit provided in the device at the sender side;

(D) transmitting the ciphertext Z from a transmission unit at
the device at the sender side to a reception unit at the
device at the receiver side via a public communication
path; and

(g) decrypting the ciphertext Z to a transmission text Mz
using the initial random number Y, the confidentiality
increase matrix C, the decryption auxiliary variable, and
the error correction decoding function by an encryption
decoding unit and an error correction decoding unit pro-
vided in the device at the receiver side.

2. The secret communication method according to claim 1,
wherein a quantum cryptography protocol is used for gener-
ating the initial random numbers X and Y by the devices at the
sender and the receiver sides, estimating the error ratio of the
initial random numbers X and Y by the device at the sender
side, and estimating the upper limit of the eavesdrop infor-
mation amount.

3. The secret communication method according to claim 1,
wherein the transmission information M is encrypted to
establish Z=BM+(I,A+BC)TX, where I denotes a unit matrix,
and A, B, and T denote the encryption functions which satisfy
a following relationship:

_v

I 0

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function g.

4. The secret communication method according to claim 3,
wherein the ciphertext Z is decrypted to establish:

z
Mg = (C, 1)g(T*1( 0 ] - Y]

where T™' as an inverse matrix of T denotes a decryption
auxiliary variable.

5. The secret communication method according to claim 1,
wherein elements of Z/dZ are used for all random numbers
and elements of the matrix without using bits, where XOR
denotes a sum on the Z/dZ, and d denotes a natural number.

6. A secret communication method for efficiently commu-
nicating information between a device at a sender side and a
device at a receiver side, each at remote locations, using
correlated initial random numbers X and Y respectively held
at the sender and the receiver sides comprising:

(a) estimating an error ratio between the initial random
numbers X andY, stored in initial random number stor-
age units of the devices at the sender and the receiver
sides under the situation that the information can be
leaked to the third party, the estimating performed by an
error estimation unit provided in the device at the sender
side or the device at the receiver side;

(b) estimating an upper limit of an eavesdrop information
amount by an eavesdropped information amount estima-
tion unit provided in the device at the sender side or the
device at the receiver side;
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(c) determining, at the device of the sender side, an error
correction code based on an estimated value of the error
ratio, and an encryption function F corresponding to the
error correction code by an encryption function deter-
mination unit, and determining, at the device at the
receiver side, an error correction decoding function g, by
an error correction code decoding function determina-
tion unit, respectively;

(d) uniquely determining a confidentiality increase matrix
C based on the estimated upper limit value of the eaves-
dropped information amount and an encoding ratio of
the error correction code by confidentiality increase
matrix generation units provided in the devices at the
sender and the receiver sides;

(e) generating a k-bit random number D by a random
number generation unit in the device at the sender side;

(f) uniquely generating a ciphertext Z from transmission
information M to be sent to the device at the receiver side
using the encryption function, the initial random number
X, the confidentiality increase matrix C, and the a ran-
dom number D encryption unit provided in the device at
the sender side;

(g) transmitting the ciphertext Z from a transmission unit at
the device at the sender side to a reception unit at the
device at the receiver side via a public communication
path; and

(h) decrypting the ciphertext Z to a transmission text My
using the initial random number Y, the confidentiality
increase matrix C, and the error correction decoding
function g by an encryption decoding unit and an error
correction decoding unit provided in the device at the
receiver side.

7. The secret communication method according to claim 6,
wherein a quantum cryptography protocol is used for gener-
ating the initial random numbers X and Y by the devices at the
sender and the receiver sides, estimating the error ratio of the
initial random numbers X and Y by the device at the sender
side, and estimating the upper limit of the eavesdrop infor-
mation amount.

8. The secret communication method according to claim 6,
wherein the transmission information M is encrypted to
establish a following relationship:

D
Z:F( ]+X
M-CD

where F denotes the encryption function.

9. The secret communication method according to claim 6,
wherein the ciphertext is decrypted to Mz=(C,Dg(Z-Y)
where 1 denotes a unit matrix, and A, B, and T denote the
encryption functions which satisfy a following relationship:

_

I 0

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function g.

10. A secret communication device for efficiently commu-
nicating information between a device at a sender side and a
device at a receiver side, each at remote locations, using
correlated initial random numbers X and Y respectively held
at the sender and the receiver sides, comprising:
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(a) initial random number generation units for generating
n-bit initial random numbers X and Y provided in the
devices at the sender and the receiver sides;

(b) initial random number storage units for storing the
initial random numbers X and Y provided in the devices
at the sender and the receiver sides under the situation
that the information can be leaked to the third party;

(c) an error ratio estimation unit for estimating an error
ratio of the initial random numbers X and Y to determine
an encoding ratio m/n provided in the device at the
sender side or the device at the receiver side;

(d) an eavesdropped information amount estimation unit
provided in the device at the sender side or the device at
the receiver side for estimating an upper limit value k of
an amount of information with respect to the initial
random number X possibly eavesdropped by an eaves-
dropper;

(e) an input unit for inputting m-k-bit transmission infor-
mation M provided in the device at the sender side;

(D) an encryption function determination unit for determin-
ing a function required for encryption encoding pro-
vided in the device at the sender side;

(g) an encryption unit for encryption provided in the device
at the sender side;

(h) an error correction decoding function determination
unit for determining an error correction decoding func-
tion g used for secret communication in accordance with
the respective error ratios provided in the device at the
receiver side:

(1) a decryption auxiliary variable determination unit for
determining a decryption auxiliary variable for decryp-
tion provided in the device at the receiver side;

(j) an error correction decoding unit for decoding an error
correctionusing the error correction decoding function g
provided in the device at the receiver side;

(k) a decryption unit for decryption provided in the device
at the receiver side;

(1) a transmission unit, a public communication path, and a
reception unit for transmitting a ciphertext Z encrypted
by the encryption unit, from the device at the sender side
to the device at the receiver side;

(m) a confidentiality increase matrix generation unit for
determining a matrix C used for enhancing confidenti-
ality of communication provided in the device at the
sender and the device at the receiver side; and

(n) an output unit for outputting decrypted information Mz
from the decryption unit provided in the device at the
receiver side.

11. The secret communication method according to claim
10, wherein the transmission information M is encrypted to
establish Z=BM+(I,A+BC)TX, where I denotes a unit matrix
and A, B, and T denote the encryption functions which satisfy
a following relationship:

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function
g
12. The secret communication method according to claim
11, wherein the ciphertext Z is decrypted to establish:



US 8,239,680 B2

25

z
Mg =(C, I)g(T’l( 0 ] - Y]

where T~ as an inverse matrix of T denotes a decryption
auxiliary variable.

13. The secret communication method according to claim
10, wherein the confidentiality increase matrix is m-kxk
generated if the value m is smaller than the value k.

14. A secret communication device for efficiently commu-
nicating information between a device at a sender side and a
device at a receiver side, each at remote locations, using
correlated initial random numbers X and Y respectively held
by the sender and the receiver sides, comprising:

(a) initial random number generation units for sharing gen-
erating n-bit initial random numbers X andY provided in
the devices at the sender and the receiver sides;

(b) initial random number storage units for storing the
initial random numbers X andY provided in the devices
at the sender and the receiver sides under the situation
that the information can be leaked to the third party;

(c) an error ratio estimation unit for estimating an error
ratio of the initial random numbers X and Y to determine
an encoding ratio m/n provided in the device at the
sender side or the device at the receiver side;

(d) an eavesdropped information amount estimation unit
for estimating an upper limit value k of an amount of
information with respect to the initial random number X
possibly eavesdropped by an eavesdropper provided in
the device at the sender side or the device at the receiver
side;

(e) an input unit for inputting m-k-bit transmission infor-
mation M provided in the device at the sender side;

(f) a random number generation unit for generating a k-bit
random number D provided in the device at the sender
side;

(g) an encryption function determination unit for determin-
ing a function required for encryption encoding pro-
vided in the device at the sender side;

(h) an encryption unit for encryption provided in the device
at the sender side;

(1) an error correction decoding function determination
unit for determining an error correction decoding func-
tion g used for secret communication in accordance with
the respective encoding ratios provided in the device at
the receiver side;

(j) an error correction decoding unit for decoding an error
correction by using the error correction decoding func-
tion g provided in the device at the receiver side;

(k) a decryption unit for decryption provided in the device
at the receiver side;

(1) a transmission unit, a public communication path and a
reception unit for transmitting a ciphertext Z encrypted
by the encryption unit from the device at the sender side
to the device at the receiver side;

(m) a confidentiality increase matrix generation unit for
determining a matrix C used for enhancing confidenti-
ality of communication provided in the devices at the
sender and the receiver sides; and

(n) an output unit for outputting decrypted information My
from the decryption unit provided in the device at the
receiver side.

15. The secret communication method according to claim

14, wherein the transmission information M is encrypted to
establish a following relationship:

26

D
Z:F( ]+X
M-CD

where F denotes the encryption function.
16. The secret communication method according to claim
14, wherein the ciphertext is decrypted to Mz=(C,)g(Z-Y)
where I denotes a unit matrix, and A, B, and T denote the
10 encryption functions which satisfy a following relationship:

A B
I 0
15

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function
g

20  17. A secret communication method for efficiently com-
municating information between a device at a sender side and
a device at a receiver side, each at remote locations, using
correlated initial random numbers X and Y respectively held

at the sender and the receiver sides, comprising:

25 (a) estimating an error ratio between the initial random
numbers X andY, stored in initial random number stor-
age units of the devices at the sender and the receiver
sides under the situation that the information can be
leaked to the third party, the estimating performed by an

30 error estimation unit provided in the device at the sender
side or the device at the receiver side;

(b) estimating an upper limit of an eavesdropped informa-

tion amount by an eavesdropped information amount

15 estimation unit provided in the device at the sender side

or the device at the receiver side;

(c) determining, at the device at the sender side, an error
correction code based on the estimated value of the error
ratio, an encryption function corresponding to the error

40 correction code by an encryption function determination
unit, and determining at the device at the receiver side,
an error correction decoding function g, and a decryp-
tion auxiliary variable, respectively;

(d) determining a confidentiality increase matrix C sto-

45 chastically based on the estimated upper limit value of
the eavesdropped information amount and an encoding
ratio of the error correction code by confidentiality
increase matrix generation units provided in the devices
at the sender and receiver sides;

50 (e) transmitting the confidentiality increase matrix C from
a transmission unit in the device at the sender side to a
reception unit at the device at the receiver side via a
public communication path;

() uniquely generating a ciphertext from transmission

55 information M to be sent to the device at the receiver
side, using the encryption function, the initial random
number X, and the confidentiality increase matrix C, by
an encryption unit provided in the device at the sender
side;

60  (g)transmitting the ciphertext Z from a transmission unit in
the device at the sender side to a reception unit in the
device at the receiver side via a public communication
path; and

(h) decrypting the ciphertext Z to a transmission text Mg

65 using the initial random number Y, the confidentiality
increase matrix C, the decryption auxiliary variable, and
the error correction decoding function g, by an encryp-
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tion decoding unit and an error correction decoding unit
provided in the device at the receiver side.

18. The secret communication method according to claim
17, wherein a quantum cryptography protocol is used for
generating initial random numbers of the sender and the
receiver, estimating the error ratio of the initial random num-
bers X andY by the device at the sender and the receiver sides,
and estimating the upper limit of the eavesdropped informa-
tion amount by the device at the sender side.

19. The secret communication method according to claim
17, wherein the transmission information M is encrypted to
establish Z=BM+(I,A+BC)TX, where I denotes a unit matrix,
and A, B, and T denote the encryption functions which satisty
a following relationship:

_—

I 0

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function g.

20. The secret communication method according to claim
19, wherein the ciphertext Z is decrypted to establish:

z
Mg =(C, I)g(T’l( 0 ] - Y]

where T~ as an inverse matrix of T denotes a decryption
auxiliary variable.

21. The secret communication method according to claim
19, wherein the ciphertext Z is decrypted to establish:

z
Mg =(C, 1)g(T*1( 0 ] - Y]

where T~! as an inverse matrix of T denotes a decryption
auxiliary variable.

22. The secret communication method according to claim
17, wherein elements of Z/dZ are used for all random num-
bers and elements of the matrix without using bits, where
XOR denotes a sum on the 7Z/dZ, and d denotes a natural
number.

23. A secret communication method for efficiently com-
municating information between a device at a sender side and
a device at a receiver side, each at remote locations, using
correlated initial random numbers X and Y respectively held
at the sender and the receiver sides, comprising:

(a) estimating an error ratio between the initial random
numbers X andY, stored in initial random number stor-
age units of the devices at the sender and the receiver
sides under the situation that the information can be
leaked to the third party, the estimating performed by an
error ratio estimation unit provided in the device at the
sender side or the device at the receiver side;

(b) estimating an upper limit of an eavesdropped informa-
tion amount eavesdropped information amount estima-
tion unit provided in the device at the sender side or the
device at the receiver side;

(c) determining, at the device at the sender side, an error
correction code based on the estimated value of the error
ratio, an encryption function F corresponding to the
error correction code by an encryption function deter-
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mination unit, and determining, at the device at the
receiver side, and an error correction decoding function
g, respectively;

(d) determining a confidentiality increase matrix C sto-
chastically based on the estimated upper limit value of
the eavesdropped information amount and an encoding
ratio of the error correction code by confidentiality
increase matrix generation units provided in the devices
at the sender and receiver sides;

(e) transmitting the confidentiality increase matrix C from
a transmission unit in the device at the sender side to a
reception unit at the device at the receiver side via a
public communication path;

() generating a k-bit random number D by a random bit
generation unit in the device at the sender side;

(g) uniquely generating a ciphertext Z from transmission
information M to be sent to the device at the receiver side
using the encryption function, the initial random number
X, the confidentiality increase matrix C, and the a ran-
dom number D by an encryption unit provided in the
device at the sender side;

(h) step of transmitting the ciphertext Z from a transmis-
sion unit in the device at the sender side to a reception
unit in the device at the receiver side via a public com-
munication path; and

(1) decrypting the ciphertext Z to a transmission text MR
using the initial random number Y, the confidentiality
increase matrix C, and the error correction decoding
function, by an encryption decoding unit and an error
correction decoding unit provided in the device at the
receiver side.

24. The secret communication method according to claim
23, wherein a quantum cryptography protocol is used for
generating the initial random numbers X and Y at the devices
of'the sender and the receiver sides, estimating the error ratio
of the initial random numbers X and Y by the device at the
sender side, and estimating the upper limit of the eaves-
dropped information amount.

25. The secret communication method according to claim
23, wherein the transmission information M is encrypted to
establish a following relationship:

where F denotes the encryption function.

26. The secret communication method according to claim
23, wherein the ciphertext is decrypted to Mz=(C,Dg(Z-Y)
where I denotes a unit matrix, and A, B, and T denote the
encryption functions which satisfy a following relationship:

_

I 0

wherein F denotes an encoding matrix for error correction
corresponding to the error correction decoding function g.

27. The secret communication method according to claim
23, wherein a Toeplitz matrix is used for generating the con-
fidentiality increase matrix C.

28. A secret communication device for efficiently commu-
nicating information between a device at a sender side and a
device at a receiver side, each at remote locations, using
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correlated initial random numbers X and Y respectively held
by the sender and the receiver sides, comprising:

(a) initial random number generation units for sharing gen-
erating n-bit initial random numbers X andY provided in
the devices at the sender and receiver sides;

(b) initial random number storage units for storing the
initial random numbers X andY provided in the devices
at the sender and receiver sides under the situation that
the information can be leaked to the third party;

(c) an error ratio estimation unit for estimating an error
ratio of the initial random numbers X and Y to determine
an encoding ratio m/n provided in the devices at the
sender side or the device at the receiver side;

(d) an eavesdropped information amount estimation unit
for estimating an upper limit value k of an amount of
information with respect to the initial random number X
possibly eavesdropped by an eavesdropper provided in
the devices at the sender side or the device at the receiver
side;

(e) an input unit for inputting m-k-bit information M pro-
vided in the device at the sender side;

(f) an encryption function determination unit for determin-
ing a function required for encryption encoding;

(g) an encryption unit for encryption provided in the device
at the sender side;

(h) an error correction decoding function determination
unit for determining an error correction decoding func-
tion g used for secret communication in accordance with
the respective encoding ratios provided in the device at
the sender side;

(1) a decryption auxiliary variable determination unit for
determining a decryption auxiliary variable used for
decryption provided in the device at the receiver side;

(j) an error correction decoding unit for decoding an error
correction using the error correction decoding function g
provided in the device at the receiver side;

(k) a decryption unit for decryption provided in the device
at the receiver side;

(1) a transmission unit, a public communication path, and a
reception unit for transmitting a ciphertext Z encrypted
by the encryption unit from the device at the sender side
to the device at the receiver side;

(m) a confidentiality increase matrix generation unit for
determining a matrix used for enhancing confidentiality
of the communication provided in the device at the
sender side;

(n) a transmission unit, a public communication path, and
a reception unit for transmitting the confidentiality
increase matrix C from the device at the sender side to
the device at the receiver side; and

(0) an output unit for outputting decrypted information My
from the decryption unit provided in the device at the
receiver side.

29. The secret communication method according to claim
28, wherein the transmission information M is encrypted to
establish Z=BM+(I,A+BC)TX, where I denotes a unit matrix,
and A, B, and T denote the encryption functions which satisty
a following relationship:

_

I 0

where F denotes an encoding matrix for error correction
corresponding to the error correction decoding function

g.
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30. A secret communication device for efficiently commu-
nicating information between a device at a sender side and a
device at a receiver side, each at remote locations, using
correlated initial random numbers X and Y respectively held
by the sender and the receiver sides, comprising:

(a) initial random number generation units for generating
n-bit initial random numbers X and Y provided in the
devices at the sender and the receiver sides;

(b) initial random number storage units for storing the
initial random numbers X and Y provided in the devices
at the sender and the receiver sides under the situation
that the information can be leaked to the third party;

(c) an error ratio estimation unit for estimating an error
ratio of the initial random numbers X and Y to determine
an encoding ratio m/n provided in the device at the
sender side or the device at the receiver side;

(d) an eavesdropped information amount estimation unit
for estimating an upper limit value k of an amount of
information with respect to the initial random number X
possibly eavesdropped by an eavesdropper provided in
the device at the sender side or the device at the receiver
side;

(e) an input unit for inputting m-k-bit transmission infor-
mation M provided in the device at the sender side;

() a random number generation unit for generating a k-bit
random number provided in the device at the sender
side;

(g) anencryption function determination unit for determin-
ing a function required for encryption encoding;

(h) an encryption unit for encryption provided in the device
at the sender side;

(1) an error correction decoding function determination
unit for determining an error correction decoding func-
tion used for secret communication in accordance with
the respective encoding ratios provided in the device at
the sender side;

(j) an error correction decoding unit for decoding an error
correctionusing the error correction decoding function g
provided in the device at the receiver side;

(k) a decryption unit for decryption provided in the device
at the receiver side;

(1) a transmission unit, a public communication path, and a
reception unit for transmitting a ciphertext Z encrypted
by the encryption unit, from the device at the sender side
to the device at the receiver side;

(m) a confidentiality increase matrix generation unit for
determining a matrix used for enhancing confidentiality
of the communication provided in the device at the
sender side;

(n) a transmission unit, a public communication path, and
a reception unit for transmitting the confidentiality
increase matrix C from the device at the sender side to
the device at the receiving side; and

(o) an output unit for outputting decrypted information M
from the decryption unit provided in the device at the
receiver side.

31. The secret communication method according to claim

30, wherein the transmission information M is encrypted to
establish a following relationship:

D
Z:F( ]+X
M-CD

where F denotes the encryption function.
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32. The secret communication method according to claim where F denotes an encoding matrix for error correction
30, wherein the ciphertext is decrypted to Mz=(C.Dg(Z-Y) corresponding to the error correction decoding function

where 1 denotes a unit matrix, and A, B, and T denote the

encryption functions which satisfy a following relationship: &

33. The secret communication method according to claim
30, wherein a Toeplitz matrix is used for generating the con-
A B ] fidentiality increase matrix C.

TF:(
I 0
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