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Infrastructure Development for Promoting International S&T Cooperation
Japan—Taiwan Joint Research Exchange Program
Executive Summary of Final Report

1. Project Title: ['loT Security Management System with Unclonable Devices |
2. Project Period: April, 2015 ~ March, 2018
3. Main Participants:

Japan-side
Name Title Affiliation Role
Pl Yoshio Director AIST - ITRI WP1/2, Project
Tanaka management and
arrangement with
Taiwanese team
Collab | Kazukuni Principal AIST - ITRI WP1/2, Helping of project
orator | Kobara Research management and
Manager arrangement with Taiwan
team, loT platform and its
data integrity
Collab | Kuniyasu | Senior AIST - ITRI WP1 management, IoT
orator | Suzaki Research platform and its data
Scientist integrity
Collab | Ichiro Senior AIST - ITRI loT platform and its data
orator | Ogata Research integrity
Scientist
Collab | SeongHan | Senior AIST - ITRI WP2 management,
orator | Shin Research scheme  proposal and
Scientist evaluation
Collab | Yohei Hori | Senior AIST Evaluation of unclonability
orator Research . and necessary data
Scientist Nanoelectronics Rl acquisition
Total number of participating researchers in the project:. 8
Partner-side
Name Title Affiliation Role
Pl Weicheng | Research | NCHC - NARL WP1/2, Project management
Huang Fellow and arrangement with
Japanese team
Co-Pl | Yi-Lang Associate | NCHC - NARL WP1/2, Helping project
Tsai Research management, security
Fellow research and architecture
Collab | steven Research | NCHC + NARL WP1, Big Data system
orator | Hsjao Fellow deployment software
development
Collab | Bo-YiLee | Assistant | NCHC - NARL WP1/2, Security system
orator Engineer implementation, monitor
and analysis
Collab | Jimmy Associate | NCHC - NARL WP1, Big Data platform
orator | chung Research deployment and
Fellow management




Collab | wei-Yu Associate | NCHC - NARL WP2, Security research and
orator | Chen Research implementation

Fellow
Total number of participating researchers in the project: 10 Number

4. Scope of the joint project

On the method of securely acquiring and verifying significant data from loT
devices while managing the status of them to integrate with Big Data Analysis
platform, the joint team has conducted collaborative research both from security
fundamentals by the Japanese team and from application by the Taiwan team.
The project succeeded in publication of research results, expansion of research
network with invited talks, improvement of presence in partner country and
overseas by proposing and acceptance of new projects with overseas, and with
establishment of international standards.

5. Outcomes of the joint project

5—1 Intellectual Merit

The results of fundamental or theoretical researches were published in
international journals. The results of applied research were presented in
international conferences or as invited talks, and then succeeded in further
collaboration with private sectors toward applied researches.

5—2 Synergy from the Collaboration

Without combination of both teams' strength and viewpoints, we could not
construct optimal research environment that could not be conceived by any
single county. The synergy from the collaboration succeeded in expansion of
research network and presence in overseas, and then triggered the further
international collaboration project to come.

5—3 Potential Impacts on Society

Several companies are interested in the research results on our secure boot
loader, and under discussion to make them practical use. A part of the
discussion brought a proposal and submission of a joint project with EU. Another
technology component, AugPAKE has been internationally standardized in ISO /
IEC 11770-4: 2017. As these tell us, impacts beyond the scope of collaborative
research have been starting to appear in society.

5—4 Effectiveness and Continuity of Exchange
(Human Resource Cultivation, Development and Sustainability of the
Cooperation, etc.)

Throughout this project, we have been able to improve the skills to discuss and
brainstorm together with overseas members with different organizational culture,
values and logical thinking, and the ability to carry out the project with them.
These improved skills and ability result in the proposal and launch of a new
project with overseas, and the great help in tough discussion and negotiation in
standardization of our technologies in ISO/IEC 11770-4.
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